INTRODUCTION TO THE GLOBAL INTERNAL AUDIT STANDARDS INTRODUKTION TILL DE GLOBALA STANDARDERNA FOR
INTERNREVISION / TRANSLATION INTO SWEDISH

The Global Internal Audit Standards provide requirements and De globala standarderna fér internrevision tillhandahaller krav och

recommendations to guide the professional practice of quality internal | rekommendationer for att vagleda yrkesmassig utférande av

auditing globally. The Standards also establish a basis for evaluating the | kvalitativ internrevision globalt. Standarderna skapar ocksa en

performance of internal audit services. grund for att utvardera hur internrevisionen genomfors.

Structure of the Standards Standardernas struktur

The Global Internal Audit Standards contains: De globala standarderna fér internrevision innehaller:

e Principles: broad descriptions of a basic assumption or rule e Principer: dvergripande beskrivningar av grundlaggande
summarizing a group of requirements and recommendations antaganden eller regler som sammanfattar krav och
that follow. rekommendationer som foljer darav.

e Standards: e Standarder
o Requirements for the professional practice of internal o Krav pa yrkesmassigt utférande av internrevision.

auditing.
o Considerations: o Overviganden:
= Implementation: common and preferred practices for = Vid implementering: gemensamma och 6nskade
implementing the requirements. metoder for att implementera kraven.
= Evidence of Conformance: examples of recommended =  FOr att styrka 6verensstammelse: exempel pa
ways to demonstrate that the requirements of the rekommenderade satt att visa att kraven i
Standards have been implemented. standarderna har implementerats.
The Standards are organized into five main domains related by a Standarderna ar indelade i fem huvudomraden:
common theme:
I. Purpose of Internal Auditing. I. Syftet med internrevision.
. Ethics and Professionalism. II. Etik och professionalitet (yrkesutovning?)
lll. Governing the Internal Audit Function. [ll. Att leda och styra internrevisionsfunktionen.
IV. Managing the Internal Audit Function. IV. Att leda och driva internrevisionsfunktionen.
V. Performing Internal Audit Services. V. Att genomfora internrevisionstjanster.
Applicability of the Standards Tillampande av standarder
Global Internal Audit Standards set forth essential requirements and De globala standarderna fér internrevision anger grundlaggande
recommendations for the professional practice of internal auditing krav och rekommendationer for yrkesutdvningen av internrevision
globally. The Standards apply to any individual or function that provides | globalt. Standarderna galler alla individer eller funktioner som
internal audit services; for organizations that vary in purpose, size, tillhandahaller internrevisionstjanster; oavsett organisationens
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complexity, and structure; and by persons within or outside the
organization. The Standards apply whether internal auditors are
employees of the organization, contracted with an external service
provider, or a combination of both.

syfte, storlek, komplexitet och struktur; samt fér personer inom
eller utanfér organisationen. Standarderna galler oavsett om
internrevisorer ar anstéllda i organisationen, fran externa
tjdnsteleverantorer eller en kombination av bada.

The Standards apply to individual internal auditors and the internal
audit function. All internal auditors are accountable for conforming
with the principles and standards in the Ethics and Professionalism
domain as well as the principles and standards relevant to performing
their job responsibilities. Chief audit executives are additionally
accountable for the internal audit function’s overall conformance with
the Standards.

Standarderna galler for enskilda internrevisorer och internrevisions-
funktionen. Alla internrevisorer ar ansvariga for att f6lja principerna
och standarderna inom omradet etik och professionalitet samt de
principer och standarder som ar relevanta for att utfora
arbetsuppgifterna. Internrevisionschefer ar ansvariga for
internrevisionsfunktionens overgripande féljsamhet med
standarderna.

If internal auditors or the internal audit function is prohibited by law or
regulation from conformance with certain parts of the Standards,
conformance with all other parts of the Standards and appropriate
disclosures are required.

Om internrevisorer eller internrevisionsfunktionen enligt lag eller
forordning ar forhindrade att folja vissa delar av standarderna,
kravs 6verensstammelse med samtliga 6vriga delar av standarderna
samt att upplysning om detta lamnas.

If the Standards are used in conjunction with requirements issued by
other authoritative bodies, internal audit communications must also
cite the use of other requirements, as appropriate. However,
conformance with the Standards is expected.

Om standarderna anvands tillsammans med andra foreskrifter och
regelverk ska internrevisionen upplysa om detta men
overensstaimmelse med standarderna ar det som forvantas.

How to Use the Standards

Hur standarderna ska tillampas

The Requirements sections of the Standards use the word “must” to
specify unconditional requirements. The Considerations for
Implementation sections of the Standards use the word "should" to
specify preferred practices and the word "may" to specify optional
practices to implement the Requirements.

| kravavsnitten i standarderna anvands ordet "maste" for att
specificera ovillkorliga krav. | standardens avsnitt Overvidganden
infér implementering anvands ordet "bor" for féredragna metoder
och ordet "kan" for valfria metoder for att implementera kraven.

The Standards use certain terms as defined specifically in its glossary.
To understand and apply the Standards correctly, it is necessary to
understand and adopt the specific meanings and usage of the terms as
described in the glossary

Standarderna anvander vissa termer som sarskilt definieras i dess
ordlista. FOr att forsta och tillampa standarderna korrekt ar det
nodvandigt att forsta och inféra de specifika betydelserna och
anvanda termerna sasom de beskrivs i ordlistan.

Standard-setting Process

Processen for att faststdlla standarder

The lIA is committed to setting standards in the public interest, which
includes an extensive, ongoing process undertaken by the International
Internal Audit Standards Board and overseen by the IPPF Oversight
Council. The Standards Board engages in a due process that includes

[IA har atagit sig att utforma standarder i allmanhetens intresse,
vilket inkluderar en utforlig, process som genomfoérs av
International Internal Audit Standards Board och 6vervakas av IPPF
Oversight Council. Standards Board arbetar i en process dar det
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soliciting stakeholder input when drafting and revising the content of
the Global Internal Audit Standards. The process includes posting a
draft for worldwide public comment on The IIA’s public-facing website
before the Standards are finalized and issued. The draft is distributed to
all l1A affiliates and translated into several languages; translations are
also posted on The IIA’s website. The IPPF Oversight Council is an
independent oversight group that evaluates and advises on the
standard-setting process to promote inclusiveness and transparency,
which ultimately serves the public interest.

ingar att efterfraga synpunkter fran intressenter vid utformning och
oversyn av innehallet i De globala standarderna for internrevision.
Processen innefattar publicering av utkast for globalt
remissforfarande pa llA:s offentliga webbplats innan standarderna
faststalls och kommuniceras. Utkastet distribueras till alla som ar
anslutna till 1A och 6versatts till flera sprak, vilka publiceras pa llA:s
webbplats. IPPF Oversight Council ar en oberoende tillsynsgrupp
som utvarderar och ger rad om processen for att faststalla
standarder och framja delaktighet och transparens, vilket i
slutdndan tjanar det allmana intresset.
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GLOSSARY

ORDLISTA / TRANSLATION INTO SWEDISH

activity under review — The subject of an internal audit engagement.
Examples include an area, entity, operation, function, process, or
system.

Granskad aktivitet — Omradet for ett internrevisionsuppdrag,
exempelvis ett tema, enhet, verksamhet, funktion, process eller system.

advisory services — Services including advisory engagements and other
advisory activities typically undertaken at the request of senior
management, the board, or the management of an activity. The nature
and scope of advisory services are subject to agreement with the party
requesting the services. Examples of advisory engagements include
internal auditors providing advice on the development and
implementation of new policies and the design of processes and
systems. Other advisory activities include internal auditors providing
facilitation and training.

Radgivningsuppdrag — Uppdrag som inkluderar radgivning och andra
aktiviteter som vanligtvis utférs pa begéran av den operativa ledningen,
styrelsen eller ansvariga for en verksamhet. Karaktar och omfattning av
radgivningen sker i verenskommelse med den part som begar
uppdraget. Exempel pa radgivningsuppdrag ar nar internrevisorer ger
rad om utveckling och implementering av nya policyer och utformning
av processer och system. Andra aktiviteter kan avse internrevisorer som
tillhandahaller facilitering och utbildning.

assurance — Statement intended to give confidence about conditions
compared to criteria.

Forsakran — Utlatande avsett att bekrafta avvikelsen mellan verkligt
tillstand och uppsatta kriterier.

assurance services — Services through which internal auditors perform
objective assessments to provide statements about conditions
compared to established criteria. Such statements are intended to give
stakeholders confidence about an organization's governance, risk
management, and control processes. Examples of assurance services
include financial, performance, compliance, and technology
engagements.

Sakringsuppdrag — Uppdrag dar internrevisorer utfor objektiva analyser
for att ge utlatanden om verkligt tillstand jamfort med faststallda
kriterier. Sddana utlatanden ar avsedda att ge intressenter fértroende
for en organisations styrning, ledning, riskhantering och
kontrollprocesser. Exempel pa sakringsuppdrag ar finansiellt,
prestations-, regelefterlevnads- samt IT-relaterade uppdrag.

board — Highest-level body charged with governance, such as a:

Styrelse — hogsta organ for ledning och styrning, till exempel:

e Board of directors or a committee or another body to which
the board of directors has delegated certain functions (for
example, an audit committee).

e Styrelse, utskott eller annat organ till vilket styrelsen har
delegerat vissa funktioner (till exempel ett revisionsutskott eller
revisionskommitté).

e Nonexecutive/supervisory board in an organization that has
more than one governing body.

e Icke-verkstallande/tillsynsstyrelse i en organisation som har fler
an ett styrande organ.

e Board of governors or trustees.

e Styrelse eller forvaltare.

e  Group of elected officials or political appointees.

e  Grupp av fortroendevalda eller politiskt utnamnda.

If a board does not exist, the word “board” refers to a group or person
charged with governance of an organization (for example, some public
sector entities and smaller private sector organizations may rely on the

Om styrelse inte finns hanvisar ordet "styrelse" till en grupp eller
person som ansvarar for att styra och leda organisationen (till exempel
kan vissa offentliga verksamheter och mindre organisationer inom den
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head of the organization or the senior management team to act as the
highest-level governing body).

privata sektorn forlita sig pa organisationens chef eller ledningsgrupp
att fungera som hogsta styrande organ).

chief audit executive — Leadership role responsible for effectively
managing all aspects of the internal audit function and ensuring the
quality performance of internal audit services. The specific job title
and/or responsibilities may vary across organizations. For example,
titles such as "general auditor," "head of internal audit," "chief internal

auditor," "internal audit director," and "inspector general" may be
used for "chief audit executive" roles.

Internrevisionschef — Person som ansvarar for att effektivt leda, styra
och driva alla aspekter av internrevisionsfunktionen samt sakerstalla
kvalitet i utférandet. Titel och/eller ansvar kan skilja sig mellan olika
organisationer. Titlar sdsom “Huvudansvarig internrevisor” ”Chef for
Internrevisionen” ”Internrevisionsdirektdr” kan anvandas for
"internrevisionschefs-"roller.

Code of Ethics — Principles and standards in the Ethics and
Professionalism domain of the Global Internal Audit Standards are
considered to be internal auditors’ Code of Ethics; adherence to these
principles and standards is synonymous to adherence to a professional
code of ethics.

Yrkesetisk kod — De principer och standarder i omradet Etik och
professionalitet i De globala standarderna fér internrevision, som anses
vara internrevisorernas etiska kod; att félja dessa principer och
standarder ar detsamma som efterlevnad av en yrkesmassig etisk kod.

competency — Knowledge, skills, and abilities.

Kompetens — Kunskap och formagor.

compliance — Adherence to laws, regulations, contracts, policies,
procedures, or other requirements.

Regelefterlevnad — Efterlevnad av lagar, férordningar, avtal, policyer,
rutiner, eller andra krav.

condition — Existing state of the activity under review.

Tillstand — Det verkliga tillstandet for verksamheten som granskas.

conflict of interest — A situation, activity, or relationship that may
influence, or appear to influence, the internal auditor to make
professional judgments or take actions that are not in the best interest
of the organization.

Intressekonflikt — En situation, aktivitet eller relation som kan paverka,
eller uppfattas som att det paverkar internrevisorn att gora
beddmningar eller vidta atgarder som inte &r i organisationens basta
intresse.

Considerations for Evidence of Conformance — a section of the Global
Internal Audit Standards that provides examples of ways to show that
the requirements of each standard have been implemented.

Overviganden for att styrka foljsamhet mot standarderna — ett
omrade av De globala standarderna fér internrevision som ger exempel
pa allmént féredragna satt att implementera respektive standards krav.
Ibland anvands ordet i betydelsen av bevis och ibland for att styrka ett
tillstand.

Considerations for Implementation — a section of the Global Internal
Audit Standards that provides common and preferred practices for
implementing the requirements of each standard.

Overviganden vid implementering — ett avsnitt av De globala
standarderna fér internrevision som ger en gemensam och
rekommenderad process for implementering av respektive standards
krav.

control — Any action taken by management, the board, and other
parties to manage risk and increase the likelihood that established
objectives and goals will be achieved.

Styrning och kontroll — Varje atgird som vidtas av ledning, styrelse eller
annan part for att hantera risk och 6ka sannolikheten att uppstallda
syften och mal nas.
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control processes — The policies, procedures, and activities designed
and operated to manage risks to be within the level of an
organization's risk tolerance.

Styrning och kontrollprocesser — Policyer, processer och aktiviteter
som designats och implementerats for att hantera att risker halls inom
organisationens risktolerans.

criteria — Measurable specifications of the desired state of the activity
under review (also called “evaluation criteria”).

Kriterier — Matbara omstandigheter for beddmning av 6nskat tillstand
hos granskad verksamhet (dven kallat utvarderingskriterium).

effect — Risk encountered because the condition differs from the
criteria.

Effekt — Risk som uppstatt da verkligheten avviker ifran
utvarderingskriterier.

engagement — A specific internal audit assignment or project that
includes multiple tasks or activities designed to accomplish a specific
set of related objectives. See also "assurance services" and "advisory
services."

Internrevisionsuppdrag — Sarskild arbetsuppgift eller projekt som
utformats for att na ett antal specifika mal. Se ocksa ” Sakringstjanster”
och "radgivningstjanster”

engagement conclusion — Internal auditors' professional judgment
about the overall significance of the engagement's findings when
viewed together.

Slutsats fran uppdraget —Internrevisorers yrkesmassiga och
sammantagna bedoémning av vasentligheten av de iakttagelser som
identifierats under uppdraget.

engagement objectives — Statements that articulate the purpose of
the engagement and describe the specific goals to be achieved.

Uppdragsmal — Uttalande som preciserar syftet med uppdraget och
beskriver de specifika mal som ska nas.

engagement planning — Process during which internal auditors gather
information, assess, and prioritize risks relevant to the activity under
review, and establish the engagement objectives and scope, identify
evaluation criteria, and create a work program for an internal audit
engagement.

uppdragsplanering — En process dar internrevisorer samlar in
information, varderar och prioriterar relevanta risker for den granskade
verksamheten, beskriver mal och omfattning, identifierar
utvarderingskriterier samt skapar arbetsprogram for uppdraget.

engagement supervisor — An internal auditor responsible for
supervising an internal audit engagement, which may include
reviewing and approving the engagement work program, workpapers,
final communication, and performance as well as training and assisting
internal auditors. The chief audit executive may be the engagement
supervisor or may delegate such responsibilities.

Uppdragsledare och/eller kvalitetssikrare— Internrevisor som ansvarar
for att leda uppdraget, vilket kan inkludera 6versyn och godkdannande
av arbetsprogram, arbetspapper och avslutande kommunikation samt
utvardering av genomforandet. Uppdragsledaren kan ocksa utvardera
utbildningsbehov samt vara ett stod till de internrevisorer som utfér
internrevisionsuppdraget. Internrevisionschefen kan vara
uppdragsledare eller delegera sadant ansvar.

engagement work program — A document that identifies the tasks to
be performed to achieve the engagement objectives, the methodology
and tools needed to perform the tasks, and the internal auditors
assigned to perform the tasks. The work program is based on
information obtained during engagement planning.

Granskningsprogram — Dokument som identifierar de uppgifter som
ska utforas for att uppna malen med uppdraget, metodik och verktyg
samt vilka internrevisorer som ska genomfora det.
Granskningsprogrammet baseras pa information som inhdmtats i
samband med planeringen av uppdraget.
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external service provider — Resource from outside the organization
that provides relevant knowledge, skills, experience, and/or tools to
support internal audit services.

Extern tjansteleverantor — Extern resurs som tillhandahaller relevant
kunskap, férmaga, erfarenhet och/eller verktyg for att stodja
internrevisionen.

finding — In an engagement, the determination that a significant risk
exists in the activity under review, based on the difference between
the evaluation criteria and the condition of the activity. Examples
include errors, irregularities, illegal acts, or potential opportunities for
improving efficiency or effectiveness.

lakttagelse — Nar det under ett uppdrag har identifierats att det finns
en vasentlig risk vid jamforelse av utvarderingskriterier mot verkliga
forhallanden. Exempel kan vara; fel, avvikelser, olagliga handlingar eller
forbattringsmojlighet i andamalsenlighet och/eller effektivitet.

fraud — Any act characterized by deceit, concealment, or violation of
trust perpetrated by individuals or organizations to secure personal or
business advantage.

Oegentligheter - Alla handlingar som kdnnetecknas av att nagon person
eller organisation forsummar, doéljer eller bryter ett fortroende, for att
uppna personliga eller affarsméssiga fordelar.

governance — The combination of processes and structures
implemented by the board to inform, direct, manage, and monitor the
activities of the organization toward the achievement of its objectives.

Styrning och ledning — Kombination av processer och strukturer som
inforts av styrelsen for att informera, hantera, leda, styra och 6vervaka
verksamheten for att uppna organisationens mal.

impact — The result or effect of a risk. There may be a range of
possible impacts associated with a risk. The impact of a risk may be
positive or negative relative to the entity's strategy or business
objectives.

Konsekvens — Paverkan eller effekten av en risk. Det kan finnas en
mangd konsekvenser som férknippas med en risk. Konsekvensen kan
vara positiv eller negativ i férhallande till organisationens strategi eller
mal.

independence — The freedom from conditions that impair the ability of
the internal audit function to carry out internal audit responsibilities in
an unbiased manner.

Oberoende — Frihet fran omstandigheter som férsamrar
internrevisionsfunktionens formaga att genomféra dess uppdrag pa ett
opartiskt satt.

inherent risk — The combination of internal and external risk factors in
their pure, uncontrolled state, or the gross risk that exists, assuming
there are no controls in place.

Inneboende risk — Kombinationen av interna och externa riskfaktorer i
dess ursprungliga och opaverkade form eller den bruttorisk som finns
om det inte finns nagra implementerade kontroller.

integrity — Behaving in a manner that can withstand scrutiny by peers
and others. It involves fair dealing, truthfulness, and having the
courage to act appropriately, even when facing pressure to do
otherwise or when doing so might create potential adverse personal
or organizational consequences.

Integritet — Beteende som kan tala granskning av andra. Det inkluderar
hederlighet, drlighet och modet att agera lampligt dven i sddana fall dar
det finns press att agera annorlunda eller da det kan fa negativa
effekter for den egna personen eller organisationen.

internal audit charter — A formal document that defines the internal
audit function's mandate and other requirements.

Riktlinje for internrevision — Formellt styrdokument som definierar
internrevisionens mandat och andra krav.
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internal audit function — A professional individual or group
responsible for providing an organization with assurance and advisory
services.

Internrevisionsfunktionen — Yrkeskunnig person eller grupp, som
ansvarar for att tillhandahalla organisationen med sakrings och
radgivningstjanster.

internal audit mandate — The internal audit function's authority, role,
and responsibilities.

Internrevisionens mandat — Internrevisionsfunktionens befogenheter,
roll och ansvar.

internal audit manual — The chief audit executive's documentation of
the methodologies (policies, processes, and procedures) to guide and
direct internal auditors within the internal audit function.

Internrevisionsrevisionshandbok — Internrevisionschefens
dokumentation av den metodik (policyer, processer och rutiner) som
anvands for att vagleda och styra internrevisionsfunktionen.

internal audit plan — A document, created by the chief audit
executive, that identifies the engagements and other internal audit
services that will be provided during a given period of time. The plan
should be dynamic, reflecting timely responses to organizational
changes.

Internrevisionsplan — Dokument skapat av internrevisionschefen som
identifierar uppdrag och andra tjanster som kommer att genomforas
under en tidperiod. Planen bor vara dynamisk for att kunna anpassas till
forandringar i verksamheten.

internal auditing — An independent, objective assurance and advisory
activity designed to add value and improve an organization's
operations. It helps an organization accomplish its objectives by
bringing a systematic, disciplined approach to evaluate and improve
the effectiveness of governance, risk management, and control
processes.

Internrevision — En oberoende och objektiv sakrings- och
radgivningsaktivitet skapad for att ge mervarde och forbattra
organisationens verksamhet. Internrevisionen hjalper en organisation
att na sina mal genom att ha ett systematiskt och strukturerat
arbetssatt for att utvardera och forbattra effektiviteten i processerna
for styrning, ledning, kontroll samt riskhantering.

International Professional Practices Framework — The IlA's conceptual
framework of authoritative standards and guidance.

International Professional Practices Framework — ||As konceptuella
ramverk for standarder och vagledning.

likelihood — The possibility that a given event will occur.

Sannolikhet — Mojligheten att en viss handelse intraffar

may — As used in the Considerations for Implementation of the Global
Internal Audit Standards, the word "may" describes optional practices
to implement the Requirements.

o

Far — Nar ordet “far” anvands i avsnittet Overviganden infér
implementering i De globala standarderna fér internrevision beskriver
ordet att det ar valfritt att implementera kraven.

methodologies — Policies, processes, and procedures established by
the chief audit executive to guide the internal audit function and
enhance its effectiveness.

Metoder — Policyer, processer och rutiner som faststalls av
Internrevisionschefen for att vagleda funktionen och forbattra dess
effektivitet.

must — The Global Internal Audit Standards use the word “must” to
specify an unconditional requirement.

Ska — De globala standarderna fér internrevision anvander ordet "ska”
for att uttrycka ett ovillkorligt krav.

objectivity — An unbiased mental attitude that allows internal auditors
to make professional judgments, fulfill their responsibilities, and
achieve the Purpose of Internal Auditing without compromise.

Objektivitet — Opartisk attityd som medfor att internrevisorer gor
yrkesmassiga bedémningar, fullfoljer sitt ansvar och uppnar syftet med
internrevisionen utan kompromiss.

INTERN




outsourcing — Contracting with an independent external service
provider of internal audit services. Fully outsourcing a function refers
to contracting the entire internal audit function, and partially
outsourcing (also called "cosourcing") indicates that only a portion of
the services are outsourced.

outsourcing — Att anlita en oberoende extern leverantér av
internrevisionstjanster. Att helt outsourca en funktion innebar att lagga
ut hela internrevisionsfunktionen, medan delvis outsourcing (dven
kallat "co-sourcing") innebar att endast en del av tjansterna outsourcas.

Principles — Statements that describe the essential elements of
internal auditing and serve as the foundation for the Global Internal
Audit Standards.

Principer — Uttalanden som beskriver de grundlaggande
bestandsdelarna av internrevision och som utgér basen for de globala
standarderna for internrevision.

professional skepticism — Questioning and critically assessing the
reliability of information.

Professionell skepticism - Ett forhallningssatt som innebar att
ifragaséatta och kritiskt bedéma tillforlitligheten av information.

public sector — Governments and all publicly controlled or publicly
funded agencies, enterprises, and other entities that deliver public
programs, goods, or services.

Offentlig sektor - Regering och alla offentligt kontrollerade eller
offentligt finansierade myndigheter, foretag och andra enheter som
utfor offentliga uppdrag, varor eller tjanster.

quality assurance and improvement program — A program established
by the chief audit executive to evaluate and ensure the internal audit
function conforms with the Global Internal Audit Standards, achieves
performance objectives, and pursues continuous improvement. The
program includes internal and external assessments.

Kvalitetssdkrings- och forbattringsprogram - Program som inrattats av
internrevisionschefen for att utvardera och sdkerstélla att
internrevisionsverksamheten 6verensstammer med De globala
standarderna for internrevision, uppnar prestationsmal och stravar
efter standig forbattring. Programmet innefattar interna och externa
utvarderingar.

residual risk — The portion of inherent risk that remains after
management executes its controls (also called “net risk”).

Kvarvarande risk - Delen av den inneboende risken som aterstar efter
att ledningen har genomfoért sina atgarder for att hantera risken (dven
kallat "nettorisk").

results of internal audit services — Outcomes, such as engagement
conclusions, themes (such as effective practices or root causes), and
conclusions at the level of the business unit or organization.

Resultat fran genomfoérd internrevision - Utfall, sdsom slutsatser fran
internrevisionsuppdrag, teman (t.ex. effektiva metoder eller
grundorsaker) och slutsatser pa affarsenhets- eller organisationsniva.

risk — The possibility that events will occur and affect the achievement
of strategy and business objectives.

Risk - Mojligheten att handelser kommer att intraffa som paverkar
uppfyllandet av strategi och mal.

risk and control matrix — A tool that facilitates the performance of
internal auditing. It typically links business objectives, risks, control
processes, and key information to support the internal audit process.

Risk- och kontrollmatris - Verktyg som underlattar utférandet av
internrevision. Den lankar oftast ihop mal, risker, styr- och
kontrollprocesser samt nyckelinformation for att stodja
internrevisionsarbetet.

risk appetite — The types and amount of risk that an organization is
willing to accept in the pursuit of its strategies and business objectives.
Risk appetite takes into consideration the amount of risk that the

Riskaptit - Risker som en organisation ar beredd att acceptera i stravan
efter att na sina strategier och verksamhetsmal. Riskaptit beaktar
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organization consciously accepts after balancing the cost and benefits
of implementing controls.

mangden risk som organisationen medvetet accepterar efter att ha
varderat kostnaden och férdelarna med att implementera kontroller.

risk assessment — The identification and analysis of risks relevant to
the achievement of an organization’s objectives. The significance of
risks is typically assessed in terms of impact and likelihood.

Riskbedémning -Identifiering och analys av risker som ar relevanta for
att uppna en organisations mal. Riskernas vasentlighet bedoms
vanligtvis i termer av konsekvens och sannolikhet.

risk management — A process to assess, manage, and control potential
events or situations to provide reasonable assurance regarding the
achievement of the organization’s objectives.

Riskhantering -En process for att bedéma, hantera och kontrollera
mojliga handelser eller situationer for att ge en rimlig forsakran att
organisationen uppnar sina mal.

risk tolerance — Boundaries of acceptable variation in performance
related to achieving business objectives.

Risktolerans -Niva for acceptabel avvikelse i resultat relaterat till
verksamhetsmal.

root cause — Core issue or underlying reason for the difference
between the criteria and the condition of an activity under review.

Grundorsak - Grundproblem eller underliggande orsak till avvikelse
mellan bedomningskriterier och den granskade verksamhetens
tillstand.

senior management — The highest level of management of an
organization.

Hogsta ledningen - Hogsta befattningsnivan i en organisation.

should — As used in the Considerations for Implementation of the
Global Internal Audit Standards, the word "should" describes practices
that are preferred but not required.

Bor - Nar ordet "bor" anvands i avsnittet Overvdganden infér
implementering i De globala standarderna fér internrevision beskriver
ordet den praxis som foredras men inte kravs.

significance — The relative importance of a matter within the context
in which it is being considered, including quantitative and qualitative
factors, such as magnitude, nature, effect, relevance, and impact.
Professional judgment assists internal auditors when evaluating the
significance of matters within the context of the relevant objectives.
When referring to risk, significance is often measured as a
combination of impact and likelihood.

Vasentlighet - Den relativa betydelsen av en fraga som tar hansyn till
kvantitativa och kvalitativa faktorer, som storlek, karaktar, effekt,
relevans och paverkan. Professionella bedémningar hjalper
internrevisorer i sin bedomning av fragors vasentlighet i relation till
relevanta mal.

stakeholder — A party with a direct or indirect interest in an entity's
activities and outcomes. Examples of an organization's stakeholders
include its employees, customers, vendors, and shareholders;
regulatory agencies; and financial institutions. Examples of the internal
audit function's stakeholders include the organization's board,
management, employees, customers, and vendors; external auditors;
and regulatory agencies. The public may also be a stakeholder.

Intressent - En part med ett direkt eller indirekt intresse i en
verksamhets aktiviteter och resultat. Exempel pa en organisations
intressenter ar dess anstallda, kunder, leverantérer och aktiedgare;
tillsynsmyndigheter och finansiella institutioner. Exempel pa
internrevisionsfunktionens intressenter inkluderar organisationens
styrelse, ledning, anstéllda, kunder och leverantérer; externa revisorer;
och tillsynsmyndigheter. Allmédnheten kan ocksa vara en intressent.

standard — A professional pronouncement promulgated by the
International Internal Audit Standards Board that delineates the:

Standard - Ett yrkestillkdnnagivande som antagits av International
Internal Audit Standards Board som beskriver:
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e Requirements for the professional practice of internal
auditing.

e Kraven for yrkesmassigt utforandet av internrevision.

e Considerations for Implementation.

e Overviganden fér implementering.

e Considerations for Evidence of Conformance.

e QOverviganden for att styrka dverensstimmelse

workpapers — Documentation of the internal audit work done when
planning and performing engagements, which provides the supporting
information and evidence that serves as the basis of the engagement
findings and conclusions.

Arbetspapper - Dokumentation som upprattas vid planering och
genomfdrandet av uppdraget, vilket ger stodjande information och
revisionsbevis som ligger till grund for uppdragets iakttagelser och
slutsatser.
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I. PURPOSE OF INTERNAL AUDITING

I. SYFTET MED INTERNREVISION

The purpose statement is intended to assist internal auditors and
internal audit stakeholders in understanding the value of internal
auditing and articulating the value of internal auditing.

Syftesforklaringen ar avsedd att hjdlpa internrevisorer och dess
intressenter att forsta och klargora vardet av internrevision.

Purpose Statement

Syftesforklaring

Internal auditing enhances the organization's success by providing the
board and management with objective assurance and advice.

Internrevisionen bidrar till organisationens framgang genom att ge
styrelsen och ledningen objektiv foérsdkran och radgivning.

Internal auditing strengthens the organization’s:

Internrevision starker organisationens:

e Value creation, protection, and sustainability.

e Vardeskapande, skydd och hallbarhet.

e Governance, risk management, and control processes.

e Processer for ledning, riskhantering samt styrning och
kontroll.

e Decision-making and oversight.

e Beslutsfattande och 6versyn

e Reputation and credibility with its stakeholders.

e Anseende och trovardighet hos intressenter.

e Ability to serve the public interest.

e FOrmaga att tjdna allméanintresset.

Internal auditing is most effective when:

Internrevision ar mest effektiv nar:

e |tis performed by qualified internal auditors in conformance
with the Global Internal Audit Standards, which are set in the
public interest.

e Den utfors av kompetenta internrevisorer som arbetar i
enlighet med De globala standarderna fér internrevision,
som ar faststdllda i allmanhetens intresse.

e The internal audit function is independently positioned with
direct accountability to the board.

e Internrevisionsfunktionen ar oberoende och har direkt
ansvar gentemot styrelsen.

e Internal auditors are free from bias and undue influence and
committed to making objective assessments.

e Internrevisorer ar opartiska och fria fran otillborlig paverkan
for att gora objektiva bedomningar.

DOMAIN Il Ethics and Professionalism

Il. Ethics and Professionalism

Il. Etik och professionalitet

The ethics and professionalism principles and standards comprise
internal auditors’ code of ethics. They outline the behavioral
expectations of professional internal auditors as well as individuals
and entities that provide internal audit services. Adherence to these
principles and standards instills trust in the profession of internal
auditing, creates an ethical culture within the internal audit function,

Principer och standarder for etik- och professionalitet utgor intern-
revisorernas etiska kod. De beskriver forvantningarna i beteendet
hos professionella internrevisorer samt individer och enheter som
tillhandahaller internrevisionstjanster. Efterlevnaden av dessa
principer och standarder inger fortroende for yrket internrevision,
skapar en etisk kultur inom internrevisionsfunktionen och ger
grunden for tillit till internrevisorernas arbete och omdome.
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and provides the basis for reliance on internal auditors’ work and
judgment.

“Internal auditors” refers to recipients of or candidates for IIA
professional certifications and all 1A members, including those who
are members of IIA affiliates and chapters. Internal auditors are

required to conform with the standards of ethics and professionalism.

If internal auditors are expected to abide by other codes of conduct,
such as their organization's code of ethics, they still must adhere to
the principles and standards of ethics and professionalism contained
herein. The fact that a particular behavior is not mentioned in these
principles and standards does not preclude it from being considered
unacceptable or discreditable.

"Internrevisorer" syftar pa mottagare av eller kandidater till ll1A:s
yrkescertifieringar och alla lIA-medlemmar, inklusive de som ar
medlemmar i llA:s nationella institut och avdelningar. Internrevisorer
maste folja standarderna for etik och professionalitet. Om
internrevisorer forvantas folja andra uppférandekoder, sasom
organisationens etiska kod, maste de fortfarande folja principerna
och standarderna for etik och professionalitet som aterfinns i dessa
standarder. Det faktum att ett visst beteende inte namns i dessa
principer och standarder utesluter inte att detta skulle anses vara
oacceptabelt eller tvivelaktigt.

Principle 1 Demonstrate Integrity

Princip 1 Visa integritet

Internal auditors demonstrate integrity in their work and
behavior.

Internrevisorer visar integritet i sitt arbete och sitt beteende.

Integrity is behaving in a manner that can withstand scrutiny by
peers and others. It involves fair dealing, truthfulness, and having
the courage to act appropriately, even when facing pressure to do
otherwise or when doing so might create potential adverse
personal or organizational consequences. In simple terms, internal
auditors are expected to tell the truth and do the right thing, even
when it is uncomfortable or difficult.

Integritet ar ett beteende som klarar granskning av sakkunniga och
andra utomstaende. Det innebar rattvis hantering, sanningsenlighet
och att ha modet att agera pa ratt satt, dven under press eller om
potentiella negativa personliga eller organisatoriska konsekvenser
skulle kunna uppsta. Enkelt uttryckt forvantas internrevisorer beratta
sanningen och gora det som ar ratt, dven nar det ar obekvamt eller
svart.

Integrity is the foundation of the other principles of ethics and
professionalism, including objectivity, competency, due
professional care, and confidentiality. The integrity of internal
auditors is essential to establishing trust and earning respect.

Integritet ar grunden for de andra principerna om etik och
professionalitet, vilka ar objektivitet, kompetens, vederborlig
yrkesmassig omsorg och fortroende. Internrevisorernas integritet ar
avgorande for att skapa fortroende och fa respekt.

Standard 1.1 Honesty and Courage

Standard 1.1 Arlighet och mod

Requirements

Krav

Internal auditors must perform their work with honesty and

courage.

Internrevisorer ska utfora sitt arbete med arlighet och mod.
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Internal auditors must be truthful, accurate, clear, open, and
respectful in all professional relationships and communications.
Internal auditors must not make false, misleading, or deceptive
statements, nor conceal or omit findings or other pertinent
information from engagement communications. Internal auditors
must disclose all material facts known to them that if not disclosed
could affect the organization’s ability to make well-informed
decisions.

Internrevisorer maste vara sanningsenliga, korrekta, tydliga, 6ppna och
respektfulla i alla professionella relationer och kommunikationer.
Internrevisorer far inte gora falska, vilseledande eller bedragliga
uttalanden, inte heller délja eller utelamna iakttagelser eller annan
relevant information i sin rapportering. Internrevisorer maste upplysa
om alla vasentliga fakta som kan paverka organisationens formaga att
fatta valinformerade beslut.

Internal auditors must exhibit courage by communicating truthfully
and taking appropriate action, even when confronted by dilemmas
and difficult situations. Internal auditors must treat others
professionally and respectfully, even when expressing skepticism or
offering an opposing viewpoint.

Internrevisorer maste visa mod genom att kommunicera sanningsenligt
och vidta lampliga atgarder, dven nar de konfronteras med dilemman
och svara situationer. Internrevisorer maste behandla andra
professionellt och respektfullt, aven nar de uttrycker skepsis eller har
en motsatt asikt.

The chief audit executive must maintain a work environment where
internal auditors feel supported when expressing legitimate,
evidence-based findings, conclusions, and recommendations,
whether favorable or unfavorable.

Internrevisionschefen maste uppratthalla en arbetsmiljo dar
internrevisorer kanner sig stottade nar de uttrycker berattigade
iakttagelser, slutsatser och rekommendationer, som baseras pa bevis,
vare sig de ar positiva eller negativa.

Considerations for Implementation and Evidence of Conformance

Overviganden fér implementering och att styrka dverensstimmelse

Implementation

Implementering

Annually, internal auditors should obtain at least two hours of
continuing professional education on ethics to enhance their
awareness and understanding of their ethical responsibilities. The
chief audit executive should ensure that internal auditors have
opportunities to receive this training. The chief audit executive may
also emphasize the importance of integrity by providing internal
auditors with training that demonstrates integrity and other ethical
principles in action; for example, discussing situations that require
making ethical choices.

Internrevisorer bor arligen fa minst tva timmars fortbildning i etik for
att 6ka deras medvetenhet och forstaelse for etiskt ansvar.
Internrevisionschefen bor se till att internrevisorerna ges mojlighet att
fa denna utbildning. Internrevisionschefen kan ocksa betona vikten av
integritet och andra etiska principer genom utbildning och 6vning, till
exempel genom att diskutera situationer som kraver etiska val.

Effective management of the internal audit function includes
proper engagement supervision and periodic reviews of internal
auditors’ performance, which provides opportunities for internal
auditors and their supervisors to discuss how integrity may be
challenged and applied in real situations. For example, when
approving work programs or reviewing engagement workpapers, an

| effektiv ledning av internrevisionsfunktionen ingar andamalsenlig
uppdragsovervakning och periodiska granskningar av internrevisorernas
prestationer, vilket ger maojligheter for internrevisorer och deras
uppdragsledare att diskutera hur integritet kan utmanas och tilldmpas i
verkliga situationer. Vid godkdannande av arbetsprogram eller
granskning av uppdragsdokumentation, kan en uppdragsledare till
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engagement supervisor may provide appropriate guidance to help
internal auditors address potential or encountered situations that
could pose a threat to their integrity.

exempel tillhandahalla &ndamalsenlig vigledning for att hjalpa
internrevisorer att hantera potentiella eller verkliga situationer som kan
utgora ett hot mot integriteten.

Public Sector

Offentlig sektor

Internal auditors in the public sector should always protect
the public interest and should display courage when
providing findings, recommendations, and conclusions.

Internrevisorer inom den offentliga sektorn bor alltid skydda
allmanhetens intresse och visa mod nar de lamnar iakttagelser,
rekommendationer och slutsatser.

Evidence of Conformance

Att styrka dverensstammelse

e Training plan that includes annual ethics training for all
internal auditors.

e Utbildningsplan som inkluderar arlig etikutbildning for alla
internrevisorer.

e Sign-in sheets, training schedules, certificates of completion,
or other documents that evidence internal auditors'
attendance or participation in ethics training.

e Narvarolistor, utbildningsscheman, intyg om slutférande eller andra
dokument som bevisar internrevisorers narvaro eller deltagande i
etikutbildning.

Standard 1.2 Organization’s Ethical Expectations

Standard 1.2 Organisationens etiska forvantningar

Requirements

Krav

Internal auditors must respect and contribute to the legitimate and
ethical expectations of the organization.

Internrevisorer maste respektera och bidra till organisationens etiska
forvantningar.

Internal auditors must understand and meet the organization’s
ethical expectations and be able to recognize conduct that is
contrary to those expectations. Internal auditors must encourage
and promote an ethics-based culture in the organization.

Internrevisorer maste forsta och uppfylla organisationens etiska
forvantningar och kunna kdnna igen beteende som strider mot dessa
foérvantningar. Internrevisorer maste uppmuntra och framja en
etikbaserad kultur i organisationen.

Internal auditors must assess and make recommendations to
improve the organization's objectives, policies, and processes for
promoting appropriate ethics and values. If internal auditors
identify behavior within the organization that is inconsistent with
the organization’s ethical expectations, they must report the
concern according to the policies established by the chief audit
executive.

Internrevisorer maste bedéma och ge rekommendationer for att
forbattra organisationens mal, policyer och processer for att framja
andamalsenlig etik och varderingar. Om internrevisorer identifierar
beteenden inom organisationen som ar oférenliga med organisationens
etiska forvantningar, maste de rapportera dessa farhagor enligt de
policyer som faststallts av internrevisionschefen.

Considerations for Implementation and Evidence of Conformance

Overviganden fér implementering och att styrka dverensstimmelse

Implementation

Implementering

The internal audit plan should include assessments of the
organization's ethics-related risks to determine whether existing
policies, processes, and other controls adequately and effectively

Internrevisionsplanen bor innehalla bedémningar av organisationens
etikrelaterade risker for att avgéra om befintliga policyer, processer och
andra kontroller pa ett adekvat och effektivt satt hanterar dessa risker.
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address these risks. For example, the organization’s policies may
specify the criteria and process for communicating about and
handling ethics-related issues, the parties that should receive the
communication, and the protocol for escalating unresolved issues.
The chief audit executive also should determine a methodology for
addressing ethical issues and discuss the methodology with senior
management and the board to ensure alignment of the
approaches.

Till exempel kan organisationens policyer ange kriterier och process for
att kommunicera och hantera etikrelaterade fragor, vilka parter som
ska ta emot rapportering samt protokoll for eskalering av ol6sta fragor.
Internrevisionschefen bor ocksa faststdlla en metod for att hantera
etiska fragor och diskutera metodiken med den hogsta ledningen och
styrelsen for att sdkerstalla verksamhetens foljsamhet till inriktningen.

Internal auditors should consider ethics-related risks and controls
during individual engagements. If internal auditors identify
behavior within the organization that is inconsistent with the
organization’s ethical expectations, they should follow
methodology and communicate issues internally, according to the
methodology established by the chief audit executive, which takes
into account the organization’s policies and processes.

Internrevisorer bor beakta etikrelaterade risker och kontroller under
enskilda uppdrag. Om internrevisorer identifierar beteenden inom
organisationen som ar oforenliga med organisationens etiska
forvantningar bor de folja den metod som faststallts av
internrevisionschefen och kommunicera fragorna internt. Den metod
som faststallts av internrevisionschefen ska beakta organisationens
policyer och processer.

If internal auditors determine that senior management violated the
organization’s ethical expectations — whether documented in a
code of conduct, code of ethics, or otherwise — the chief audit
executive should report this concern to the board. If an ethics-
related concern involves the chairman of the board, the chief audit
executive should report the concern to the entire board. Internal
auditors should follow up on any ethics-related issues involving
senior management or the board and validate that appropriate
actions were taken to address the concern.

Om internrevisorer bedomer att den operativa ledningen brutit mot
organisationens etiska forvantningar — oavsett om de ar
dokumenterade i en uppférandekod, etisk kod eller pa annat satt — ska
internrevisionschefen rapportera detta till styrelsen. Om ett
etikrelaterat drende involverar styrelsens ordférande, bor
internrevisionschefen rapportera problemet till hela styrelsen.
Internrevisorer bor folja upp alla etikrelaterade arenden som involverar
ledande befattningshavare eller styrelsen och validera att lampliga
atgérder vidtagits for att [6sa problemet.

Evidence of Conformance

Att styrka overensstimmelse

e Records of internal auditors’ participation in workshops,
training events, or meetings where ethical expectations and
issues were discussed.

e Dokument 6ver internrevisorers deltagande i workshops,

utbildningar eller méten dar etiska forvantningar och fragor
diskuterades.

e Forms, signed by individual internal auditors, acknowledging
their understanding and commitment to follow ethics policies
and processes of the organization.

e Dokument, undertecknade av enskilda internrevisorer, som

bekraftar deras forstaelse och engagemang for att folja
organisationens etiska policyer och processer.
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e A documented assessment of the organization’s ethics policies
and processes.

e En dokumenterad bedémning av organisationens etiska policyer
och processer.

e Documentation demonstrating that ethical issues were
effectively communicated to senior management, the board,
and regulators in accordance with the organization’s policies
and relevant laws and regulations.

e Dokumentation som visar att etiska fragor effektivt kommunicerats
till den operativa ledningen, styrelsen och tillsynsmyndigheter i
enlighet med organisationens policyer och relevanta lagar och
forordningar.

Standard 1.3 Legal and Professional Behavior

Standard 1.3 Juridiskt och professionellt beteende

Requirements

Krav

Internal auditors must not engage in or be a party to any activity
that is illegal or discreditable to the organization or the profession
of internal auditing. Internal auditors must not engage in or be a
party to any activity that may harm the organization or its
employees.

Internrevisorer far inte delta i eller vara part i nagon aktivitet som ar
olaglig eller misskrediterad for organisationen eller yrket internrevision.
Internrevisorer far inte engagera sig i eller vara part i nagon aktivitet
som kan skada organisationen eller dess anstallda.

Internal auditors must understand and abide by the laws and
regulations relevant to the industry and jurisdictions in which the
organization operates, including making disclosures as required. If
internal auditors identify legal or regulatory violations, they must
report such incidents to individuals or entities that have the
authority to take appropriate action, as specified in laws,
regulations, and internal audit policies.

Internrevisorer maste forsta och félja de lagar och forordningar som ar
relevanta for branschen och jurisdiktionerna dar organisationen ar
verksam samt att ldmna upplysningar nar sa kravs. Om internrevisorer
identifierar lag- eller regulatoriska overtradelser maste de rapportera
sadana incidenter, i enlighet med vad som anges i lagar, forordningar
och internrevisionspolicyer, till individer eller enheter som har
befogenhet att vidta lampliga atgéarder.

Considerations for Implementation and Evidence of Conformance

Overviganden fér implementering och att styrka dverensstimmelse

Implementation

Implementering

The chief audit executive should develop and implement a
methodology to ensure that internal auditors abide by laws and
regulations relevant to the industry and jurisdictions in which the
organization operates. The methodology should specify the actions
internal auditors are expected to take in response to any legal or
regulatory violations, including the established procedure for
validating that the actions address the violation adequately.

Internrevisionschefen bor utveckla och implementera en metod for att
sakerstalla att internrevisorer foljer lagar och forordningar som ar
relevanta for branschen och jurisdiktionerna dar organisationen ar
verksam. Metoden bor ange de atgarder som internrevisorer forvantas
vidta vid lagliga eller regulatoriska Overtradelser samt upprattade
forfaranden for att sdkerstélla att de atgarder som vidtas adresserar
Overtradelsen pa ett adekvat satt.

The chief audit executive should establish methodologies to ensure
that internal auditors are properly supervised, conform with the
Global Internal Audit Standards, and behave in alighment with
ethical and professional values. Examples of discreditable behaviors
include but are not limited to:

Internrevisionschefen bor faststdlla metoder for att sdkerstalla att
internrevisorer ar tillrackligt 6vervakade, foljer de globala standarderna
for internrevision och upptrader i linje med etiska och professionella
varderingar. Exempel pa tvivelaktiga beteenden ar:
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e Bullying, harassment, or discrimination.

Mobbning, trakasserier eller diskriminering.

e Failing to accept responsibility for mistakes.

Att inte ta ansvar for sina misstag.

e Intentionally issuing false reports or communications or
allowing or encouraging others to do so, including minimizing,
concealing, or omitting internal audit findings, conclusions, or
ratings from engagement reports or overall assessments.

Avsiktligt utfarda falska rapporter eller kommunikation eller tillata
eller uppmuntra andra att gora det, att férminska, dolja eller
utelamna iakttagelser, slutsatser eller virderingar/bedémningar i
rapporter eller 6vergripande bedémningar.

e Lying, deceiving, or intentionally misleading others, including
misrepresenting one’s competency or qualifications (such as
claiming to hold a certification or displaying credentials when
the designation is expired or inactive, has been revoked, or was
never earned).

Att ljuga, lura eller avsiktligt vilseleda andra, att felaktigt framstalla
sin kompetens eller kvalifikationer (som att havda innehavet av en
certifiering eller referenser nar giltigheten har 16pt ut eller ar
inaktiv, har aterkallats eller aldrig intjanats).

e Making disparaging comments about the organization, fellow
employees, or its stakeholders, among coworkers or in a public
forum.

Att gora nedsattande kommentarer om organisationen,
medarbetare eller intressenter, bland kollegor eller i ett offentligt
forum.

e Performing internal audit services with undeclared impairments
to objectivity or independence.

Utfora internrevisionstjanster utan att upplysa om nedsatt
objektivitet eller oberoende.

e Soliciting or disclosing confidential information without proper
authorization.

Att begara eller avsldja konfidentiell information utan vederborligt
tillstand.

e Stating that the internal audit function is operating in
conformance with the Global Internal Audit Standards when the
assertion is not supported.

Ange att internrevisionsfunktionen fungerar i enlighet med de
globala standarder for internrevision nar det inte finns nagot som
stodjer pastaendet.

e Overlooking illegal activities that the organization may tolerate
or condone.

Forbise illegala aktiviteter som organisationen tolererar eller
overser med.

Evidence of Conformance

Att styrka dverensstammelse

e Records of internal auditors’ participation in training on laws,
regulations, and/or professional behavior.

Uppgifter om internrevisorers deltagande i utbildning om lagar,
forordningar och/eller professionellt beteende.

e Forms, signed by individual internal auditors, acknowledging
their understanding of and commitment to act in accordance
with relevant legal and professional expectations.

Dokument, undertecknade av enskilda internrevisorer, som
bekraftar forstaelse for och atagande att agera i enlighet med
relevanta juridiska och professionella forvantningar.

e Documented methodologies for handling illegal or discreditable
behavior among internal auditors and legal or regulatory
violations by individuals within the organization.

Dokumenterade metoder for att hantera olagligt eller tvivelaktigt
beteende hos internrevisorer samt juridiska eller regulatoriska
overtramp inom organisationen.
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e Supervisory review notes in workpapers or documentation of
conversations between internal auditors and their supervisors
that address concerns about illegal or unprofessional actions.

Granskningsanteckningar fran uppdragsledare i arbetspapper eller
dokumentation av samtal mellan internrevisorer och deras upp-
dragsledare som tar upp farhagor om olagliga eller oprofessionella
handlingar.

Principle 2 Maintain Objectivity

Princip 2 Uppratthalla objektivitet

Internal auditors maintain an impartial and unbiased attitude
when performing internal audit services and making decisions.

Internrevisorer uppratthaller en fordomsfri och opartisk attityd nar
de utfor internrevisionstjanster och fattar beslut.

Objectivity is an unbiased mental attitude that allows internal
auditors to make professional judgments, fulfill their responsibilities,
and achieve the Purpose of Internal Auditing without compromise.
An independently positioned internal audit function supports
internal auditors’ ability to maintain objectivity.

Objektivitet ar en opartisk mental attityd som mojliggor for
internrevisorer att, utan kompromissa, gora yrkesmassiga
beddmningar, fullgora sina skyldigheter och uppna syftet med
internrevision. En oberoende positionerad internrevisionsfunktion
starker internrevisorernas formaga att uppratthalla objektivitet.

Standard 2.1 Individual Objectivity

Standard 2.1 Individuell objektivitet

Requirements

Krav

Internal auditors must maintain professional objectivity when
performing all aspects of internal audit services. Professional
objectivity requires internal auditors to apply an impartial and
unbiased mindset and make judgments based on balanced
assessments of all relevant circumstances.

Internrevisorer maste uppratthalla professionell objektivitet nar de
utfor internrevisionstjanster. Professionell objektivitet kraver att
internrevisorer tillampar ett fordomsfritt och opartiskt tankesatt och
gor val avvdagda bedomningar baserade pa alla relevanta
omstandigheter.

Internal auditors must be aware of and manage potential biases,
including but not limited to:

Internrevisorer maste vara medvetna om och hantera férekomsten av
potentiella opartiskheter, exempelvis:

e Self-review bias — lack of critical perspective when reviewing
one’s own work, which may lead to overlooking mistakes or
shortcomings.

e Sjalvgranskningshot — brist pa kritiskt perspektiv vid granskning av

eget arbete, vilket kan leda till att misstag eller brister forbises.

e  Familiarity bias — making assumptions based on past
experiences, which may compromise professional skepticism.

e Partiskhet pa grund av hdvd och vana— gora antaganden baserade

pa tidigare erfarenheter, vilket kan dventyra professionell
skepticism.

e Prejudice or unconscious bias — misinterpretation of information
including predisposed ideas about culture, ethnicity, gender,
ideology, race, or other characteristics that may unduly influence
judgments.

e Fordomar eller omedveten partiskhet — feltolkning av information

pa grund av fordomsfulla uppfattningar om kultur, etnicitet, kon,
ideologi, ras eller andra egenskaper som kan paverka bedémningar
pa ett otillborligt satt.
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The chief audit executive must provide policies, procedures, and
training to support and promote objectivity. Internal auditors must
understand the expectations relevant to their responsibilities and
apply the policies and procedures.

Internrevisionschefen maste tillhandahalla policyer, arbetssatt och
utbildning for att stodja och framja objektivitet. Internrevisorer maste
forsta forvantningarna utifran ansvaret och tillimpa policyer samt
arbetssatt.

Considerations for Implementation and Evidence of Conformance

Overviganden fér implementering och att styrka dverensstimmelse

Implementation

Implementering

Making objective assessments requires an impartial mindset, free
from bias and undue influence, which is essential to providing
objective assurance and advice to senior management and the
board. Internal auditors should develop their awareness of the ways
in which situations, activities, and relationships may affect their
ability to be objective.

Att gora objektiva bedémningar kraver ett féordomsfritt tankesatt, fritt
fran partiskhet och otillborlig paverkan, vilket ar vasentligt for att ge
objektiv forsdkran och radgivning till ledande befattningshavare och
styrelsen. Internrevisorer bor utveckla sin medvetenhet om hur
situationer, aktiviteter och relationer kan paverka formagan att vara
objektiv.

Internal auditors also should consider the human tendency or
inclination to misinterpret information, make assumptions and
mistakes, and ignore or overlook information in a way that unduly
influences their judgments and decisions and impairs their ability to
evaluate information and evidence objectively.

Internrevisorer bor ocksa beakta den manskliga bendgenheten att
misstolka information, géra antaganden och misstag, ignorera eller
forbise information som pa ett olampligt satt paverkar bedomningar
och beslut samt darmed forsamrar formagan att objektivt utvardera
information och bevis.

Objectivity means internal auditors perform their work without
compromise or subordination of judgment to others. The Global
Internal Audit Standards, along with the policies and training
established by the chief audit executive, support objectivity by
providing requirements, procedures, and guidance that set forth a
systematic and disciplined approach for gathering and evaluating
information to provide a balanced assessment of the activity under
review. Training may help internal auditors to better understand
objectivity-impairing scenarios and how best to address them.

Objektivitet innebar att internrevisorer utfor sitt arbete utan att
kompromissa eller underordna sig andras bedémningar. Globala
standarder for internrevision samt policyer och utbildningar inforda av
internrevisionschefen stédjer objektivitet. Dessa krav, forfaranden och
vagledningar ger ett systematiskt och disciplinerat tillvdgagangssatt for
att samla in och utvardera information. Syftet ar att tillhandahalla en
val avvagd bedomning av verksamheten under en granskning.
Utbildning kan hjélpa internrevisorer att battre férsta scenarios som
minskar objektiviteten och hur detta kan hanteras.

Annually, internal auditors should sign an attestation form,
confirming their awareness of the importance of objectivity,
understanding of relevant policies and procedures, and obligation to
disclose any potential impairments.

Internrevisorer bor arligen underteckna ett intyg som bekraftar att de
ar medvetna om vikten av objektivitet, forstaelse for relevanta policyer
och rutiner och skyldighet att upplysa om eventuella brister.

Evidence of Conformance

Att styrka dverensstammelse

e References in the internal audit charter to internal auditors’
responsibility for maintaining objectivity.

e |riktlinje for internrevision framgar internrevisorernas ansvar for
att uppratthalla objektivitet.

e Policies and procedures related to objectivity.

e Policyer och procedurer relaterade till objektivitet.
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e Records of objectivity training planned and completed, including
list of participants.

e Dokumentation 6ver planerad och genomford objektivitetstraning,
inklusive deltagarlistor.

e Attestation forms, confirming internal auditors' awareness of the
importance of objectivity and obligation to disclose any potential
impairments.

e Intyg som bekraftar internrevisorernas medvetenhet om vikten av
objektivitet och skyldighet att upplysa om eventuella brister.

e Documented disclosures of potential conflicts of interest or
other impairments to objectivity.

e Dokumenterade upplysningar om potentiella intressekonflikter
eller brister i objektiviteten.

e Notes from supervisory reviews and mentoring of internal
auditors.

e Anteckningar fran genomgang av granskningar samt genom
mentorskap for internrevisorer.

Standard 2.2 Safeguarding Objectivity

Standard 2.2 Sakerstalla objektivitet

Requirements

Krav

Internal auditors must recognize and avoid or mitigate actual,
potential, and perceived impairments to objectivity.

Internrevisorer maste identifiera och undvika eller minska faktiska,
potentiella och upplevda brister i objektiviteten.

Internal auditors must avoid:

Internrevisorer maste undvika:

e Accepting any tangible or intangible item, such as a gift, reward,
or favor, that may impair or be presumed to impair objectivity.

e Att ta emot nagot materiellt eller immateriellt, sdsom en gava,
beldning eller tjanst, som kan forsvaga eller antas férsvaga
objektiviteten.

e Conflicts of interest, including situations, activities, and
relationships that may:

o Intressekonflikter, inklusive situationer, aktiviteter och relationer
som kan:

o Oppose, compete with, or be contrary to the interests of the
organization.

o Motarbeta, konkurrera med eller strida mot organisationens
intressen.

o Create the potential for financial or other personal gain.

o Skapa mojlighet for ekonomisk eller annan personlig vinning.

o Be established to protect oneself from potential or actual
loss or harm.

o Fokusera pa att skydda sitt egenintresse fran potentiell eller
faktisk forlust eller skada.

o Be nepotistic or provide favoritism to certain individuals.

o Vara nepotistisk eller favorisera vissa individer.

Internal auditors must not be unduly influenced by their own
interests or the interests of others, including senior management or
others in a position of authority, or by the political environment or
other aspects of their surroundings.

Internrevisorer far inte pa ett otillborligt satt paverkas av sina egna
eller andras intressen. Det kan gélla paverkan fran ledande
befattningshavare, andra personer i 6verordnad stallning, den politiska
miljon eller andra aspekter av omgivningen.

When performing internal audit services:

Vid utférande av internrevisionstjanster:

e Internal auditors must not provide assurance over an activity
for which, within the past year, they provided advisory services,
had significant responsibility, or were able to exert significant

e Internrevisorer far inte lamna férsakran fér verksamhet dar de
under det senaste aret har tillhandahallit radgivning, haft ett
betydande ansvar eller kunnat utéva betydande inflytande. Innan
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influence. Given the same circumstances, internal auditors may
perform an advisory engagement only if they disclose the
circumstances to the requester of the advisory services before
accepting the engagement. After providing such disclosure,
internal auditors may accept the advisory engagement.

ett radgivningsuppdrag accepteras ska internrevisorer patala
sadana omstandigheter for den som efterfragar radgivningen. Efter
att ha lamnat sadan information kan internrevisorer acceptera
uppdraget.

e A qualified and competent internal auditor must supervise
internal audit engagements and review engagement
documentation. When internal auditors perform an assurance
engagement in an area for which the chief audit executive has
responsibility, the engagement supervision must be overseen by
a qualified, independent party.

e En kvalificerad och kompetent internrevisor maste dvervaka

internrevisionsuppdrag och granska uppdragsdokumentation. Nar
internrevisorer utfor ett sdkringsuppdrag inom ett omrade som
internrevisionschefen har ansvaret for, maste uppdraget 6vervakas
av en kvalificerad och oberoende part.

The chief audit executive must establish policies and procedures to
address impairments to objectivity. Internal auditors must discuss
impairments with the chief audit executive or a designee and take
appropriate actions according to relevant policies and procedures.

Internrevisionschefen maste faststalla policyer och rutiner for att
hantera brister i objektiviteten. Internrevisorer maste diskutera
bristerna med internrevisionschefen eller en utsedd person och vidta
lampliga atgarder i enlighet med policyer och arbetssatt.

Considerations for Implementation and Evidence of Conformance

Overviganden fér implementering och att styrka dverensstimmelse

Implementation

Implementering

Impairments to objectivity are situations, activities, and
relationships that may influence internal auditors’ judgments and
decisions in a way that may change internal audit findings and
conclusions. Standard 2.2 Safeguarding Objectivity specifies types of
situations, activities, and relationships from which internal auditors
must refrain to maintain an impartial and unbiased mindset.
Impairments to objectivity may exist, in fact or appearance, even
when they are unintended. Impairments to objectivity may be
perceived by others, even when no impairment has occurred in fact.
Internal auditors should apply judgment regarding additional
circumstances that may impair or be presumed to impair objectivity.

Bristande objektivitet ar situationer, aktiviteter och relationer som kan
paverka internrevisorers bedémningar och beslut pa ett sdtt som kan
forandra internrevisionens iakttagelser och slutsatser. Standard 2.2
Skydda objektivitet beskriver typer av situationer, aktiviteter och
relationer dar internrevisorer maste sta tillbaka for att uppratthalla ett
fordomsfritt och opartiskt tankesatt. Brister i objektiviteten kan
forekomma, faktiskt eller synbarligen, dven nar de ar oavsiktliga. Andra
kan uppfatta att det finns brister i objektiviteten dven nar sa inte ar
fallet. Internrevisorer ska anvanda sitt omdoéme for att se flera
omstandigheter som kan forsvaga eller antas forsvaga objektiviteten.

Conflicts of interest are situations in which an internal auditor has a
competing professional or personal interest that may make it
difficult to fulfill internal audit duties impartially. Conflicts of interest
may create the appearance of impropriety that can undermine the
confidence in an internal auditor, the internal audit function, and

Intressekonflikter ar situationer dar en internrevisor har ett
konkurrerande professionellt eller personligt intresse som kan gora det
svart att fullgdra internrevisionsuppgifter opartiskt. Intressekonflikter
kan ge intryck av olampligheter som kan undergrava fortroendet fér en
internrevisor, internrevisions-funktionen och
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the internal audit profession, even if no unethical or improper acts
result.

internrevisionsprofessionen, dven om inga oetiska eller olampliga
handlingar faktiskt har forekommit.

The internal audit function’s policies and procedures should specify
the expectations and requirements for internal auditors related to:

Internrevisionsfunktionens policyer och rutiner bor specificera
forvantningar och krav pa internrevisorer gallande att:

e Receiving gifts, favors, and rewards.

e Taemot gavor, formaner och belbningar.

e |dentifying situations that may impair objectivity.

e |dentifiera situationer som kan forsvaga objektiviteten.

e Responding appropriately upon becoming aware of an
impairment.

e Agera pa lampligt satt nar en brist uppstar.

Most organizations have a policy related to the acceptance of gifts,
rewards, and favors, such as a policy limiting the value of gifts that
can be accepted. Because of the importance of objectivity in the
practice of internal auditing, the chief audit executive may have a
policy that is more restrictive than that of the organization. Internal
auditors should follow the more restrictive policy and carefully
consider whether accepting a gift, reward, or favor could be
perceived to affect their judgment or be given in exchange for
producing favorable internal audit findings, conclusions, or results.

De flesta organisationer har en policy for att ta emot gavor, beléningar
och formaner, till exempel en policy som begransar vardet av gavor
som kan accepteras. Pa grund av kravet pa objektivitet kan
internrevisionschefen ha en policy som ar mer restriktiv an
organisationens. Internrevisorer bor félja den mer restriktiva policyn
och noggrant 6vervaga att ta emot en gava, beloning eller tjanst om
det kan uppfattas paverka deras omdome eller ges i utbyte mot
positiva iakttagelser, slutsatser eller resultat.

The policies of the organization and/or the internal audit function
may prohibit specific activities or relationships that could create
conflicts of interest. Activities to be avoided may include fraternizing
outside of work with the organization’s employees, management,
third-party suppliers, and vendors. Internal auditors should avoid
close personal relationships and relationships involving financial ties,
such as investments, that could represent conflicts of interest,
whether in fact or appearance.

Organisationens och/eller internrevisionsfunktionens policy kan
forbjuda specifika aktiviteter eller relationer som kan skapa
intressekonflikter. Aktiviteter som bor undvikas kan avse relationer
utanfor arbetet med organisationens anstallda, ledning,
tredjepartsleverantorer och leverantorer. Internrevisorer bor undvika
ndra personliga relationer och relationer som involverar ekonomiska
band, sdsom investeringar, vilka kan skapa intressekonflikter, vare sig
de ar faktiska eller uppfattade.

The chief audit executive should take precautions to reduce the
potential impairments to objectivity that may result from the design
of performance evaluations and compensation arrangements,
bonuses, and incentives. Examples of compensation arrangements
that could impair objectivity include:

Internrevisionschefen bor vidta forsiktighetsatgarder for att minska
forekomsten av maijliga brister i objektivitet pa grund av
prestationsutvarderingar, ersattningsprogram, bonusar och
incitament. Exempel pa ersattningsprogram som kan férsvaga
objektiviteten ar:

e Basing performance evaluations and compensation primarily on
surveys of or input from the management of the activity under
review.

e Prestationsutvarderingar och ersattningar som framst baseras pa
enkater hos eller input fran ledningen for den verksamhet som
granskas.
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e Measuring performance against the number of findings
identified during engagements, the revenue growth of the
activity under review, or the cost savings or job eliminations
imposed upon the activity under review.

e Prestationsmatning baserade pa antalet iakttagelser,

intaktsokning, kostnadsbesparingar eller nedskarningar av
arbetstillfallen som alagts den granskade verksamheten.

o Allowing management to provide indirect compensation in the
form of gifts and gratuities.

e Att tillata ledningen att ge indirekt ersattning i form av gavor och

gratifikationer.

Internal auditors should apply their understanding of objectivity and
relevant policies and procedures to evaluate whether any situations,
activities, or relationships may impair or may be presumed to impair
their objectivity. The perceptions of other people should be
considered.

Internrevisorer bor tillampa sin forstaelse for objektivitet och
relevanta policyer och rutiner for att utvardera om nagra situationer,
aktiviteter eller relationer kan forsvaga eller skulle kunna férsvaga
deras objektivitet. Andras uppfattningar bor beaktas.

The requirements in Standard 2.2 Safeguarding Objectivity for
staffing and supervising engagements are intended to ensure that
the internal auditors assigned to an engagement were not recently
responsible for any aspect of the activity under review, which could
bias their view, give them a vested interest in a particular outcome,
or create the perception or appearance that their objectivity is
impaired. For each engagement, the internal auditors performing
and supervising the engagement should be independent from the
activity under review.

Kraven i standard 2.2 Skydda objektivitet fér bemanning och
overvakning av uppdrag ar avsett att sdkerstalla att de internrevisorer
som tilldelats ett uppdrag inte nyligen var ansvariga for nagon del av
den granskade verksamheten, vilket skulle kunna paverka deras
uppfattning, skapa egenintresse av ett visst resultat, eller ge ett intryck
av eller uppfattning att deras objektivitet ar forsvagad. For varje
uppdrag bor de internrevisorer som utfér och 6évervakar uppdraget
vara oberoende av den verksamhet som granskas.

When planning resources for an engagement, the chief audit
executive or a designated supervisor should discuss the engagement
with internal auditors to identify any current or potential
impairments to objectivity. The discussion should include
consideration of any impairments previously disclosed.

Vid planering av resurser for ett uppdrag bor internrevisionschefen
eller en utsedd uppdragsledare diskutera uppdraget med
internrevisorer for att identifiera eventuella nuvarande eller mojliga
brister i objektiviteten. Diskussionen bor ta hansyn till brister som
tidigare uppmarksammats.

As part of the process for supervising engagements, workpapers are
reviewed to ensure findings and conclusions are adequately
supported. Engagement supervision also provides opportunities for
more experienced internal auditors to provide feedback and
mentoring regarding potential objectivity concerns. (See also
Standard 12.3 Ensuring and Improving Engagement Performance
and Standard 13.5 Engagement Resources.)

Som en del av processen for att dvervaka uppdrag, granskas
arbetsdokument for att sakerstalla att iakttagelser och slutsatser stods
pé ett adekvat sitt. Overvakning av uppdrag ger ocksd méjligheter for
mer erfarna internrevisorer att ge feedback och mentorskap kring
potentiella objektivitetsproblem. (Se dven standard 12.3 Sakerstélla
och forbattra genomférandet av uppdraget och standard 13.5 Resurser
for uppdraget.)

If an impairment is unavoidable, it should be disclosed and mitigated
as described in Standard 2.3 Disclosing Impairments to Objectivity.

Om en brist ar oundviklig bor den upplysas om och minskas enligt
beskrivningen i standard 2.3 Upplysning om brist i objektivitet.
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Public Sector

Offentlig sektor

If public sector internal auditors have potential impairments
related to an advisory engagement, laws and regulations may
require them to ensure that the person(s) requesting the
advisory engagement understands the potential impairment and
accepts the responsibility for the findings, recommendations,
and conclusions. Additionally, internal auditors may be required
to disclose potential impairments in the final engagement
communication.

Om internrevisorer inom den offentliga sektorn har brister i
objektiviteten vid ett radgivningsuppdrag kan lagar och férordningar
krdva att det sakerstélls att mottagaren av radgivningsuppdraget
forstar bristen och accepterar ansvaret for iakttagelser, slutsatser och
rekommendationerna. Dessutom kan internrevisorer behéva upplysa
om bristen i den slutliga kommunikationen av uppdraget

Evidence of Conformance

Att styrka dverensstammelse

e Policies and procedures for identifying potential impairments
and necessary safeguards.

e Policyer och rutiner for att identifiera eventuella brister och
nodvandiga skyddsatgarder.

e Records of objectivity training.

e Dokumenterade objektivitetsovningar.

e Notes from supervisory reviews.

e Anteckningar fran évervakning av uppdrag.

e Attestation forms.

e Intyg.

e Compensation plan.

e Lonepolicy

e Minutes of board meetings where impairments to objectivity
were discussed.

e Protokoll fran styrelsemoéten dar brister i objektivitet diskuterades.

e Documentation disclosing impairments to objectivity.

e Dokumentation av brister i objektivitet.

e Plans showing alternative provisions to fulfill the internal audit
plan activities where impairments to objectivity were
unavoidable.

e Planer som visar alternativa tillvdgagangssatt for att genomfoéra
internrevisionsplanens aktiviteter nar brister i objektiviteten var
oundvikliga.

e Sources of feedback on the perception of the chief audit
executive’s objectivity, such as surveys of the internal audit
function’s stakeholders.

e Feedback med synpunkter om internrevisionschefens objektivitet,
sasom enkater till internrevisionsfunktionens intressenter.

e Results of external quality assessments performed by an

e Resultat av externa kvalitetsbedémningar utférda av en oberoende

independent assessor. utvarderare.
Standard 2.3 Disclosing Impairments to Objectivity Standard 2.3 Upplysning om brister i objektivitet
Requirements Krav

If objectivity is impaired, in fact or appearance, the details of the
impairment must be disclosed to the appropriate parties before
internal audit services are performed.

Om objektiviteten ar forsvagad, i verkligheten eller om det uppfattas
vara det, maste uppgifter om bristerna lamnas till berérda parter innan
internrevisionstjanster paborjas.
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If internal auditors become aware of an impairment that may affect
their objectivity, they must disclose the impairment to the chief
audit executive or a designated supervisor. If the chief audit
executive determines that an impairment is affecting an internal
auditor’s ability to perform duties objectively, the chief audit
executive must discuss the impairment with management of the
activity under review, senior management, and/or the board and
determine the appropriate actions to resolve the situation.

Om internrevisorer far kinnedom om en omstandighet som kan
paverka deras objektivitet, maste de upplysa om bristen till
internrevisionschefen eller en utsedd uppdragsledare. Om
internrevisionschefen faststaller att omstandigheten paverkar en
internrevisors formaga att utfora sina uppgifter objektivt, maste
internrevisionschefen diskutera bristen med ledningen for den
granskade verksamheten, den operativa ledningen och/eller styrelsen
och besluta om lampliga atgarder for att hantera situationen.

If an impairment that affects the reliability or perceived reliability of
the engagement findings, recommendations, and/or conclusions is
discovered after an engagement has been completed, the chief
audit executive must discuss the concern with the management of
the activity under review, senior management, the board, and/or
other affected stakeholders and determine the appropriate actions
to resolve the situation. (See also Standard 11.4 Errors and
Omissions.)

Om en brist har paverkat tillforlitligheten eller den upplevda
tillforlitligheten av uppdragets iakttagelser, slutsatser eller
rekommendationer upptacks efter att ett uppdrag har slutforts, maste
internrevisionschefen diskutera problemet med ledningen for den
granskade verksamheten, ledande befattningshavare, styrelsen
och/eller andra ber6rda intressenter och besluta om lampliga atgarder
for att hantera situationen. (Se dven standard 11.4 Fel och
uteldmnanden.)

If the objectivity of the chief audit executive is impaired in fact or
appearance, the chief audit executive must disclose the impairment
to the board. (See also Standard 7.2 Chief Audit Executive Roles,
Responsibilities, and Qualifications and Standard 7.3 Safeguarding
Independence.)

Om internrevisionschefens objektivitet ar forsvagad i verkligheten eller
upplevs vara paverkad, ska denne upplysa styrelsen om bristen. (Se
aven standard 7.2 Internrevisionschefens verkstallande roller, ansvar
och kvalifikationer och standard 7.3 Sakerstélla oberoende.)

Considerations for Implementation and Evidence of Conformance

Overviganden fér implementering och att styrka dverensstimmelse

Implementation

Implementering

The requirements for disclosing impairments to objectivity are
typically defined in internal audit policies and procedures and
describe the actions to be taken to address each impairment to
objectivity. The general approach to disclosing and mitigating
impairments to objectivity is typically determined by the chief audit
executive in agreement with senior management and the board.

Kraven for att upplysa om brister i objektivitet och de atgarder som ska
vidtas beskrivs vanligtvis i internrevisionspolicyer och rutiner.
Tillvagagangssattet for att upplysa och mildra effekten av bristen i
objektivitet bestams vanligtvis av internrevisionschefen i samférstand
med foretagsledningen och styrelsen.

If an impairment to objectivity cannot be avoided, the chief audit
executive may consider options to mitigate the impairment,
including:

Om en forsvagning av objektiviteten inte kan undvikas, kan
internrevisionschefen dévervaga alternativ for att hantera bristen,
sasom att:

e Reassigning internal auditors to remove the impaired auditor
from the engagement.

e Omplacera internrevisorer genom att flytta den revisor som visat
bristen i objektivitet fran uppdraget.
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e Rescheduling an engagement to ensure it is properly staffed.

e Omplanera ett uppdrag for att sakerstalla att det ar ratt bemannat.

e Adjusting the scope of an engagement.

e Justera omfattningen av ett uppdrag.

e Qutsourcing the performance or supervision of the engagement.

e Qutsourca av utforandet eller 6vervakningen av uppdraget.

When a concern arises during engagement planning that relates
solely to the perception of an impairment, the chief audit executive
may choose to discuss the concern with management of the activity
under review and/or senior management, explain why the risk
exposure is minimal and how it will be managed, and document the
discussion.

Nar det under uppdragplaneringen uppkommer en situation som
innebar att det uppfattas forekomma brister, kan
internrevisionschefen vilja att diskutera problemet med ledningen for
den granskade verksamheten och/eller ledningen, forklara varfor
risken ar minimal och hur den kommer att hanteras samt
dokumentera diskussionen.

If the chief audit executive or other internal auditors are asked to
assume roles or responsibilities beyond internal auditing, the chief
audit executive should speak with senior management and the
board about the reporting relationships, responsibilities, and
expectations related to the role. During such a discussion, the chief
audit executive should emphasize the IIA standards related to
objectivity, the potential impairments to objectivity that the
proposed role and responsibilities may pose, and the safeguards
necessary to mitigate the impairments. (See also Standard 6.1
Internal Audit Mandate; 7.2 Chief Audit Executive Roles,
Responsibilities, and Qualifications; Standard 7.3 Safeguarding
Independence; and Standard 9.3 Internal Audit Charter.)

Om internrevisionschefen eller andra internrevisorer ombeds att ta
roller eller ansvar utdver internrevision bor internrevisionschefen ta
upp rapporteringsforhallanden, ansvar och férvantningar relaterade till
rollen med den hogsta ledningen och styrelsen. Under en sadan
diskussion bor internrevisionschefen betona lIA-standarderna om
objektivitet, de mojliga nedsattningarna i objektiviteten som den
foreslagna rollen och ansvaret kan innebara och de skyddsatgarder
som kravs for att minska bristerna. (Se dven standard 6.1
Internrevisionsmandat; 7.2 Internrevisionschefens verkstallande roller,
ansvar och kvalifikationer; standard 7.3 Sakerstalla oberoende; och
standard 9.3 Instruktion for internrevisionen.)

Evidence of Conformance

Att styrka dverensstammelse

e Internal audit policies and procedures about disclosing
objectivity impairments.

e Internrevisionspolicyer och rutiner for att upplysa om brister i
objektivitet.

e Documentation of disclosure of objectivity impairments.

e Dokumentation av gjorda upplysningar om brister i objektivitet.

e Records of communicating the disclosure and of receipt and
response/approval from appropriate parties.

e Forteckning 6ver kommunikation av upplysningar och mottagande
samt svar/godkannande fran berérda parter.

Principle 3 Demonstrate Competency

Princip 3 Visa kompetens

Internal auditors apply the knowledge, skills, and abilities to fulfill
their roles and responsibilities successfully.

Internrevisorer tillampar kunskaper, fardigheter och formagor for
att framgangsrikt uppfylla sin roll och sitt ansvar.
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Demonstrating competency requires developing and applying the
knowledge, skills, and abilities to provide internal audit services. This
includes internal auditors advancing their understanding of business,
management, and technology; as well as economic, environmental,
legal, political, and social contexts.

Att visa kompetens kraver att utveckla och tillampa kunskaper,
fardigheter och férmagor for att tillhandahalla intern-
revisionstjanster. | detta ingar att internrevisorer forbattrar sin
forstaelse for affarer, ledning och teknik; saval som ekonomiska,
miljdmassiga, juridiska, politiska och sociala sammanhang.

Standard 3.1 Competency

Standard 3.1 Kompetens

Requirements

Krav

Internal auditors must possess or obtain the knowledge, skills, and
abilities to perform their responsibilities successfully.

Internrevisorer maste ha eller skaffa sig kunskaper, fardigheter och
formagor for att utfora sitt ansvar framgangsrikt.

Internal auditors must engage only in those services for which they
have or can attain the necessary competencies. Each internal auditor
is responsible for continually developing and applying the
competencies necessary to fulfill their professional responsibilities.

Internrevisorer far endast utféra de tjanster for vilka de har eller kan
uppna nodvandig kompetens. Varje internrevisor ansvarar for att
kontinuerligt utveckla och tillampa de kompetenser som ar
nodvandiga for att fullgéra sitt yrkesmassiga ansvar.

For internal auditors, being competent requires possessing and
demonstrating knowledge, skills, and abilities relevant to:

For att internrevisorer ska vara kompetenta kravs att de har och
visar kunskaper, fardigheter och férmagor som ar relevanta for:

e ThellA’s Global Internal Audit Standards and current internal
audit practices.

e |lA:s globala standarder for internrevision och nuvarande
internrevisionspraxis.

e Supervision, leadership, communication, and collaboration.

e Overvakning, ledarskap, kommunikation och samarbete.

e Governance, risk management, and control processes.

e Ledning och styrning, riskhantering samt styr- och kontroll-
processer.

e Business functions, such as financial management and
information technology, and pervasive risks, such as fraud.

e Affarsfunktioner, sdsom ekonomistyrning och informations-
teknologi samt 6vergripande risker som exempelvis bedragerier.

e Industry-specific laws, regulations, and practices.

e Branschspecifika lagar, forordningar och praxis.

e Tools and techniques for gathering, analyzing, and evaluating
data.

o Verktyg och tekniker for att samla in, analysera och utvardera
data.

e Current activities, trends, and emerging issues.

o Aktuella aktiviteter, trender och oférutsedda handelser.

Additionally, the chief audit executive must ensure the internal audit
function collectively possesses the competencies to perform the
internal audit services described in the internal audit charter or must
make arrangements to obtain the necessary competencies. (See also
Standard 7.2 Chief Audit Executive Roles, Responsibilities, and
Qualifications and Standard 10.2 Human Resource Management.)

Dessutom maste internrevisionschefen sakerstalla att intern-
revisionsfunktionen tillsammans har kompetensen for att utfora de
internrevisionstjanster som beskrivs i instruktionen for intern-
revisionen eller vidta atgarder for att erhalla nédvandig kompetens.
(Se dven standard 7.2 Internrevisionschefens verkstéllande roller,
ansvar och kvalifikationer och standard 10.2 Human Resource
Management.)
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Considerations for Implementation and Evidence of Conformance

Overviaganden for implementering och att styrka
oéverensstimmelse

Implementation

Implementering

Internal auditors at all levels of their careers should:

Internrevisorer pa alla nivaer i sin karriar bor:

Obtain appropriate professional designations, such as the Certified
Internal Auditor designation and other certifications and
credentials offered by The IIA and other professional
organizations.

e Skaffa lampliga yrkesmeriter, sasom Certified Internal Auditor
och andra certifieringar som erbjuds av lIA och andra
professionella organisationer.

Identify opportunities for improvement and competencies that
need development, based on feedback provided by stakeholders,
peers, and supervisors.

e |dentifiera mojligheter till forbattringar och kompetenser som
behover utvecklas, baserat pa feedback fran intressenter,
kollegor och handledare.

Be trained not only on internal audit methodologies but also on
specific business activities relevant to the organization for which
the internal auditors are providing services. For example, an
internal auditor providing internal audit services to an investment
company should be trained in business processes related to
investment companies. Training opportunities may include
enrolling in courses, working with a mentor, or being assigned new
tasks under supervision during an engagement.

e Vara utbildad, inte bara i internrevisionsmetoder, utan ocksa i
specifika affarsaktiviteter som ar relevanta for den organisation
for vilken internrevisorerna tillhandahaller tjanster. Till exempel
bor en internrevisor som tillhandahaller internrevisionstjanster
till ett investeringsbolag utbildas i affarsprocesser relaterade till
investeringsbolag. Utbildningsmojligheter kan vara att anmala
sig till kurser, arbeta med en mentor eller att tilldelas nya
uppgifter under handledning under ett uppdrag.

To ensure the internal audit function collectively possesses the
competencies to perform the internal audit services, chief audit
executives should:

For att sdkerstalla att internrevisionsfunktionen som helhet besitter
kompetensen for att utfora internrevisionstjansterna bor
internrevisionschefer:

Maintain an inventory of internal auditors’ competencies to be
utilized when assigning work, identifying training needs, and
recruiting internal auditors to fill open positions.

e Genomfdra en inventering av internrevisorers kompetenser som
ska anvandas vid tilldelning av arbetsuppgifter, identifiering av
utbildningsbehov och rekrytering av internrevisorer for att fylla
lediga tjanster.

Participate in reviewing the performance of individual internal
auditors annually.

e Deltai att granska enskilda internrevisorers prestationer arligen.

Identify areas in which the competencies of the internal audit
function should be improved.

e I|dentifiera omraden dér internrevisionsfunktionens kompetens
behover forbattras.

Encourage internal auditors’ intellectual curiosity and invest in
training and other opportunities to improve internal audit
performance.

e Uppmuntra internrevisorers intellektuella nyfikenhet och
investera i utbildning och andra tillfallen for att forbattra
internrevisionens prestationer.
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Understand the competencies of other providers of assurance and
advisory services and consider relying upon those providers as a
source of additional or specialty competencies not available within
the internal audit function.

Forsta kompetensen hos andra leverantorer av sdkrings- och
radgivningstjanster och 6vervaga att forlita pa dessa
leverantorer som en kalla till att inforskaffa kompletterande eller
specialistkompetens som inte ar tillganglig inom
internrevisionsfunktionen.

Consider contracting with an independent, external service
provider when the internal audit function collectively does not
possess the competencies to perform requested services.

Overvig att ingd avtal med en oberoende extern tjinste-
leverantor nar internrevisionsfunktionen tillsammans inte har
kompetens att utfora efterfragade tjanster.

Effectively implement a quality assurance and improvement
program.

Effektivt implementera ett kvalitetssakrings- och
forbattringsprogram.

Evidence of Conformance

Att styrka dverensstammelse

An inventory or other documentation listing the certifications,
education, experience, work history, and other qualifications of
internal auditors.

Forteckning eller annan dokumentation som listar
internrevisorernas certifieringar, utbildning, erfarenhet,
arbetshistorik och andra kvalifikationer.

Internal auditors’ self-assessments of their competencies and
plans for professional development.

Internrevisorers sjalvutvarderingar av sina kompetenser och
planer for yrkesmassig utveckling.

Documentation of internal auditors’ completion of continuing
professional education, such as courses, conference sessions,
workshops, and seminars.

Dokumentation av internrevisorers genomférande av
fortbildning, sasom kurser, konferenser, workshops och
seminarier.

The chief audit executive’s documented reviews of internal
auditors’ performance.

Internrevisionschefens dokumenterade genomgangar av
internrevisorernas prestationer.

Documented supervisory reviews of engagements, post-
engagement surveys completed by internal audit stakeholders,
and other forms of feedback indicating competencies exhibited by
individual internal auditors and the internal audit function as a
whole.

Dokumenterade genomgangar av uppdrag, enkater efter
slutférandet av uppdrag till internrevisionens intressenter samt
andra former av aterkoppling som visar pa kompetenser som
enskilda internrevisorer och internrevisionsfunktionen som
helhet innehar.

The results of internal and external quality assessments.

Resultaten av interna och externa kvalitetsbedémningar.

Relevant documentation the chief audit executive has completed
to resource the internal audit plan, including an inventory of
competencies necessary to fulfill the plan, an analysis of resource
gaps, and the identification of the training and budget necessary to
fill the gaps.

Relevant dokumentation som internrevisionschefen har slutfort
for att resurssatta internrevisionsplanen, inklusive en inventering
av kompetens som kravs for att uppfylla planen, en analys av
resursluckor och identifiering av utbildning och budget som kravs
for att fylla luckorna.
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e Documentation such as an assurance map that indicates the
competencies of other providers of assurance and advisory
services upon which the internal audit function may rely.

e Dokumenterad kartlaggning av sakringstjanster som visar

kompetensen hos andra leverantorer av sakrings- och
radgivningstjanster som internrevisionsfunktionen kan forlita sig

pa.

Standard 3.2 Continuing Professional Development

Standard 3.2 Fortlopande yrkesmassig utveckling

Requirements

Krav

Internal auditors must maintain and continuously develop their
competencies to improve the effectiveness and quality of internal
audit services.

Internrevisorer maste uppratthalla och kontinuerligt utveckla sin
kompetens for att forbattra effektiviteten och kvaliteten pa
internrevisionstjansterna.

Internal auditors must enhance their knowledge, skills, and abilities by
completing at least 20 hours of continuing professional education
annually. Practicing internal auditors who have attained professional
internal audit certifications must keep their certifications current by
fulfilling any additional requirements for continuing professional
education.

Internrevisorer maste forbattra sina kunskaper, fardigheter och
formagor genom att genomfdra minst 20 timmars yrkesfortbildning
arligen. Praktiserande internrevisorer som har erhallit yrkesmassiga
internrevisionscertifieringar maste halla sina certifieringar aktuella
genom att uppfylla eventuella ytterligare krav for fortbildning.

Considerations for Implementation and Evidence of Conformance

Overviaganden for implementering och att styrka
éverensstimmelse

Implementation

Implementering

By completing a minimum of 20 hours of continuing professional
education annually, internal auditors keep their knowledge current
and deepen their understanding of relevant topics so that they can
improve the effectiveness and quality of internal audit services.
Internal auditors should focus on opportunities to learn about
emerging topics, risks, trends, and changes that may affect the
organizations for which they work and the internal audit profession.
Professionals with credentials, such as the Certified Internal Auditor,
should be aware of additional requirements for maintaining their
credentials. Failing to fulfill such requirements may result in
consequences, including jeopardizing internal auditors’ permission to
use the credentials.

Genom att genomféra minst 20 timmars fortbildning arligen haller
internrevisorerna sina kunskaper aktuella och fordjupar sin
forstaelse for relevanta dmnen sa att de kan forbattra effektiviteten
och kvaliteten pa internrevisionstjansterna. Internrevisorer bor
fokusera pa mojligheter att lara sig om nya @mnen, risker, trender
och férandringar som kan paverka de organisationer som de arbetar
for och internrevisionsbranschen. Personer med certifieringar,
sasom Certified Internal Auditor, bér vara medvetna om att de
behover fullgora ytterligare krav for att behalla sina certifieringar.
Att inte uppfylla sddana krav kan fa konsekvenser, exempelvis kan
det dventyra internrevisorers ratt att behalla certifieringen.

As part of the required continuing professional education, The IIA
requires holders of its certifications to complete ethics training
annually. While this requirement is linked specifically to lI1A
certifications, all internal audit professionals should obtain ethics-

Som en del av den fortlopande yrkesmassiga fortbildningen kraver
IIA att innehavare av certifieringar genomfor etikutbildning arligen.
Aven om detta krav ar specifikt kopplat till [IA-certifieringar, bér all
internrevisionspersonal regelbundet fa etikfokuserad fortbildning.
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focused continuing professional education or training on a regular
basis.

While the chief audit executive is responsible for providing
opportunities for education and training for the internal audit function
as a whole, internal auditors ultimately are responsible for developing
their competencies and should seek opportunities to learn. For
example, internal auditors may ask to be assigned to engagements
involving processes or areas of the organization with which they are
unfamiliar or have had limited experience. Internal auditors should
also seek and welcome opportunities for mentorship and robust
guidance from supervisors, who provide feedback and suggestions and
share their experience and insights.

Medan internrevisionschefen &r ansvarig for att tillhandahalla
mojligheter till utbildning for internrevisionsfunktionen som helhet,
ar internrevisorer ytterst ansvariga for att utveckla sin kompetens
och bor s6ka mojligheter att lara sig. Internrevisorer kan till exempel
begara att bli tilldelade uppdrag som involverar processer eller
omraden i organisationen som de ar obekanta med eller har
begrdnsad erfarenhet av. Internrevisorer bor ocksa séka och
valkomna mojligheter till mentorskap och tydlig vagledning fran
handledare, som ger feedback och forslag samt delar med sig av sina
erfarenheter och insikter.

Internal auditors may subscribe to news services and newsletters to
stay abreast of current developments in the internal audit profession
and industries relevant to the organizations for which they work. The
chief audit executive may also attend or recommend online or in-
person seminars to the internal audit staff. Periodically, the chief audit
executive may schedule internal staff training events to introduce new
technology or changes in internal audit practices.

Internrevisorer kan prenumerera pa nyhetstjanster och nyhetsbrev
for att halla sig a jour med den aktuella utvecklingen inom
internrevisionsbranschen och branscher som ar relevanta for de
organisationer som de arbetar for. Internrevisionschefen kan ocksa
delta i eller rekommendera digitala eller fysiska seminarier for
internrevisionspersonalen. Med jamna mellanrum kan intern-
revisionschefen schemaldgga interna personalutbildningar for att
introducera ny teknik eller férandringar i internrevisionspraxis.

Professional development initiatives should include a regular review
and assessment of internal auditors’ career paths and needs for
professional development. The chief audit executive should ensure
plans and budgets for training reflect a balance between investing in
developing the competencies of the internal audit function as a whole
and providing internal auditors with opportunities to achieve their
individual goals to grow professionally.

Yrkesmassiga utvecklingsplaner bor innehalla en regelbunden
oversyn och bedémning av internrevisorers karriarvagar och behov
av yrkesmassig utveckling. Internrevisionschefen bor sakerstalla att
planer och budgetar for utbildning aterspeglar en balans mellan att
investera i att utveckla kompetensen for internrevisionsfunktionen
som helhet och att ge de enskilda internrevisorerna mojligheter att
vaxa professionellt.

Evidence of Conformance

Att styrka dverensstammelse

e Documented plans for training events and other continuing
professional education.

e Dokumenterade planer foér utbildningsevenemang och annan
fortbildning.

e Records of internal auditors’ completed continuing professional
education and credentials obtained.

e Dokumentation av internrevisorers genomgangna yrkesmassig
fortbildning och certifieringar/ackrediteringar.

e Internal auditors’ performance reviews and/or plans for
professional development.

e Internrevisorers prestationsgenomgangar och/eller planer for
yrkesmassig utveckling.
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e Evidence of active involvement in The IIA and other relevant e Bevis pa aktivt engagemang i lIA och andra relevanta

professional organizations, such as volunteer service and professionella organisationer, sdsom volontararbete och

attendance at professional conferences. deltagande i yrkeskonferenser.
Principle 4 Exercise Due Professional Care Princip 4 Utdva lamplig yrkesomsorg
Internal auditors apply due professional care in planning and Internrevisorer tillampar lamplig yrkesomsorg vid planering och
performing internal audit services. genomforande av internrevisionstjanster.
The standards that embody exercising due professional care require: Standarderna for utdvandet av lamplig yrkesomsorg kraver:

e Conformance with the Global Internal Audit Standards. e Overensstimmelse med de globala standarderna fér

internrevision
e Consideration of the nature, circumstances, and requirements e Hansyn till arten, omstandigheterna och kraven pa det
of the work to be performed. arbete som ska utforas.
e Application of professional skepticism to critically assess and e Tillampning av yrkesmassig skepticism for att kritiskt
qguestion information. beddéma och ifragasatta information.
Due professional care requires planning and performing internal audit Lamplig yrkesomsorg kraver planering och genomférande av
services with the diligence, judgment, and skepticism possessed by internrevisionstjanster med noggrannhet, omddéme och skepticism
other reasonably prudent and competent internal auditors. When som en annan rimligt aktsam och kompetent internrevisorer skulle
exercising due professional care, internal auditors perform in the best ha haft. Internrevisorer anvander lamplig yrkesomsorg nar arbetet
interests of those receiving internal audit services but are not expected | utfors pa basta satt for mottagarna men de forvantas inte vara
to be infallible. ofelbara.
Standard 4.1 Conformance with Global Internal Audit Standards Standard 4.1 Overensstimmelse med de globala Standarderna
fér internrevision

Requirements Krav
Internal auditors must plan and perform internal audit services in Internrevisorer maste planera och utféra internrevisionstjanster
accordance with the Global Internal Audit Standards. i enlighet med de globala standarderna fér internrevision.
The internal audit function’s methodologies must be established, Internrevisionsfunktionens metoder maste faststallas,
documented, and maintained in alignment with the Standards. Internal dokumenteras och underhallas i linje med standarderna.
auditors must follow the Standards and the internal audit function’s Standarderna och metoderna maste foljas vid planering och
methodologies when planning and performing internal audit services and utférande av internrevisionstjanster samt nar iakttagelser,
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when communicating internal audit findings, recommendations,
conclusions, and other results.

rekommendationer, slutsatser och andra resultat
kommuniceras.

If laws or regulations prohibit internal auditors or the internal audit
function from conforming with any part of the Standards, conformance
with all other parts of the Standards is required and appropriate
disclosures must be made.

Om lagar eller forordningar forhindrar internrevisorer eller
internrevisionsfunktionen fran att efterleva nagon del av
standarderna, krdvs att alla andra delar av standarderna foljs
samt att upplysning om detta maste lamnas.

If inconsistencies exist between the Standards and requirements issued by
other authoritative bodies, internal auditors and the internal audit
function must conform with the Standards and may conform with the
other requirements if such requirements are more restrictive.

Om det finns avvikelser mellan standarderna och krav utfardade
av andra regelsattare maste internrevisorer och
internrevisionsfunktionen efterleva standarderna eller de andra
kraven om dessa krav ar mer restriktiva.

Considerations for Implementation and Evidence of Conformance

Overviaganden for implementering och att styrka
6verensstimmelse

Implementation

Implementering

The chief audit executive should review the Standards annually and update
internal audit function’s methodologies to ensure alignment between both
resources.

Internrevisionschefen bor ga igenom standarderna arligen och
uppdatera internrevisionsfunktionens metoder for att saker-
stalla att de ar anpassade till varandra.

The chief audit executive or a designated engagement supervisor should
ensure that engagement work programs align with the requirements of
the Standards and that internal audit engagements are conducted in
accordance with the Standards’ requirements.

Internrevisionschefen eller en uppdragsledare bor sakerstalla att
arbetsprogrammen ar i linje med kraven i standarderna och att
internrevisionsuppdrag utfors i enlighet med standardernas
krav.

If internal auditors are unable to conform with a standard when
performing an internal audit engagement, they should discuss with the
chief audit executive or a designated supervisor the reason for the
nonconformance and the effect of the nonconformance on the
engagement. Standard 8.3 Quality, Standard 12.1 Internal Quality
Assessment, and Standard 15.1 Final Engagement Communication provide
additional requirements related to communicating about conformance
and nonconformance with the Standards.

Om internrevisorer inte kan f6lja en standard nar ett uppdrag
utfors, bor orsaken och effekten av avvikelsen diskuteras med
internrevisionschefen eller uppdragsledaren. Standard 8.3
Quality, standard 12.1 Intern Quality Assessment och standard
15.1 Final Engagement Communication beskriver ytterligare krav
relaterade till att kommunicera om 6verensstammelse och
bristande 6verensstammelse med standarderna.

Evidence of Conformance

Styrka 6verensstimmelse

e Documentation of the internal audit function’s methodologies and
notes indicating the most recent update.

e Dokumentation av internrevisionsfunktionens metoder
och anteckningar som anger den senaste
uppdateringen.

e Statements of conformance with the Standards and disclosures of
nonconformance with the Standards in final engagement

e Uttalanden om 6verensstammelse med standarderna
och upplysningar om bristande dverensstimmelse med
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communications and communications with senior management
and the board.

standarderna i slutlig kommunikation av uppdrag och
kommunikation med ledande befattningshavare och
styrelse.

Documentation referencing the law or regulation with which
internal auditors were required to comply that prevented their
conformance with the Standards.

e Dokumentation som hanvisar till den lag eller férordning
som internrevisorer var skyldiga att folja och som for-
hindrade 6verensstammelse med standarderna.

Documentation referencing other authoritative requirements to
which the internal audit function adheres in addition to the

e Dokumentation som hanvisar till andra regelverkskrav
som internrevisionsfunktionen foljer utéver

Standards. standarderna.
e Results of the quality assurance and improvement program. e Resultat av kvalitetssakrings- och forbattrings-
programmet.
Standard 4.2 Due Professional Care Standard 4.2 Lamplig yrkesomsorg

Requirements

Krav

Internal auditors must exercise due professional care by taking into
account the nature, circumstances, and requirements of the services to be
provided, including:

Internrevisorer maste utéva lamplig yrkesomsorg genom att ta
hénsyn till arten, omstdandigheterna och kraven pa de tjanster
som ska tillhandahallas, inklusive:

The organization’s strategy and objectives.

e QOrganisationens strategi och mal.

The best interests of those for whom internal audit services are
provided and other stakeholders.

e Det basta intresset for dem som erhaller intern-
revisionstjanster samt andra intressenter.

Adequacy and effectiveness of governance, risk management, and
control processes.

e Andamalsenlighet och effektivitet i processer for
styrning och ledning, riskhantering samt styr- och
kontrollprocesser.

Cost in relation to potential benefits of the internal audit services
to be performed.

e Kostnad jamfort med de eventuella fordelar som de
utforda internrevisionstjanster kan leda till.

Extent and timeliness of work needed to achieve the
engagement’s objectives.

e Omfattning av och forlaggning i tid for arbetet som
behovs for att na uppdragets mal.

Relative complexity, materiality, or significance of risks to the
activity under review.

e Forhallande mellan komplexitet, materialitet eller
vasentligheten i risker hos den verksamhet som
granskas.

Probability of significant errors, fraud, noncompliance, and other
risks that might affect objectives, operations, or resources.

e Sannolikhet for vasentliga fel, bedragerier, bristande
regelefterlevnad och andra risker som kan paverka mal,
verksamhet eller resurser.

Use of appropriate techniques, tools, and technology.

e Anvandning av lampliga metoder, verktyg och teknologi.
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Considerations for Implementation and Evidence of Conformance

Overviaganden for implementering och att styrka dverens-
stimmelse

Implementation

Implementering

To perform services with due professional care requires that internal
auditors consider and understand the Purpose of Internal Auditing and the
nature of the internal audit services to be provided. Internal auditors
should start by understanding the internal audit charter, the chief audit
executive’s internal audit plan, and the circumstances that helped
determine which engagements are included in the plan. When planning
and performing internal audit services, internal auditors also take into
account the best interests of the organization’s customers and other
stakeholders (including the public) affected by the organization’s actions.
Such interests include stakeholders’ expectations (such as fair and honest
business practices), needs (such as safety), and potential exposure to
underlying risks that may not be obviously related to the organization’s
strategy and objectives.

For att utfora tjanster med l[amplig yrkesomsorg kravs att
internrevisorer tar hansyn till och forstar syftet med
internrevision men aven arten av de internrevisionstjanster som
ska tillhandahallas. Internrevisorer bor borja med att forsta
instruktionen for internrevision, internrevisionschefens
revisionsplan och vilka omstandigheter som avgjort vilka
uppdrag som inkluderats i planen. Vid planering och
genomfdrande av internrevisionstjanster tar internrevisorer
aven hansyn till det basta intresset for organisationens kunder
och andra intressenter (inklusive allmadnheten) som paverkas av
organisationens agerande. | sddana intressen ingar
intressenternas férvantningar (sasom rattvisa och éarliga
affarsmetoder), behov (sasom sdkerhet) och potentiell
exponering for underliggande risker som kanske inte ar
uppenbart relaterade till organisationens strategi och mal.

Relevant circumstances include the organization’s strategy and objectives
and the adequacy and effectiveness of the organization’s governance, risk
management, and control processes. The chief audit executive takes these
circumstances into account when performing the risk assessment on which
the internal audit plan is based. Additionally, internal auditors consider
these circumstances in relation to an activity under review in an
engagement. Internal auditors exercise due professional care by
approaching the internal audit services to be provided with this basis of
understanding.

Med relevanta omstandigheter avses bland annat
organisationens strategi och mal samt lampligheten och
effektiviteten i organisationens styrning och ledning,
riskhantering samt styr- och kontrollprocesser.
Internrevisionschefen beaktar dessa omstandigheter i
riskbedéomning som ligger till grund for revisionsplanen.
Dessutom tar internrevisorer hansyn till dessa omstandigheter
under en granskning. Internrevisorer utévar [amplig
yrkesomsorg genom att utforma internrevisionstjansterna
utifran denna forstaelsegrund.

At the earliest stages of planning internal audit services, internal auditors
communicate with the management of the activity under review and
gather information to determine the engagement objectives and scope.
(See also Standard 13.1 Engagement Communication and Standard 13.2
Engagement Risk Assessment). When prioritizing the risks relevant to the
organization or the activity under review, due professional care requires

| de tidigaste stadierna av planeringen av internrevisions-
tjdnster kommunicerar internrevisorer med ledningen for den
verksamhet som granskas och samlar in information for att
faststalla uppdragets mal och omfattning. (Se dven standard
13.1 Kommunikation kring uppdrag och standard 13.2
Riskbeddmning infor uppdrag). Vid prioritering av risker som ar
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taking into account the probability of significant errors made by
management, noncompliance with laws and regulations, fraud, and other
risks that might affect the operations or resources of the organization or
activity under review, which in turn affect the achievement of objectives.

relevanta for organisationen eller den verksamhet som granska
kraver lamplig yrkesomsorg att hansyn tas till sannolikheten for
vasentliga fel som begatts av ledningen, bristande efterlevnad
av lagar och férordningar, bedragerier och andra risker som kan
paverka verksamheten eller resurserna hos organisationen eller
verksamheten som granskas, vilket i sin tur paverkar
maluppfyllelsen.

The complexity, materiality, and significance of risks being evaluated is
relative. A risk may not be material or significant to the organization as a
whole but may be material or significant in an engagement or to an activity
under review. Thus, understanding the complexity, materiality, and
significance in context is necessary for properly assessing relevant risks and
determining which risks should be prioritized for further evaluation.

Komplexiteten, materialitet och vasentligheten av risker som
utvdrderas ar relativa. En risk kanske inte ar materiell eller
vasentlig for organisationen som helhet men kan vara vasentlig
eller betydande i ett uppdrag eller fér en granskad verksamhet.
Darfor ar det nodvandigt att forsta komplexiteten, materialitet
och vasentligheten i sitt sammanhang for att bedéma vilka risker
som ar relevanta och som darmed bor prioriteras for vidare
utvardering.

Due professional care also requires weighing the costs (such as resource
requirements) of the internal audit services against the benefits that may
result. For example, if the controls in an activity under review are not
adequately designed, the benefits of fully evaluating the effectiveness of
those controls are not likely to be worth the costs. Internal auditors seek
to provide the most value or benefit for the organization’s investment in
internal audit services. Additionally, thorough planning requires internal
auditors to consider the techniques, tools, and technology and the extent
and timeliness of work that will be needed to achieve the engagement
objectives most efficiently. Internal auditors, especially the chief audit
executive, should consider the use of data analysis software and other
technology that support the review and evaluation processes.

Lamplig yrkesomsorg kraver ocksa att kostnaderna (sasom krav
pa resurser) for internrevisionstjansterna vags mot potentiella
fordelar av utfallet av granskningen. Till exempel, om styrningen
och kontrollen i en verksamhet som granskas inte ar utformad
pa ett lampligt satt ar nyttan med att utvardera effektiviteten i
dessa kontroller sannolikt inte vart kostnaderna. Internrevisorer
stravar efter att ge storsta mojliga varde eller fordel av
organisationens investering i internrevisionstjanster. Dessutom
kréver en noggrann planering att internrevisorer évervager
metoderna, verktygen och tekniken samt omfattningen av och
forlaggningen i tid for arbetet som kommer att behovas for att
na uppdragets mal sa effektivt som maijligt. Internrevisorer,
sarskilt internrevisionschefen, bér 6vervaga anvandningen av
applikationer for dataanalys och annan teknik som stodjer
gransknings- och utvarderingsprocesserna.

Although not directly required as part of Standard 4.2 Due Professional
Care, due professional care is ensured when engagements are properly
supervised and a quality assurance and improvement program is
implemented. (See 8.4 External Quality Assessment, Standard 12.1 Internal

Aven om det inte direkt krdvs som en del av standard 4.2
Lamplig yrkesomsorg, sakerstalls [amplig yrkesomsorg nar
uppdragen 6vervakas ordentligt och ett kvalitetssakrings- och
forbattringsprogram implementeras. (Se 8.4 Extern
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Quality Assessment, Standard 12.2 Performance Measurement, and
Standard 12.3 Ensuring and Improving Engagement Performance.)

kvalitetsbedomning, standard 12.1 Intern kvalitetsbeddmning,
standard 12.2 Prestandamatning och standard 12.3 Sakerstalla
och forbattra utférandet av uppdrag.)

Evidence of Conformance

Styrka 6verensstimmelse

e Planning notes documenting the strategy and objectives of the
organization and activity under review.

e Noteringar fran planering som dokumenterar strategin
och malen for organisationen och verksamheten som
granskas.

e Documented assessments of governance, risk management, and
control processes.

e Dokumenterade bedémningar av styrning och ledning,
riskhantering samt styr- och kontrollprocesser.

e Notes showing assessment of risks including errors,
noncompliance, and fraud.

e Anteckningar som visar beddmning av risker for fel,
bristande regelefterlevnad och bedrageri.

e Notes from meetings or discussions of potential costs and benefits
of internal audit services to be performed as well as extent and
timeliness of engagement work.

e Anteckningar fran moten eller diskussioner om
potentiella kostnader respektive fordelar med intern-
revisionstjanster som ska utforas samt omfattning och
forlaggning i tid vid genomférandet av uppdraget.

e Workpapers indicating supervisory review of engagements.

e Arbetspapper som visar pa genomgang av uppdrag.

e Internal auditors’ performance reviews.

e Utvardering av internrevisorers arbete.

e Notes from meetings, training, or other discussion of due
professional care.

e Anteckningar fran moten, utbildningar eller andra
diskussioner om lamplig yrkesomsorg.

e Feedback from stakeholders solicited through surveys or other
tools.

e Feedback som inhamtats genom enkater eller med
andra verktyg fran intressenter.

e Internal and external assessments performed as part of the
internal audit function’s quality assurance and improvement
program.

e Interna och externa utvarderingar genomforda som en
del av internrevisionsfunktionens kvalitetssakrings- och
forbattringsprogram.

Standard 4.3 Professional Skepticism

Standard 4.3 Yrkesmassig skepticism

Requirements

Krav

Internal auditors must exercise professional skepticism when planning and
performing internal audit services.

Internrevisorer maste utéva yrkesmassig skepticism nar de
planerar och utfor internrevisionstjanster.

To exercise professional skepticism, internal auditors must:

For att utdva yrkesmassig skepticism maste internrevisorer:

e Maintain an attitude that includes a questioning mind.

e Bibehalla en attityd som inbegriper ett ifragasattande
forhallningssatt

e  (Critically assess the reliability of information.

e  Kritiskt bedoma informationens tillforlitlighet.
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e Be straightforward and honest when raising concerns and asking
guestions about inconsistent information.

e Var rak och arlig vid farhagor och stall fragor om
motsagelsefull information.

e Seek additional evidence to make a judgment about information
and statements that might be incomplete, inconsistent, false, or
misleading.

e Soka ytterligare bevis for att kunna géra en bedémning
av information och uttalanden som kan vara
ofullstandiga, motsagelsefulla, falska eller vilseledande.

Considerations for Implementation and Evidence of Conformance

Overviaganden for implementering och att styrka dverens-
stimmelse

Implementation

Implementering

Professional skepticism enables internal auditors to make objective
judgments based on facts, information, and logic, rather than trust or
belief. Skepticism is the attitude of always questioning or doubting the
validity and truthfulness of claims, statements, and other information.
Auditors apply professional skepticism when they seek evidence to support
and validate statements by management, rather than simply trusting the
information presented as true or genuine without question or doubt.
Professional skepticism requires curiosity and the willingness to explore
beyond the surface level of a given topic.

Yrkesmadssig skepticism gor det majligt for internrevisorer att
gora objektiva bedomningar baserade pa fakta, information och
logik, snarare an tillit eller antagande. Skepticism ar attityden att
alltid ifragasétta eller tvivla pa giltigheten och sanningshalten i
pastaenden, uttalanden och annan information. Revisorer
tillampar yrkesmassig skepticism nar de soker bevis for att
stodja och validera uttalanden fran ledningen, snarare an att
bara lita pa informationen som presenteras som sann eller dkta.
Yrkesmadssig skepticism kraver nyfikenhet och vilja att utforska
ett dmne pa ett djupare plan.

When performing internal audit engagements, internal auditors apply
professional skepticism to gather relevant, reliable, and sufficient
information and to analyze and evaluate the information. If internal
auditors determine that information is incomplete, inconsistent, false, or
misleading, they should perform additional analyses to identify the correct
and complete information and produce evidence to support engagement
findings, recommendations, and conclusions. Additional validation is
provided by the review and approval of workpapers and/or engagement
communications by the chief audit executive or a designated engagement
supervisor.

Vid utférande av internrevisionsuppdrag tillampar
internrevisorer yrkesmassig skepticism for att samla in relevant,
tillforlitlig och tillracklig information och for att analysera och
utvdrdera informationen. Om internrevisorer konstaterar att
informationen ar ofullstandig, inkonsekvent, falsk eller
missvisande, bor de utfora ytterligare analyser for att identifiera
den korrekta och fullstandiga informationen och presentera
bevis for att stodja uppdragets iakttagelser, rekommendationer
och slutsatser. Ytterligare validering tillhandahalls genom
granskning och godkdnnande av arbetspapper och/eller
kommunikation fran internrevisionschefen eller en utsedd
uppdragsledare.

Chief audit executives should help internal auditors build their competency
related to professional skepticism. Workshops and other training
opportunities can help internal auditors develop and learn to apply
professional skepticism and understand the importance of avoiding bias

Internrevisionschefer bor hjdlpa internrevisorer att bygga upp
sin kompetens relaterad till yrkesmassig skepticism. Seminarium
och andra utbildningsmojligheter kan hjalpa internrevisorer att
utvecklas och lara sig att tillampa yrkesmassig skepticism samt
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and maintaining an open and curious mindset. Internal auditors can learn
to recognize information that is inconsistent, incomplete, false, and/or
misleading. Additionally, chief audit executives should set expectations
regarding the amount of time appropriate to invest in seeking evidence
within the engagement's time constraints.

forsta vikten av att undvika partiskhet och uppratthalla ett
oppet och nyfiket tankesatt. Internrevisorer kan lara sig att
kanna igen information som ar inkonsekvent, ofullstandig, falsk
och/eller missvisande. Dessutom bor internrevisionschefer
uttrycka férvantningar pa hur lang tid som ar lampligt att lagga
ner for att séka bevis inom uppdragets tidsramar.

Evidence of Conformance

Styrka 6verensstimmelse

Records of relevant training planned and completed, including list
of participants.

e Forteckning over relevant planerad och genomférd
utbildning, inklusive deltagarlistor.

Workpapers identifying an internal auditor’s approach to evaluate
and validate information gathered during an engagement.

e Arbetspapper som identifierar en internrevisors
tillvagagangssatt for att utvardera och validera
information som samlats in under ett uppdrag.

Documentation of false or misleading information as an
engagement finding.

e Dokumentation av iakttagelse om falsk eller
vilseledande information.

Workpapers and engagement communication, reviewed and
signed or initialed by the engagement supervisor.

e Arbetspapper och kommunikation fran uppdrag som
granskats och signerats av uppdragsledaren.
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Principle 5 Maintain Confidentiality

Princip 5 Uppratthalla konfidentialitet

Internal auditors use and protect information appropriately.

Internrevisorer anvinder och skyddar information pa lampligt
satt.

Internal auditors receive information that may be confidential,
proprietary, and/or personally identifiable. This includes information in
physical and digital form as well as oral communication, such as formal or
informal meeting discussions. Internal auditors respect the value and
ownership of information they receive by using it only for approved
purposes and protecting it from unintended access or disclosure,
internally and externally.

Internrevisorer far information som kan vara konfidentiell,
dganderattsskyddad och/eller personligt identifierbar. Detta
inkluderar information i fysisk och digital form saval som muntlig
kommunikation i formella eller informella métesdiskussioner.
Internrevisorer respekterar vardet och dgandeskapet av
information de far genom att endast anvanda den for godkanda
syften och skydda den fran otillaten atkomst eller avsldjande,
internt och externt.

Standard 5.1 Use of Information

Standard 5.1 Anvandning av information

Requirements

Krav

Internal auditors must follow the policies and procedures of the
organization and the internal audit function when using information to
perform internal audit services.

Internrevisorer maste folja organisationens och intern-
revisionsfunktionens policyer och arbetssatt nar de anvander
information for att utféra internrevisionstjanster.

Internal auditors must collect and document only the information
required to perform the assigned internal audit engagement or services.
The information must be used only for approved purposes.

Internrevisorer maste samla in och dokumentera enbart den
information som kravs for att utféra det tilldelade
internrevisionsuppdraget eller -tjansterna. Informationen kan
endast anvandas for godkdnda dandamal.

Internal auditors must not use information for personal gain or in a
manner that would be contrary to the law or detrimental to the legitimate
and ethical objectives of the organization.

Internrevisorer far inte anvanda information for personlig vinning
eller pa ett satt som skulle strida mot lagen eller vara till skada
for organisationens legala och etiska mal.

Considerations for Implementation and Evidence of Conformance

Overviaganden for implementering och att styrka dverens-
stimmelse

Implementation

Implementering

The policies and procedures of the organization and the internal audit
function govern internal auditors’ handling and use of information. The
chief audit executive should discuss with internal auditors the policies,
procedures, and expectations related to the appropriate use of
information to which they have access. The chief audit executive may
require internal auditors to acknowledge their understanding through
signed attestations or other formats.

Organisationens och internrevisionsfunktionens policyer och
arbetssatt styr internrevisorers hantering och anvandning av
information. Internrevisionschefen bor diskutera med
internrevisorerna om policyer, arbetssatt och forvantningar pa
hur tillganglig information lampligen bor anvandas.
Internrevisionschefen kan krdva att internrevisorer bekraftar sin
forstaelse genom undertecknade av intyg eller annat format.
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Internal auditors often have access to information that is confidential,
proprietary, and/or personally identifiable. The inappropriate use of such
information could have unintended consequences, such as reputational
damage and violations of laws and regulations.

Internrevisorer har ofta tillgang till information som éar
konfidentiell, aganderattsskyddad och/eller personligt
identifierbar. Ett olampligt anvdndande av sddan information kan
fa oavsiktliga konsekvenser, sdsom ryktesskada och brott mot
lagar och férordningar.

Templates for work programs or engagement workpapers should include
reminders about the authorized use of information. Electronic formats
may contain automated controls that require internal auditors to
acknowledge such reminders before they are able to access and complete
their documentation.

Mallar for arbetsprogram eller arbetspapper fér uppdrag bor
innehalla paminnelser om godkdnd anvandning av information.
Elektroniska format kan innehalla automatiserade kontroller som
krdver att internrevisorer bekraftar sddana paminnelser innan de
kan komma at och slutféra sin dokumentation.

Internal auditors should not use insider financial, strategic, or operational
knowledge or other organizational information for personal gain. For
example, information obtained as the result of providing internal audit
services should not be used, sold, or released to others to inform
decisions to purchase or sell stock or to create a competitive product.
Internal auditors should not access information unless it is relevant to the
internal audit services being provided.

Internrevisorer bor inte anvanda finansiell, strategisk eller
operationell insiderkunskap eller annan organisatorisk
information for personlig vinning. Till exempel bor information
som erhalls som ett resultat av internrevisionstjanster inte
anvandas, saljas eller lamnas ut till andra i syfte att ge
information om att kdpa eller sdlja aktier eller for att skapa en
konkurrerande produkt. Internrevisorer boér inte fa atkomst till
information om den inte ar relevant foér de
internrevisionstjanster som tillhandahalls.

Evidence of Conformance

Styrka 6verensstimmelse

e Documentation of relevant policies, procedures, and training
related to the proper use of information.

e Dokumentation av relevanta policyer, processer och
utbildning om korrekt anvandning av information.

e Minutes from meetings during which the appropriate use of
information was discussed.

e Anteckningar fran moten dar lamplig anvandning av
information diskuterats.

e Attendance records of training on use of information,
acknowledging understanding of relevant policies, procedures,
laws, and regulations.

e Narvaroforteckning vid utbildning om hur information
anvands, bekraftande av forstaelse for relevanta policyer,
processer, lagar och férordningar.

e Performance reviews demonstrating that policies and procedures
related to the use of information have been followed.

o Uppfdljning av prestation som visar att policyer och
procedurer om anvandningen av information har foljts.

e Effectively designed and operating controls over access to
information.

e Effektivt utformad och fungerande styrning och kontroll
over atkomst till information.

Standard 5.2 Protection of Information

Standard 5.2 Skydd av information

Requirements

Krav
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Internal auditors must be aware of their responsibilities for protecting
information and act in a manner demonstrating respect for the
confidentiality, privacy, and ownership of information acquired when
performing internal audit services or as the result of professional
relationships.

Internrevisorer maste vara medvetna om sitt ansvar for att
skydda information och agera pa ett sdtt som visar respekt for
konfidentialitet, integritet och dgande av informationen som
forvarvats vid utférandet av internrevisionstjanster eller som ett
resultat av yrkesrelaterade relationer.

Internal auditors must understand and abide by the laws and regulations
related to confidentiality, information security, and information privacy
for the jurisdictions in which their organization operates. Additionally,
internal auditors must follow the policies and procedures of their
organization and internal audit function governing:

Internrevisorer maste forsta och félja lagar och férordningar om
konfidentialitet, informationssakerhet och informationssekretess
i de jurisdiktioner dar deras organisation ar verksam. Dessutom
maste internrevisorer félja organisationens och
internrevisionsfunktionens policyer och processer som styr:

e Custody, retention, and disposal of engagement records.

e skotsel, lagring och destruktion av uppdragshandlingar.

e Release of engagement records to internal and external parties.

e Utldamnande av uppdragshandlingar till interna och
externa parter.

e Handling of access to, or copies of, confidential information when
it is no longer needed.

e Hantering av atkomst till, eller kopior av, konfidentiell
information nar den inte ldngre behdvs.

Internal auditors must not disclose confidential information to
unauthorized parties unless there is a legal or professional responsibility
to do so. This applies even if internal auditors change roles within the
organization or leave the organization.

Internrevisorer far inte avsldja konfidentiell information till
obehdriga parter om det inte finns ett juridiskt eller yrkesmassigt
ansvar att gora det. Detta gdller dven om internrevisorer byter
roll inom organisationen eller lamnar organisationen.

Internal auditors must be alert to the possibility of inadvertent breach,
exposure, or disclosure of information, including in a social environment
or to an associate or family member.

Internrevisorer maste vara uppmarksamma pa risken for
oavsiktligt intrang, exponering eller avsléjande av information,
aven i sociala sammanhang eller till en kollega eller
familjemedlem.

The chief audit executive must ensure that the internal audit function and
individuals assisting the internal audit function follow the same protection
requirements.

Internrevisionschefen ska se till att internrevisionsfunktionen och
de som bitrader internrevisionsfunktionen féljer samma
skyddskrav.

Considerations for Implementation and Evidence of Conformance

Overviaganden for implementering och att styrka dverens-
stimmelse

Implementation

implementering

The information acquired, used, and produced by the internal audit
function is protected by laws, regulations, and the policies and procedures
of the organization and the internal audit function. Laws, regulations,

Den information som inhamtas, anvands och produceras av
internrevisionsfunktionen skyddas av lagar, forordningar samt
organisationens och internrevisionsfunktionens policyer och
arbetssatt. Lagar, forordningar, policyer och arbetssatt omfattar i

INTERN




policies, and procedures generally cover physical and digital security and
access, retention, and disposal of information.

allménhet fysisk och digital sdkerhet och atkomst, lagring och
destruktion av information.

The chief audit executive should consult with legal counsel to better
understand the impact of legal and regulatory requirements and
protections (for example, legal privilege or attorney-client privilege). The
organization’s policies and procedures may require that specific
authorities review and approve business information before external
release.

Internrevisionschefen bor radgora med juridisk expertis for att
battre forsta effekterna av legala och regulatoriska krav och
skydd (till exempel yttrandefrihet och sekretesskrav).
Organisationens policyer och processer kan krava att specifika
myndigheter granskar och godkanner affarsinformation innan
den slapps externt.

Information can be protected from intentional or unintentional disclosure
through controls such as data encryption, email distribution, restrictions
on the use of social media, and restrictions on physical access to the
information. When internal auditors no longer need access to such data,
digital permissions should be revoked and printed copies should be
handled according to established policies and procedures.

Information kan skyddas fran avsiktligt eller oavsiktligt avslojande
genom kontroller som datakryptering, e-postdistribution,
begransningar i anvandningen av sociala medier och
begransningar av fysisk atkomst till informationen. Nar
internrevisorer inte langre behdver tillgang till sadan information
bor digital atkomst aterkallas och utskrivna kopior hanteras enligt
faststallda policyer och rutiner.

One example of information typically protected from disclosure is
personally identifiable information (for example, individual salaries and
records of reprimands or personnel problems discussed with supervisors
and human resource personnel). Access to such information is often
restricted or monitored through physical and/or information system
controls, including password protection and encryption of data.

Ett exempel pa information som vanligtvis skyddas fran
avsléjande ar personlig information (till exempel individuella
I6ner och register dver varningar eller personalproblem som
diskuterats med arbetsledare och HR-personal). Tillgang till sddan
information ar ofta begransad eller 6vervakad genom fysiska
kontroller och/eller informationssystemkontroller, inklusive
|I6senordsskydd och kryptering av data.

The chief audit executive should periodically assess and confirm internal
auditors’ needs for access to information and whether access controls are
working effectively.

Internrevisionschefen bor regelbundet utvardera och godkanna
internrevisorers behov av tillgang till information och om
atkomstkontroller fungerar effektivt.

Public Sector

Offentlig sektor

Internal auditors in the public sector must understand and comply
with any jurisdictional requirements regarding disclosures of
information.

Internrevisorer inom den offentliga sektorn maste forsta
och folja alla myndighetskrav nar det galler utldamnande av
information.

Evidence of Conformance

Styrka 6verensstaimmelse

e Documentation demonstrating application of relevant policies,
processes, and procedures relating to control of access, custody,
retention, and disposal of engagement records, release of

e Dokumentation som visar pa anvandningen av relevanta
policyer, processer och procedurer relaterade till kontroll
av atkomst, férvaring, lagring, destruktion av
uppdragsinformation, utlamnande av
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engagement records to internal and external parties, and
handling of confidential information when it is no longer needed.

uppdragsinformation till interna och externa parter samt
hantering av konfidentiell information nar den inte
langre behovs.

Documentation regarding the implementation of mechanisms
that restrict access and mitigate the risk of circumventing or
otherwise violating these controls.

e Dokumentation for implementering av mekanismer som
begrdnsar atkomst och minskar risken for att kringga
eller pa annat satt bryta mot dessa kontroller.

Attendance records of training on protection of information,
acknowledging understanding of confidentiality and relevant
policies, procedures, laws, and regulations.

e Narvaroforteckning vid utbildning om skydd av
information, bekraftelse av forstaelse for konfidentialitet
och relevanta policyer, arbetssatt, lagar och
forordningar.

Performance reviews demonstrating that policies and procedures
related to the protection and disclosure of information have been
followed.

e Prestationsuppfdljning som visar att policyer och
arbetssatt rorande skydd och avsldjande av information
har foljts.

Documentation of restrictions on the distribution of workpapers
and final communications.

e Dokumentation av begransningar for distribution av
arbetspapper och slutlig kommunikation.

Documented authorization of all disclosures and approved
distribution lists.

e Dokumentation 6ver alla beviljanden av utlamnande av
handlingar samt godkanda distributionslistor.

Records of disclosures required by law or regulation or approved
by legal counsel, if applicable, and by senior management and the
board.

e Register 6ver [lamnade upplysningar som begarts ut enligt
lag eller forordning eller godkants av juridiska radgivare,
om tillampligt, och av ledningen och styrelsen.

Signed acknowledgment attesting that internal audit
engagement-related information has been kept confidential.

e Undertecknad bekraftelse som intygar att intern-
revisionens uppdragsrelaterade information har hallits
konfidentiell.

DOMAIN Ill Governing the Internal Audit Function

Governing the Internal Audit Function

Not translated

Certain governance arrangements are essential to enable the internal
audit function to be effective. This domain outlines the board’s
responsibilities to authorize the internal audit function, ensure its
independent positioning, and oversee its performance. While the chief
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audit executive has responsibilities to communicate effectively and
provide the board with information, the board also has a role and
responsibilities that are key to the internal audit function’s ability to
fulfill the Purpose of Internal Auditing. The standards in this domain
indicate the responsibilities of the chief audit executive and the board
as well as those responsibilities that are accomplished jointly.

The Global Internal Audit Standards use the term “board” to refer to
the highest-level body charged with governance, such as:

e A board of directors, a committee, or another body to which the
board of directors has delegated certain functions (for example, an
audit committee).

e A nonexecutive/supervisory board in an organization that has
more than one governing body.

e Aboard of governors or trustees.

e Agroup of elected officials or political appointees.

If a board does not exist, the word “board” refers to a group or person
charged with governance of an organization (for example, some public
sector entities or small private sector organizations may rely on the
head of the organization or the senior management team to act as the
highest-level governing body).

The responsibilities of the board as described in the Standards apply
whether the internal audit function comprises employees of the
organization or is contracted with an external service provider. The
chief audit executive’s responsibilities are performed by an individual
designated by the board, whether the individual is an employee of the
organization or a person employed by an external service provider. The
board retains the responsibility to ensure the internal audit function
conforms with the Standards.

Principle 6 Authorized by the Board

The board establishes, approves, and supports the authority, role, and
responsibilities of the internal audit function.
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The authority, role, and responsibilities of the internal audit function
are defined in the internal audit mandate. The mandate empowers the
internal audit function to enhance the organization's success by
providing senior management and the board with objective assurance
and advice. The internal audit function carries out the mandate by
bringing a systematic, disciplined approach to evaluate and improve the
effectiveness of governance, risk management, and control processes
throughout the organization.

Standard 6.1 Internal Audit Mandate

Requirements

Board Responsibilities

The board must approve the internal audit mandate, which defines the
internal audit function’s authority, role, and responsibilities and
specifies the scope and types of internal audit services.

To understand and support a mandate that establishes the basis for an
effective internal audit function, the board must consider information
provided by the chief audit executive.

The board must review the internal audit mandate at least annually to
consider changes affecting the organization, such as the employment of
a new chief audit executive or changes in the type, severity, and
interdependencies of risks to the organization.

Chief Audit Executive Responsibilities

The chief audit executive must provide the board with the information
necessary to establish the internal audit mandate. This information
includes the Global Internal Audit Standards related to governing the
internal audit function, the potential scope and types of internal audit
services, and other responsibilities common to internal audit functions.

To help the board determine the scope and types of internal audit
services, the chief audit executive must collaborate with other internal
and external assurance providers and with regulators, if applicable, to
ensure a mutual understanding of each other’s roles and
responsibilities. This mutual understanding should be shared with the
board.

Joint Responsibilities
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The board and the chief audit executive must discuss and agree upon
the internal audit function’s mandate. The chief audit executive must
document the agreed-upon internal audit mandate in an internal audit
charter, which is approved by the board.

At least annually, the board and the chief audit executive must discuss
the internal audit mandate and the charter to assess whether the
authority, role, and responsibilities continue to enable the internal
audit function to accomplish its objectives. The chief audit executive
must document any changes in a revised internal audit charter. The
board must approve changes to the mandate and the charter. (See also
Standard 9.3 Internal Audit Charter.)

Considerations for Implementation and Evidence of Conformance

Implementation

Board Practices

Examples of information the board should understand to determine the
internal audit mandate include:

e The overall Purpose of Internal Auditing, as defined in the
Standards.

e The Principles of internal auditing, identified in the Standards.

e The opportunities for the internal audit function to add value and
contribute to organizational success.

e Leading practices for an internal audit function’s authority, role, and
responsibilities.

e Relevant jurisdictional laws and regulations.

With this understanding, the board and the chief audit executive should
then discuss the expectations for the internal audit function and
establish the appropriate authority, role, and responsibilities.

Given the wide-reaching purview of the internal audit function, the
board should recognize and promote organizational acceptance of the
value of the internal audit function’s assurance and advice in
supporting opportunities for management to create and protect value.

If changes in the organization or circumstances warrant, the internal
audit mandate and charter may require review and updating more
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frequently than once per year. In such cases, discussions should occur
as warranted, rather than waiting for the required annual discussion.

Chief Audit Executive Practices

The chief audit executive assists the board in its considerations of an
appropriate internal audit mandate by advising the board about the
characteristics of an effective internal audit function. To do this, the
chief audit executive shares knowledge about the Standards, any
relevant jurisdictional laws and regulations, and the results of research
into the leading activities and practices of internal audit functions.

The chief audit executive should participate in the coordination of the
organization’s assurance providers and advise the board regarding how
other functions within the organization may contribute to the internal
audit mandate. By helping the board understand the roles and
responsibilities of other internal and external assurance providers and
regulators, the chief audit executive may provide clarity about an
appropriate internal audit mandate.

Before gaining board approval, the chief audit executive should review
the proposed internal audit charter with senior management to ensure
they understand and support the board’s expectations.

Joint Practices

The chief audit executive may provide the board with recommended
examples, templates, or other guidance on the components of an
internal audit charter to help determine the appropriate content and
format.

The internal audit charter may also reference any applicable laws and
regulations supporting the internal audit function's mandate. For
example, regulations or stock exchange listing requirements may apply
to the internal audit function.

The chief audit executive should review with senior management the
proposed internal audit mandate and charter, as well as any updates, to
ensure understanding and support of the board’s expectations.

The chief audit executive should ensure that review of the internal
audit charter is included on the board agenda at least annually.

Public Sector
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The mandate in the public sector may require the internal audit
function to be accountable and transparent to the public and
conduct its work in the public interest.

The internal audit mandate may be specified in a governing
document, such as in law or regulation, which may serve as the
internal audit charter. As a result, an annual review of the mandate
may not be warranted. If the law or regulation does not cover all
aspects typically expressed in the mandate and charter, the chief
audit executive should develop and document the additional
specifications for review and approval by the board.

In the public sector, the chief audit executive may be appointed or
elected and must be aware of the unique requirements related to
reporting relationships.

Evidence of Conformance

Minutes of board meetings during which the mandate was
discussed and approved.

Minutes of board meetings during which the changes to the
mandate were discussed and approved as necessary.

Board meeting agenda and/or minutes featuring annual review of
mandate.

Documentation that the chief audit executive reviewed the internal
audit charter annually.

An internal audit charter with date and evidence of version control.

Minutes of board meetings acknowledging approval of the charter
and subsequent changes

Standard 6.2 Board Support

Requirements

Board Responsibilities

The board must support the internal audit function, ensuring its
recognition throughout the organization.
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The board must ensure the internal audit function has unrestricted
access to the data, records, and other information as well as the
personnel and physical properties necessary to fulfill the internal audit
mandate.

The board must support the chief audit executive through regular,
direct communications.

The board demonstrates its support by:

e Establishing and approving the internal audit mandate.

e Ensuring the chief audit executive reports to a level within the
organization that allows the internal audit function to fulfill the
internal audit mandate.

e Approving the internal audit charter, internal audit plan, budget,
and resource plan.

e Making appropriate inquiries of senior management and the chief
audit executive to determine whether any restrictions on the
internal audit function’s scope, access, authority, or resources limit
the function’s ability to carry out its responsibilities effectively.

e Meeting as necessary with the chief audit executive in sessions
without senior management present.

Chief Audit Executive Responsibilities

The chief audit executive must provide the board with information it
needs to support and ensure recognition of the internal audit mandate
throughout the organization.

Considerations for Implementation and Evidence of Conformance

Implementation

Board Practices

A meeting between the board and the chief audit executive without
management present at least quarterly is a leading governance
practice. Such a meeting often occurs as a private, or closed, session
following a normally scheduled board meeting. The board also should
have calls or other informal discussions with the chief audit executive
between official meetings to demonstrate its ongoing support and to
keep apprised of the internal audit function’s progress.
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The board should ensure the chief audit executive reports
administratively to an individual in the organization who is able to
support the internal audit function’s pursuit of the mandate. Ideally,
this individual should be the chief executive officer or equivalent.

The board should understand the internal audit function’s needs for
access to data, records, and other information as well as personnel and
physical properties. Periodically, the board should evaluate whether
any access, scope, or resource limitations are impairing the internal
audit function’s ability to perform services and fulfill the internal audit
mandate. If the chief audit executive reports encountering barriers, the
board should demonstrate support by communicating with senior
management, as needed.

Chief Audit Executive Practices

The chief audit executive should advise the board regarding ways to
demonstrate its support for the internal audit function. The chief audit
executive should also inform the board about any restrictions impeding
the internal audit function’s ability to perform services and fulfill the
internal audit mandate.

Joint Practices

The types of information and the level of detail to be communicated by
the chief audit executive to the board should be agreed upon by both
parties.

Public Sector

In the public sector, the board may have no direct authority to
approve the internal audit function’s budget and/or resource plan.
In cases where senior management requests the budget from a
budgetary authority outside the organization, the board should
advocate for internal audit resources that are sufficient to fulfill the
internal audit mandate.

In the public sector, the chief audit executive must be aware that
policies or jurisdictional laws or regulations (such as those related
to public records) may prohibit or limit informal discussions and/or
establish rules for private sessions with the board, such as limiting
them to specific topics, to ensure public integrity.
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Evidence of Conformance

Minutes of board meetings indicating board review and approval of
the internal audit charter, internal audit plan, internal audit budget,
and resource plan.

Records indicating timely, informative communications between
the chief audit executive and the board.

Documentation of the agreement with the board on the nature and
levels of information to be provided by the chief audit executive.

Minutes or other documentation of communication between the
board and senior management in which the internal audit
function’s unrestricted access was discussed.

A jointly agreed-upon matrix or similar documentation showing
what information should be communicated by the chief audit
executive to the board.

Documentation of discussion of access to the data, records,
personnel, and physical properties required to perform internal
audit services.
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Principle 7 Positioned Independently

The board establishes and protects the internal audit function’s
independence.

The board is responsible for ensuring the independence of the
internal audit function. Independence is defined as the freedom from
conditions that impair the ability of the internal audit function to
carry out internal audit responsibilities in an unbiased manner.
Independence is established through accountability to the board,
access to relevant resources, and freedom from interference. The
internal audit function is only able to achieve the Purpose of Internal
Auditing fully when the chief audit executive reports directly to the
board and is positioned at a level within the organization that enables
the internal audit function to perform its services and responsibilities
without interference.

Standard 7.1 Organizational Independence

Requirements

Board Responsibilities

To enable the internal audit function to fulfill its mandate, the board
must establish a direct reporting relationship with the chief audit
executive and the internal audit function.

As part of a direct reporting relationship, the board must:

e Approve and/or participate in decisions regarding the
appointment, removal, performance evaluation, and
remuneration of the chief audit executive.

e Provide the chief audit executive with opportunities to discuss
significant and sensitive matters with the board, including
meetings without senior management present.

e Ensure that the chief audit executive is positioned at a level that
enables internal audit services and responsibilities to be
performed without interference from any level of management
and provides the organizational authority and status to bring
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matters directly to senior management and/or the board and to
escalate matters to the board when necessary.

e Ensure that the internal audit function is free from interference
when determining its scope, performing internal audit
engagements, and communicating results.

Chief Audit Executive Responsibilities

At least annually, the chief audit executive must confirm to the board
the organizational independence of the internal audit function. This
includes communicating incidents where independence may have
been impaired and the actions or safeguards employed to address
the impairment. (See also 7.3 Safeguarding Independence.)

Joint Responsibilities

The chief audit executive must document in the internal audit charter
the reporting relationships and organizational placement, as
determined by the board. The board must approve the internal audit
charter.

Considerations for Implementation and Evidence of Conformance

Implementation

Board Practices

The chief audit executive’s reporting relationships and the
organizational placement of the internal audit function are not
determined solely by the chief audit executive. Typically, the board,
senior management, and the chief audit executive discuss the
reporting relationships that best enable the internal audit function to
fulfill its mandate.

Internal auditing is most effective when the internal audit function is
directly accountable to the board (also known as “functionally
reporting to the board” or “a functional reporting relationship with
the board”), rather than directly accountable to management of the
activities over which it provides assurance and advice. A direct
reporting relationship between the board and the chief audit
executive enables the board to ensure that the internal audit function
can perform internal audit services and communicate engagement
findings, conclusions, and other results without interference or undue
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limitations. Examples of interference include management failing to
provide requested information timely and restricting access to
information, personnel, or physical properties. Limiting budgets or
resources in a way that prohibits the internal audit function’s ability
to operate effectively is an example of undue limitation. (See also
Standard 7.3 Safeguarding Independence and Standard 11.3
Communicating Results.)

Organizational independence of the internal audit function also
depends upon the chief audit executive reporting directly to the
board. By reporting directly to the board, the chief audit executive is
able to avoid conditions that impair the ability of the internal audit
function to carry out its responsibilities in an unbiased manner, such
as receiving excessive pressure from the management of an activity
under review to change findings or conclusions.

The board may demonstrate its understanding of the importance of
the direct reporting relationship with the chief audit executive by

confirming the relationship is documented in the board’s charter, in
addition to its required documentation in the internal audit charter.

The board should ensure the chief audit executive reports to a level
within the organization that enables access to senior management
and the authority to challenge management’s judgments (often
referred to as the chief audit executive’s “administrative reporting
relationship”). To achieve this authority, it is usually ideal for the chief
audit executive to report administratively to the chief executive
officer or equivalent, although reporting to another senior officer
may achieve the same objective as long as appropriate safeguards are
implemented. Subsidiary, branch, and divisional heads of the internal
audit function also should report to a level commensurate to the
senior management responsible for those areas.

Chief Audit Executive Practices

The chief audit executive should provide the board with information
necessary for the board to evaluate whether the reporting
relationships and organizational placement of the internal audit
function support the function’s ability to carry out its responsibilities
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in an unbiased manner. The chief audit executive establishes criteria
and processes for discussing matters with senior management and
the board. (See Standard 7.3 Safeguarding Independence and
Principle 11 Communicates Effectively and relevant standards for
additional requirements and considerations.)

Public Sector

In public sector organizations, the board may not have authority
over the decisions to appoint, remove, or set remuneration for
the chief audit executive. Additionally, members of the board
who are external to the organization, such as elected members or
nonexecutive directors, may not have authority to be involved
with the appointment of the chief audit executive. Still, the board
should advise management regarding performance evaluations
and decisions to appoint and remove the chief audit executive.

Additionally, some chief audit executive positions in the public
sector are elected positions, determined by public voting. Others
may be appointed by governing bodies other than the board. In
some cases, the reporting relationships for the chief audit
executive and positioning of the internal audit function in the
public sector are established by law or regulation.

Evidence of Conformance

e The internal audit charter, which documents the internal audit
function’s reporting relationships.

e Meeting minutes or other evidence of the chief audit executive’s
direct communication with senior management and the board.

e Board meeting minutes or other documentation showing that the
chief audit executive confirmed with the board the ongoing
independence of the internal audit function or discussed
impairments affecting the internal audit function’s ability to fulfill
its mandate and the safeguards to manage the impairments.

e Board meeting minutes or other documentation showing the
board was involved in decisions regarding the chief audit
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executive’s appointment, removal, performance evaluation, and
remuneration.

Standard 7.2 Chief Audit Executive Roles, Responsibilities, and
Qualifications

Requirements

Board Responsibilities

The board must approve the chief audit executive’s roles and
responsibilities and identify the necessary qualifications and
competencies to carry out these roles and responsibilities.

The board must ensure the chief audit executive has the qualifications
and competencies to manage the internal audit function effectively
and ensure quality performance of internal audit services.

The chief audit executive’s primary role is to manage the internal audit
function, including its performance of internal audit services, as
described in Domain IV. Managing the Internal Audit Function. The
board must understand the actual or potential impairments to the
internal audit function's independence before assigning the CAE
additional roles or responsibilities beyond the scope of internal
auditing.

If nonaudit roles and responsibilities impair or appear to impair the
internal audit function’s independence, the board must ensure
appropriate safeguards are implemented. (See also Standard 7.3
Safeguarding Independence.)

Chief Audit Executive Responsibilities

The chief audit executive must provide the board with the information
it needs to understand the qualifications, competencies, and
requirements necessary to manage the internal audit function.

Before taking on any nonaudit roles and responsibilities, the chief
audit executive must communicate the implications of such and
propose safeguards to manage actual, potential, and perceived
impairments to the board.
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After taking on any approved nonaudit roles and responsibilities, the
chief audit executive must confirm to the board that appropriate
safeguards to the internal audit function’s independence have been
implemented and are effective.

The chief audit executive must take responsibility for maintaining and
enhancing the qualifications and competencies necessary to fulfill the
roles and responsibilities expected by the board. (See also Principle 3
Demonstrate Competency and relevant standards.)

Considerations for Implementation and Evidence of Conformance

Implementation

The board should collaborate with senior management to determine
which competencies and qualifications the organization expects in a
chief audit executive. The competencies may vary according to the
internal audit mandate, the complexity and specific needs of the
organization, the organization’s risk profile, and the industry and
jurisdiction within which the organization operates, among other
factors. The desired competencies and qualifications are typically
documented in a job description and typically include:

e A comprehensive understanding of the Global Internal Audit
Standards and leading internal audit practices.

e Industry or sector experience.

e Building an effective internal audit function by recruiting, hiring,
and training internal auditors and helping them develop relevant
competencies.

e Certified Internal Auditor designation or other relevant
professional education, certifications, and credentials.

While this list includes ideal competencies and qualifications, the chief
audit executive may be selected for other leadership qualities or areas
of expertise that are supplemented by the competencies of other
members of the internal audit function, especially when the chief
audit executive has entered the position from a different role,
industry, or sector. In such cases, the chief audit executive should
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work collaboratively with knowledgeable members of the internal
audit function to gain relevant experience.

The board also should encourage the chief audit executive to pursue
continuing professional education, membership in professional
associations, professional certifications, and other opportunities for
professional development. (See also Principle 3 Demonstrate
Competency and relevant standards).

In addition to the responsibilities of managing the internal audit
function, the chief audit executive is sometimes asked to take on
nonaudit roles for which management is normally responsible, which
may impair or appear to impair the internal audit function’s
independence. Examples include situations such as:

e A new regulatory requirement prompts an immediate need to
develop policies, procedures, controls, and risk management
activities to ensure compliance.

e The chief audit executive has the most appropriate expertise to
adapt existing risk management activities to a new business
segment or geographical market.

e The organization’s resources are too constrained or the
organization is too small to afford a separate compliance function.

e The organization’s processes are immature, and the chief audit
executive has the most appropriate expertise to initiate a risk
management plan or program.

e The organization expects the internal audit function to be
responsible for managing the effectiveness of the system of
internal control and any specific control processes.

e The chief audit executive has been responsible for an activity
under review within the last 12 months.

Board Practices

Before a chief audit executive is hired, the board should be involved in
the recruitment and appointment process. For example, the board
may discuss the qualifications and competencies necessary to manage
the internal audit function and perform any additional roles and
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responsibilities expected by the organization. The board may review
and approve the job description for the chief audit executive to ensure
it reflects the expected qualifications and competencies. Additionally,
the board should participate in the decision to appoint the chief audit
executive by reviewing candidates’ résumés or curricula vitae and
participating in interviews before a candidate is selected.

The board should discuss any nonaudit roles and responsibilities with
the chief audit executive and senior management to ensure a shared
understanding of the rationale, risks, and plans to ensure impairments
to independence are managed (See also Standard 7.3 Safeguarding
Independence). Considerations should include whether the roles and
responsibilities are intended to be a long-term or permanent part of
the chief audit executive’s responsibilities or are temporary and
intended to be transferred to a member of management.

Chief Audit Executive Practices

During discussions of nonaudit roles and responsibilities, the chief
audit executive should emphasize the standards and considerations
related to independence, how those support objectivity, and the risks
of impairment presented by the proposed roles and responsibilities.
The chief audit executive is likely to be well-informed about potential
safeguards to manage the risks and should make suggestions aligned
with Standard 7.3 Safeguarding Independence.

Evidence of Conformance

e Documented approval by the board of the chief audit executive's
job description and/or appointment or other evidence that the
board evaluated the qualifications and competencies required for
the chief audit executive's role.

e Meeting minutes or other notes from discussions of nonaudit roles
and responsibilities, potential impairments, and board approved
plans for safeguards.

e Internal audit charter documenting board approval of long-term
nonaudit roles and responsibilities and corresponding safeguards
to independence, including the expected duration of the roles,
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responsibilities, and safeguards and how the effectiveness of the
safeguards will be evaluated periodically

Standard 7.3 Safeguarding Independence

Requirements

Safeguards must be in place to manage impairments to the internal
audit function's independence.

Board Responsibilities

The board must protect the independence of the internal audit
function by ensuring safeguards to manage the risk of impairment are
designed adequately and operating effectively.

Chief Audit Executive Responsibilities

The chief audit executive must discuss with the board any current or
proposed roles and responsibilities that have the potential to impair
the internal audit function’s independence, either in fact or
appearance. The chief audit executive must advise the board on the
different types of safeguards that may be appropriate to address each
impairment.

The chief audit executive must discuss any impairment affecting the
ability of the internal audit function to perform its duties
independently with senior management and the board and seek their
support to resolve the situation.

Additionally, the chief audit executive must disclose existing
impairments to senior management and other appropriate parties. To
determine the other parties to which disclosure should be made, the
chief audit executive must take into account the nature of the
impairment, the impairment’s impact on the reliability of the results of
internal audit services, and the expectations of relevant stakeholders.
If an impairment is discovered after an engagement has been
completed and it affects the reliability or perceived reliability of the
engagement findings, recommendations, and/or conclusions, the chief
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audit executive should discuss the concern with the management of
the activity under review, senior management, the board, and/or
other affected stakeholders and determine the appropriate actions to
resolve the situation. (See also Standard 11.4 Errors and Omissions.)

Joint Responsibilities

When the chief audit executive has ongoing nonaudit responsibilities,
the responsibilities, the nature of work, and established safeguards
must be documented in the internal audit charter. If those areas of
responsibility are subject to internal auditing, alternative processes to
obtain assurance must be established, such as contracting with an
objective, competent assurance provider from outside the
organization that reports independently to the board.

When the chief audit executive’s nonaudit responsibilities are
temporary, assurance for those areas must be overseen by an
independent third party both during the temporary assignment and
for the subsequent 12 months. If the chief audit executive’s nonaudit
responsibilities are temporary, a plan must be established to transition
the nonaudit responsibilities to management.

Considerations for Implementation and Evidence of Conformance

Implementation

Situations that may introduce impairments to independence include:

e The chief audit executive lacking direct communication or
interaction with the board.

e Management attempting to limit the scope of the internal audit
services that were previously approved by the board and
documented in the internal audit charter.

e Management attempting to restrict access to the data, records,
and other information as well as personnel and physical properties
required to perform the internal audit services.

e Management pressuring internal auditors to suppress or change
internal audit findings.
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e The budget for the internal audit function being reduced to a level
whereby the function is unable to fulfill its responsibilities as
outlined in the internal audit charter.

e An assurance engagement being performed by the internal audit
function or supervised by the chief audit executive in a functional
area for which the chief audit executive is responsible, has
oversight, or is otherwise able to exert significant influence. (See
also Standard 7.2 Chief Audit Executive Roles, Responsibilities, and
Qualifications.)

e The internal audit function performing or chief audit executive
supervising assurance services related to an activity that is
managed by a senior executive to which the chief audit executive
reports administratively. For example, the chief audit executive
reporting to the chief financial officer and being responsible for
auditing treasury, a function that also reports to the chief financial
officer.

Board Practices

The board's oversight activities include monitoring impairments to the
internal audit function's independence and ensuring safeguards are in
place to manage any impairments. The board should discuss with
senior management and the chief audit executive the nature and
cause of potential, perceived, and actual impairments as well as
proposed safeguards to independence. Safeguards include activities
such as periodically evaluating reporting lines and responsibilities and
developing alternative processes to obtain assurance in areas where
independence may be impaired.

The board should be specific about how safeguards will be
implemented, by whom, and when. An interim safeguard may be
applied until a permanent one is implemented. At least annually and
whenever responsibilities change, the board should verify that the
safeguards are still operating effectively.

Chief Audit Executive Practices

Based on an understanding of the standards related to independence,
the chief audit executive should evaluate conditions including
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reporting relationships, roles, and responsibilities to determine
whether actual, potential or perceived impairments exist. The chief
audit executive should proactively communicate with senior
management and the board about independence and impairments to
educate them and understand their expectations. Additionally, the
chief audit executive may be able to resolve situations of perceived
impairments that do not in fact affect the internal audit function’s
ability to perform its responsibilities in an unbiased manner through
discussions with the concerned parties.

Joint Practices

Plans for the chief audit executive to accept nonaudit roles and
responsibilities should:

e Include safeguards to independence.

e |dentify potential impacts to the internal audit plan and resources.

e Specify a timeline for transitioning any temporary nonaudit
responsibilities to management, if applicable.

Evidence of Conformance

e Meeting minutes and other documentation showing that
impairments to independence were discussed with senior
management, the board, and other relevant stakeholders.

e Meeting minutes and other documentation showing that
safeguards to manage the risk of impairment were agreed upon by
appropriate parties, were designed adequately, and are operating
effectively.

e Documented policies and procedures to be followed when an
impairment is suspected or identified.

e Formal action plans that outline specific safeguards to address
independence concerns.

e Documentation of assurance services to be provided by other
internal or external providers as a safeguard to independence.

Principle 8 Overseen by the Board
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The board oversees the internal audit function to ensure the function’s
effectiveness.

Board oversight is essential to ensure the overall effectiveness of the
internal audit function. Achieving this principle requires collaborative and
interactive communication between the board and the chief audit executive
as well as the board’s support in ensuring the internal audit function obtains
sufficient resources to fulfill the internal audit mandate. Additionally, the
board receives assurance about the quality of the performance of the chief
audit executive and the internal audit function through the quality
assessment and improvement program, including the board’s direct review
of the results of the external quality assessment.

Standard 8.1 Board Interaction

Requirements

Board Responsibilities

The board must interact with the internal audit function to understand the
effectiveness of the organization’s governance, risk management, and
control processes.

Board oversight must include ongoing communication with the chief audit
executive to ensure the internal audit function is fulfilling the internal audit
mandate. The board must communicate its perspective on the
organization’s strategies, objectives, and risks to assist the chief audit
executive with determining internal audit priorities.

The board must set expectations for:

e The frequency of communications with the chief audit executive.

e The criteria for determining which issues should be escalated to the
board, such as significant or material risks that exceed the board's
risk tolerance.

e The process for escalating communications from management to
the board.

Chief Audit Executive Responsibilities

The chief audit executive must provide the board with the information
needed to conduct its oversight responsibilities. In addition to
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communications about the internal audit mandate and independence, the
chief audit executive must communicate the results of internal audit
services, including conclusions, assurance, advice, and insights to help the
board fulfill its responsibilities. (See also Standard 11.3 Communicating
Results.)

Considerations for Implementation and Evidence of Conformance

Implementation

Board Practices

The frequency of communications between the board and the chief audit
executive should take into account the need for timely communication
about significant issues. The board should communicate its perspectives and
expectations related to understanding and oversight of not just financial risk
management but also a broad range of nonfinancial governance and risk
management concerns including strategic initiatives, cybersecurity, health
and safety, sustainability, business resilience, and reputation. To identify the
issues the board expects the chief audit executive to escalate beyond senior
management, the board may set criteria for significance or materiality that
exceed the board's risk tolerance. The criteria should be linked to a process
that the chief audit executive will follow to escalate communications from
management to the board.

Typically, formal board meetings may allow formal communication at least
quarterly. Additionally, the chief audit executive and board members often
communicate between meetings as needed, sometimes informally.

Through discussions with the chief audit executive and senior management,
the board should gain reasonable confidence that information reported by
the chief audit executive is not restricted or modified by senior management
in a way that alters the meaning of the information or diminishes the impact
of the reporting.

Chief Audit Executive Practices

To provide the board with timely communications, the chief audit executive
may use a variety of methods such as written and oral reports and
presentations, formal meetings, and informal discussions. The chief audit
executive may document the board’s expectations formally, in policies and
procedures. Periodically, the chief audit executive should confirm with the
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board that the frequency, nature, and content of communications meet the
board's expectations and help the board achieve its oversight
responsibilities.

Evidence of Conformance

e Board agendas and meeting minutes documenting the nature and
frequency of discussions with the chief audit executive.

e Presentations made by the chief audit executive to the board.

e |nternal audit communications to board members.

e Criteria for identifying issues to be brought to the attention of the
board and process for communicating such issues, sometimes
known as an “escalation matrix.”

e Document showing how communications from the chief audit
executive support the board’s expectations as noted in its charter.

Standard 8.2 Resources

Requirements

Board Responsibilities

The board must ensure the internal audit function has sufficient resources to
fulfill the internal audit mandate and achieve the internal audit plan.

At least annually, the board must ask the chief audit executive about the
sufficiency of internal audit resources to fulfill the internal audit mandate
and achieve the internal audit plan. The board must consider the impact of
insufficient resources on the mandate and plan. If the resources are
determined to be insufficient, the board must inform senior management of
the issue, its potential impact on the internal audit plan, and advocate for
the necessary resources.

Chief Audit Executive Responsibilities

The chief audit executive must propose a strategy to obtain sufficient
resources and must inform the board when internal audit resources are
insufficient to fulfill the internal audit mandate and achieve the internal
audit plan.

Considerations for Implementation and Evidence of Conformance

Implementation

Board Practices
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In addition to including a discussion of the sufficiency of internal audit
resources on its agenda annually, the board should request to review
documents related to the chief audit executive’s resourcing strategy and
should analyze the relationship between the internal audit function’s
resources and its ability to fulfill the mandate and achieve the plan. The
board should implement a process for advising or giving input to senior
management that helps support the chief audit executive in obtaining
sufficient resources.

Chief Audit Executive Practices

The chief audit executive should periodically evaluate whether resources are
sufficient to fulfill the internal audit mandate and achieve the internal audit
plan and should inform the board of any resourcing concerns in a timely
manner. To analyze the sufficiency of the financial, human, and
technological resources necessary to fulfill the mandate and achieve the
plan, the chief audit executive should perform a gap analysis between an
inventory of the resources within the internal audit function and those
needed to perform internal audit services. (See also Principle 10 Manages
Resources.) The chief audit executive’s strategy should include providing a
resource plan, which may include a budget request, and should take into
account options for staffing the internal audit function as well as using
technology to perform services. The chief audit executive should perform a
cost-benefit analysis of the various approaches to present to the board.

Joint Practices

Although a discussion of resources between the board and the chief audit
executive is required at least annually, having a quarterly discussion is a
leading practice. The discussion should include considering the options to
achieve the desired internal audit coverage, including outsourcing or using
guest auditors, as well as implementing technology to improve the internal
audit function’s efficiency and effectiveness.

Public Sector

In the public sector, the board may not have the authority to allocate
resources to the internal audit function due to law, statute, or governance
structure. Also, budgets may be approved at another tier or branch of
government, such as the parliament or legislature, particularly in provincial
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or state governments, where the legislature approves the budget for each
agency. Still, the chief audit executive must inform the board of any
resource limitations so the board can provide input to senior management
or the appropriate budgeting authority on the need for sufficient resources
to fulfill the internal audit mandate and achieve the internal audit plan.

Evidence of Conformance

e Agendas, meeting minutes, and communications between the chief
audit executive and the board and/or senior management,
documenting discussions of the sufficiency of internal audit
resources.

e Internal audit resource plans indicating the sufficiency of resources
needed to achieve the internal audit plan.

e Budget requests pertaining to internal audit resources.

e Documentation of gap analyses between the internal audit plan and
known resources.

e Documentation of the chief audit executive's resourcing strategy.

Standard 8.3 Quality

Requirements

Board Responsibilities

The board must ensure that the chief audit executive develops, implements,
and maintains a quality assurance and improvement program.

A quality assurance and improvement program is designed to evaluate
whether the internal audit function conforms with the Standards and
achieves its performance objectives. Additionally, the program is intended
to ensure the internal audit function pursues continuous improvement.

The program must include two types of assessments:

e External assessments. (See Standard 8.4 External Quality
Assessment.)

e Internal assessments. (See Standard 12.1 Internal Quality
Assessment.)

At least annually, the board must approve the internal audit function’s
performance objectives. (See Standard 12.2 Performance Measurement.)
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The board must conduct or participate with senior management in an
annual assessment of the chief audit executive’s performance. Such an
assessment includes:

e Reviewing the internal audit function's performance objectives,
including its conformance with the Standards and any additional
regulations, ability to meet the internal audit mandate, and progress
toward completion of the internal audit plan.

e Considering the results of the internal audit function’s quality
assurance and improvement program.

e Determining the extent to which the internal audit function’s
performance objectives are being met.

e Reviewing and contributing to the organization's assessment of the
chief audit executive's performance.

Chief Audit Executive Responsibilities

The chief audit executive must develop, implement, and maintain a quality
assurance and improvement program that covers all aspects of the internal
audit function. At least annually, the chief audit executive must
communicate the results of the internal quality assessment to the board.
Such communications include:

e The internal audit function’s conformance with the Standards and
achievement of performance objectives.

e Plans to address the internal audit function’s deficiencies and
opportunities for improvement.

Considerations for Implementation and Evidence of Conformance

Implementation

Board Practices

The board’s annual assessment of the chief audit executive should include:

e The level of contribution to the improvement of governance, risk
management, and control processes.

e Increased internal audit staff productivity.

e Increased cost efficiency of the internal audit process.

e Adequate engagement planning and supervision.
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e Effectiveness in building relationships and meeting the needs of
stakeholders.

The board’s assessment should contain qualitative and quantitative
measures. Performance measures should be specific to the organization and
meaningful to the internal audit function.

Chief Audit Executive Practices

The chief audit executive should ensure the board obtains the necessary
information to provide oversight of the internal audit function’s quality
assurance and improvement program, including:

e The scope, frequency, and results of internal and external quality
assessments conducted under the direction of or assisted by the
chief audit executive.

e Action plans that address opportunities for improvement. Any such
actions should be agreed upon with the board.

e Progress toward completing the agreed-upon actions.

Public Sector

The quality assurance and improvement program should include compliance
with any laws or regulations governing the internal audit function in the
jurisdiction within which the organization operates.

Evidence of Conformance

e Agendas and minutes from board meetings documenting discussions
with the chief audit executive about the internal audit function’s
quality assurance and improvement program.

e Chief audit executive presentations and other communications
covering the results of the quality assessments and status of action
plans to address any opportunities for improvement.

e Minutes from board meetings or other documentation showing that
the board reviewed and contributed to the chief audit executive’s
performance assessment.

Standard 8.4 External Quality Assessment

Requirements

The board must ensure an external quality assessment of the internal audit
function is conducted at least every five years.
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The external quality assessment must be conducted by an independent
assessor or assessment team that is qualified in the professional practice of
internal auditing as well as the quality assessment process. To be
independent, the assessor or assessment team must be from outside the
organization, not an employee or otherwise a part of or under the control of
the organization in which the internal audit function operates. Independent
assessors, assessment teams, and their organizations must be free from
actual, potential, or perceived conflicts of interest that could impair their
objectivity.

The external quality assessment requires a comprehensive review of the
adequacy of the internal audit function’s:

o Mandate, charter, strategy, methodologies, processes, risk
assessment, and internal audit plan.

e Conformance with the Global Internal Audit Standards.

e Performance criteria and measures as well as assessments results.

¢ Competencies, including the sufficient use of tools and techniques
and focus on process improvement.

¢ Integration into the organization’s governance process, including the
relationships between and among those involved in that process.

e Contribution to the organization’s governance, risk management,
and control processes.

e Contribution to the improvement of the organization's operations and
ability to attain its objectives.

o Effectiveness and efficiency in meeting expectations codified by the
board, senior management, and stakeholders.

External quality assessments are conducted in two ways: an external
assessment performed by an independent third party or a self-assessment
with independent validation.

Board Responsibilities

The board must determine the scope and frequency of the external quality
assessment. When defining the scope, the board must consider the
responsibilities of the internal audit function and the chief audit executive, as
contained in the internal audit charter, and regulatory requirements that may
affect the internal audit function.
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The chief audit executive’s plan for the performance of an external quality
assessment must be reviewed and approved by the board. Such approval
must cover, at a minimum:

The scope and frequency of assessments.

The competencies and independence of the external assessor,
assessment team, or individual selected to validate a self-
assessment.

The rationale for conducting a self-assessment with independent
validation rather than an external quality assessment performed by
an independent third party.

The board must receive the complete results of the external quality
assessment or self-assessment with independent validation directly from the
assessor. The board must review and approve the chief audit executive’s
action plans to address identified deficiencies and opportunities for
improvement. Additionally, the board must approve a timeline for completion
of the action plans and monitor the chief audit executive’s progress.

Chief Audit Executive Responsibilities

The chief audit executive must develop a plan for the performance of an
external quality assessment and obtain the board’s approval. The external
assessment must be conducted by a qualified, independent assessor or
assessment team from outside the organization. When selecting the
independent assessor, assessment team, or individual to validate a self-
assessment, the chief audit executive must ensure the following criteria are
met. To be qualified, the independent assessor or assessment team must
evidence:

Experience with and knowledge of the Standards and leading
internal audit practices.

Experience as a chief audit executive or comparable senior level of
internal audit management.

Previous experience performing external quality assessments.

Completion of external quality assessment training recognized by
The lIA.

At least one person on the team with an active Certified Internal
Auditor designation.

Attestation to the absence of conflicts of interest, in fact or
appearance.

Self-assessment with Independent Validation
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The requirement for an external quality assessment may be met periodically
through a self-assessment with independent validation. However, a self-
assessment with independent validation does not fully replace the
requirement for the internal audit function to conduct external quality
assessments. The self-assessment may be alternated with the external
quality assessment once every ten years.

The self-assessment typically is conducted by the internal audit function,
then validated by a qualified, independent external assessor. A self-
assessment with independent validation is more limited in scope and
consists of:

¢ A comprehensive and fully documented self-assessment process
that emulates the external quality assessment process in terms of
evaluating the internal audit function’s conformance with the
Standards.

¢ Onsite validation by a qualified, independent external quality
assessor. The independent validation must determine that the self-
assessment was conducted completely and accurately.

e Consideration of benchmarking, leading practices, and interviews
with key stakeholders, such as board members, senior management,
and operational management.

Considerations for Implementation and Evidence of Conformance

Implementation

Chief audit executive

The chief audit executive should be aware of potential impairments of
independence of assessors. Examples of potential impairments include
past, present, or future relationships with the organization, its personnel, or
its internal audit function (for example, external audit of financial
statements, assistance to the internal audit function, personal relationships,
previous or future participation in internal quality assessments, or advisory
services in governance, risk management, financial reporting, internal
control, or other related areas).
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If a potential assessor is a former employee of the organization, the length
of time the assessor has been independent should be considered.

Individuals from another department of the organization, although
organizationally separate from the internal audit activity, are not
considered independent for the purpose of conducting an external
assessment. In the public sector, internal audit functions in separate
entities within the same tier of government are not considered
independent if they report to the same chief audit executive. Likewise,
individuals from a related organization (for example, a parent organization,
an affiliate in the same group of entities, or an entity with regular oversight,
supervision, or quality assurance responsibilities with respect to the subject
organization) are not considered independent.

Reciprocal peer assessments between two organizations are not considered
independent. However, reciprocal assessments among three or more peer
organizations — organizations within the same industry, regional
association, or other affinity group — may be considered independent. Care
must be exercised to ensure that independence and objectivity are not
impaired and all team members are able to exercise their responsibilities
fully.

Joint Practices

The board should gain an understanding of the internal audit function’s
processes for ensuring quality and conformance with the Standards,
including the process related to external quality assessments.

The Standards require the internal audit function to undergo an external
quality assessment at least once every five years. However, the board and
chief audit executive may determine that it is appropriate to conduct an
external assessment more frequently. There are several reasons to consider
a more frequent review, including changes in leadership (for example,
senior management or the chief audit executive), significant changes in
internal audit policies or procedures, the merger of two or more internal
audit organizations into one internal audit function, or significant staff
turnover. Additionally, some organizations, such as those in highly
regulated industries or those directly serving the public, may prefer or be
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required to increase the frequency or scope of the external quality
assessments.

The board and chief audit executive typically collaborate to determine
whether such adjustments are necessary.

Rather than contracting a service provider to perform an external quality
assessment, an organization may reduce costs by working with two or more
organizations in the same industry or geographic area to conduct a series of
assessments. To achieve the requisite independence, two organizations
cannot directly assess one another. However, a group of three or more
organizations may enter an agreement whereby A assesses B, B assesses C,
and C assesses A, for example.

Qualifications and Competencies of External Assessors

In addition to the required qualifications and independence criteria
outlined in the Standards, it is preferred practice that the leader of the
external quality assessment team holds an active Certified Internal Auditor
designation.

Public Sector

The external quality assessment of an internal audit function in the public
sector should include team members knowledgeable of public sector
activities and governance structures.

Evidence of Conformance

e Formal external quality assessment report prepared by a qualified,
independent assessor.

e Presentations to the board by external assessors covering the
results of the external quality assessment.

e Chief audit executive presentations to the board covering external
assessment results and action plans, as appropriate.

e Board meeting minutes where the chief audit executive’s external
quality assessment plan is discussed and approved by the board.

e Board meeting minutes where the external quality assessor’s
qualifications and independence is discussed and confirmed.

e The chief audit executive's documented rationale for performing a
self-assessment with independent validation.
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DOMAIN IV Managing the Internal Audit Function

Managing the Internal Audit Function

Not translated

The chief audit executive is responsible for managing the internal audit
function in accordance with the internal audit charter and Global Internal
Audit Standards. This responsibility includes strategic planning, obtaining
and deploying resources, building relationships and communicating with
stakeholders to provide objective assurance and advice, and ensuring and
enhancing the performance of the function.

The individual responsible for managing the internal audit function is
expected to conform with the Standards including performing the
responsibilities described in this domain whether the individual is directly
employed by the organization or contracted through an external service
provider.

The specific job title and responsibilities may vary across organizations.
For example, the chief audit executive may have a title such as “auditor
general,” “head of internal audit,” “chief internal auditor,” “internal audit
director,” or “inspector general.” The chief audit executive may delegate
responsibilities to other qualified professionals in the internal audit
function but retains ultimate accountability.

The direct reporting relationship between the board and the chief audit
executive enables the internal audit function to fulfill its mandate. (See
also Standard 7.1 Organizational Independence.) In addition, the chief
audit executive typically has an administrative reporting line to the
highest-ranking person in senior management, such as the chief executive
officer, to support day-to-day activities and establish the status and
authority necessary to ensure the results of the internal audit services are
given due consideration.
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Principle 9 Plans Strategically

The chief audit executive plans strategically to ensure the internal audit
function fulfills its mandate and is positioned for long-term success.

Planning strategically requires the chief audit executive to understand the
internal audit mandate and the organization's governance, risk
management, and control processes. The internal audit strategy ensures
the function is sufficiently resourced and positioned to support the
organization's success. The internal audit charter documents the internal
audit mandate, the scope and priorities of internal audit services, and the
conditions that support the function’s ability to fulfill the mandate. In
addition, the chief audit executive creates and implements
methodologies to guide the internal audit function and an internal audit
plan to deliver the strategy.

Standard 9.1 Understanding Governance, Risk Management, and
Control Processes

Requirements

To develop an effective internal audit strategy, charter, and plan, the
chief audit executive must understand the organization's governance, risk
management, and control processes.

To understand governance processes, the chief audit executive must
consider how the organization:

e Establishes strategic objectives and makes strategic and operational
decisions.

e Qversees risk management and control.

e Promotes an ethical culture.

e Ensures effective performance management and accountability.

e Structures its management and operating functions.

e Communicates risk and control information throughout the
organization.
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e Ensures the coordination of activities and communications among the
board, internal and external providers of assurance services, and
management.

To understand risk management and control processes, the chief audit
executive must consider how the organization identifies and assesses
significant risks and selects appropriate control processes. This includes
understanding how the organization identifies and manages the following
key risk areas:

Reliability and integrity of financial and operational information.

Effectiveness and efficiency of operations and programs.

Safeguarding of assets.

e Compliance with laws and regulations.

Considerations for Implementation and Evidence of Conformance

Implementation

The chief audit executive’s understanding is developed by gathering
information broadly and viewing it comprehensively. Sources of
information include discussions with senior management and the board,
communications and workpapers from internal audit engagements, and
assessments and reports completed by other providers of assurance and
advisory services.

Understanding Governance Processes

The chief audit executive should be well informed about leading
governance principles, globally accepted governance frameworks and
models, and professional guidance specific to the industry and sector
within which the organization operates. Based on the knowledge, the
chief audit executive should identify whether any of these have been
implemented in the organization and should gauge the maturity of the
organization’s governance processes. The organization’s governance
structure, processes, and practices may be affected by unique
organizational characteristics such as the type, size, complexity, structure,
and process maturity as well as the legal and regulatory requirements to
which the organization is subject.
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The chief audit executive may review board and committee charters and
agendas and minutes from their meetings to gain additional insight into
the role the board plays in the organization’s governance, especially
regarding strategic and operational decision-making.

The chief audit executive may speak with individuals in key governance
roles (for example, the board chair, top elected or appointed official in a
governmental entity, chief ethics officer, human resources officer, chief
compliance officer, and chief risk officer) to gain a clearer understanding
of the organization’s processes and assurance activities. The chief audit
executive may review the reports and/or results of previously completed
governance reviews, paying particular attention to any identified
concerns.

Understanding Risk Management Processes

The chief audit executive should understand globally accepted risk
management principles, frameworks, and models as well as professional
guidance specific to the industry and sector within which the organization
operates. The chief audit executive should gather information to assess
the maturity of the organization’s risk management processes, including
identifying whether the organization has defined its risk appetite and
implemented a risk management strategy and/or framework. Discussions
with senior management and the board help the chief audit executive
understand their perspectives and priorities related to the organization’s
risk management.

To gather risk information, the chief audit executive should review
recently completed risk assessments and related communications issued
by senior and operational management, those charged with risk
management, external auditors, regulators, and other internal and
external providers of assurance services.

Understanding Control Processes

The chief audit executive should become familiar with globally accepted
control frameworks and consider those used by the organization. For
each identified organizational objective, the chief audit executive should
develop and maintain a broad understanding of the organization's control
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processes and their effectiveness. The chief audit executive may develop
an organizationwide risk and control matrix to:

e Document identified risks that may affect the ability to achieve
organizational objectives.

e Indicate the relative significance of risks.

e Understand key controls in organizational processes.

e Understand which controls have been reviewed for design adequacy
and deemed to be operating as intended.

A thorough understanding of the organization’s governance, risk
management, and control processes enables the chief audit executive to
identify and prioritize opportunities to provide internal audit services that
can enhance the organization’s success. The identified opportunities form
the basis of internal audit strategy and plan.

Evidence of Conformance

e Documented frameworks and processes used by the organization for
governance, risk management, and/or controls.

e Risk appetite statement.

e Agendas and minutes from board meetings indicating discussion of
the organization’s governance, risk management, and control
processes, including the strategies, approaches, and oversight of
each.

e Board and committee charters.

e Meeting minutes or notes from discussions with those in the
organization with roles in governance and risk management.

e Laws, regulations, and other requirements for governance, risk
management, and controls.

e Communications received from regulators.

e Business strategies and business plans.

e Organizationwide risk and control matrix.

Standard 9.2 Internal Audit Strategy

Requirements
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The chief audit executive must develop and implement a strategy for the
internal audit function that supports the strategic objectives and success
of the organization and aligns with the expectations of senior
management, the board, and other key stakeholders.

The internal audit strategy must include a vision, strategic objectives, and
supporting initiatives for the internal audit function.

The chief audit executive must review the internal audit strategy with
senior management and the board at least annually.

Considerations for Implementation and Evidence of Conformance

Implementation

An internal audit strategy helps guide the internal audit function toward
the fulfillment of the internal audit mandate. To develop the vision and
strategic objectives of the internal audit strategy, the chief audit
executive should start by considering the organization’s strategy and
objectives and the expectations of senior management and the board.
The chief audit executive may also consider the types of services to be
performed and the expectations of other stakeholders served by the
internal audit function, as agreed in the internal audit mandate. In
addition to fulfilling the requirement to review the internal audit strategy
with senior management and the board at least annually, the chief audit
executive may seek approval from the board.

The vision describes the desired future state — in the next three to five
years, for example — of the internal audit function and provides direction
to help the function fulfill its mandate. The vision is also designed to
inspire and motivate internal auditors and the function to continuously
improve. The strategic objectives define actionable targets to attain the
vision. The supporting initiatives outline more specific tactics and steps
for achieving each strategic objective.

One approach to developing a strategy is to identify and analyze the
internal audit function’s strengths, weaknesses, opportunities, and
threats — an exercise designed to determine ways to improve the
function. Another approach is to perform a gap analysis between the
current and the desired states of the internal audit function.

The initiatives supporting the strategy should include:
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e Opportunities to help internal auditors develop their competencies.

e The introduction and application of technology when it improves the
internal audit function’s efficiency and effectiveness.

e  Opportunities to improve the internal audit function as a whole.

When the chief audit executive determines the strategic objectives and
supporting initiatives, the actions to be taken should be prioritized and
assigned target dates.

The internal audit strategy should be adjusted whenever there are
changes in the organization’s strategic objectives or stakeholders’
expectations. Factors that may prompt a more frequent review of the
internal audit strategy include:

e Changes in the organization’s strategy or the maturity of its
governance, risk management, and control processes.

e Changes in the organization’s policies and procedures or the laws and
regulations to which the organization is subject.

e Changes in senior management, members of the board, or the chief
audit executive.

e Results of internal and external assessments of the internal audit
function.

The chief audit executive may delegate specific responsibilities related to
the strategic objectives and initiatives among members of the internal
audit function. Additionally, the chief audit executive may design a
timeline for implementation as well as key performance indicators and a
self-assessment process to measure whether the strategy is achieved.
The annual review of the internal audit strategy should include a
discussion of the internal audit function’s progress on initiatives.

Evidence of Conformance

e Documented internal audit strategy, including vision, strategic
objectives, and supporting initiatives.

e Minutes or correspondence from meetings with senior management,
the board, and/or other stakeholders where expectations were
discussed.
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e Notes showing the information and analyses that informed the
strategy.

e Internal audit policies and procedures for producing and reviewing
the internal audit strategy and monitoring its implementation.

e Results of self-assessments or other reviews of the progress on
initiatives.

Standard 9.3 Internal Audit Charter

Requirements

The chief audit executive must develop and maintain an internal audit
charter that specifies at a minimum the internal audit function’s:

e Purpose of Internal Auditing.

e Commitment to adhere to the Global Internal Audit Standards.

e Mandate and board’s responsibilities to support the internal audit
function.

e Organizational position and reporting relationships.

e Responsibilities of the internal audit function, including scope and
types of services to be provided.

e Commitment to quality assurance and improvement.

If assurances are to be provided to parties outside the organization, the
nature of these assurances also must be defined in the internal audit
charter.

The chief audit executive must discuss the charter with senior
management and the board and obtain board approval. The chief audit
executive and the board must review the charter periodically. If changes
are needed, the chief audit executive must seek the board’s approval of
the revised charter. (See also Standard 6.1 Internal Audit Mandate.)

Considerations for Implementation and Evidence of Conformance

Implementation

Although internal audit charters may vary by organization, the charter
typically includes the following topics:
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e Introduction —indicates the Purpose of Internal Auditing and the
internal audit function’s commitment to ethics and professionalism,
conformance with the Standards, and compliance with relevant laws
and regulations (specified as needed). (See Domains | and 1l.)

e Mandate — specifies the authority, roles, and responsibilities of the
internal audit function and the chief audit executive as approved by
the board. (See Standard 6.1 Internal Audit Mandate.)

e Organizational position and reporting relationships — documents the
chief audit executive’s reporting relationship and the internal audit
function’s organizational position, which together enable
organizational independence. (See Standards 7.1 Organizational
Independence and 7.2 Chief Audit Executive Roles, Responsibilities,
and Qualifications.) This section should define the terms “board” and
“senior management” for the purposes of clarifying the internal audit
function’s reporting relationships and should specify the board
responsibilities to support and oversee the internal audit function.
(See also Principle 6 Authorized by the Board and Principle 8
Overseen by the Board and relevant standards.) It may also describe
administrative responsibilities, such as supporting information flow
within the organization and approving the internal audit function’s
human resource administration and budgets.

e Safeguards to objectivity and independence — describes the
safeguards to be implemented if impairments exist. (See Standard 2.2
Safeguarding Objectivity and Standard 7.3 Safeguarding
Independence.)

e Responsibilities — describes the scope and types of internal audit
services to be provided and specifications for communicating with
senior management and the board. Any responsibilities for providing
assurance and advice on governance, risk management, and control
processes should be identified (for example, delivering training,
monitoring reports of ethics violations, performing fraud
investigations, and others).

e Quality assurance and improvement — describes the expectations for
developing and maintaining internal and external assessments of the
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internal audit function and communicating the results of the
assessments. (See Standard 8.3 Quality, Standard 8.4 External Quality
Assessment, and Principle 12 Enhances Quality and its related
standards.)

e Signatures — indicates agreement among the chief audit executive, a
designated board representative, and the individual to whom the
chief audit executive administratively reports. This section includes
the date, names, and titles of signatories.

Once drafted, the proposed charter should be discussed with senior
management and the board to confirm that it accurately reflects their
understanding and expectations of the internal audit function. The chief
audit executive should present a final draft during a board meeting to be
discussed and approved.

The chief audit executive and the board should also agree on the
frequency with which to review and reaffirm whether the charter’s
provisions continue to enable the internal audit function to accomplish its
objectives. A leading practice is to review the charter annually, reference
it as needed when questions about the internal audit mandate arise, and
update it as needed.

Public Sector

If the mandate is specified in another governing document, such as in
law or regulation, such a document may serve as the charter.

The administrative reporting relationship may be established by law
and may be to the board only, not to management.

Evidence of Conformance

e Minutes of the board meetings during which the internal audit
charter was discussed and approved.

e The approved charter, dated and with names and titles of signatories.

e Minutes of board meetings that include evidence that the chief audit
executive periodically reviews the internal audit charter with senior
management and the board.

‘ Standard 9.4 Methodologies
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Requirements

The chief audit executive must establish methodologies (policies,
processes, and procedures) to guide the internal audit function to achieve
its mandate and conform with the Standards.

The methodologies must guide internal audit processes and services,
including:

e Assessing risks for the organization as a whole and for each
engagement.

e Developing the internal audit plan.

e Determining the balance between assurance and advisory
engagements.

e Coordinating with internal and external assurance providers.

e Managing external service providers, when used.

e Safeguarding data and information to which auditors have access.

e Performing internal audit engagements:

o Identifying authoritative frameworks and guidance to support the
governance, risk management, and control considerations for the
activity under review.

Analyzing business processes and prioritizing risks for testing.

Testing the design and operation of control processes.

Determining root cause.

Obtaining required documentation and approvals.

O |0 |O |O |O

Supervising the internal audit engagement performance and
documentation.

o Determining the significance of engagement findings and
conclusions.

e Communicating the results of internal audit services.

e Retaining and releasing engagement records and other information,
consistent with the organization's guidelines and any pertinent
regulatory or other requirements.

e Monitoring the completion of management’s action plans.

e Assuring the quality and improvement of the internal audit function.
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e Performing additional services identified in the internal audit
mandate.

The chief audit executive must ensure the internal audit function receives
training on the methodologies.

The chief audit executive must evaluate the effectiveness of the
methodologies and update them as necessary to improve the internal
audit function and in response to significant changes that affect the
function.

(See also Standards under Principle 13 Plan Engagements Effectively,
Principle 14 Conduct Engagement Work, and Principle 15 Communicate
Engagement Conclusions and Monitor Action Plans.)

Considerations for Implementation and Evidence of Conformance

Implementation

The form, content, level of detail, and degree of documentation of
methodologies may differ based on the size, structure, and maturity of
the internal audit function and the complexity of its work. Methodologies
may exist as individual documents (such as standard operating
procedures) or may be collected into an internal audit manual or
integrated into internal audit management software.

To help ensure the internal audit function’s success, the chief audit
executive establishes methodologies that align with and support the
Standards and guide internal auditors with a systematic approach to
performing internal audit processes and conducting services. Internal
audit methodologies supplement the Standards by providing specific
instructions and criteria that help internal auditors implement the
Standards and perform services with quality. For example, to support
internal auditors in evaluating engagement findings and conclusions, the
chief audit executive should develop a methodology and scale for rating,
ranking, or otherwise indicating the significance of individual engagement
findings and the significance of the engagement conclusion, based on
consideration of the engagement findings in aggregate. (See also
Standard 14.3 Evaluation of Findings and 14.5 Developing Engagement
Conclusions.)
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Some methodologies require developing a process or system. For
example, the chief audit executive is required to establish a process to
monitor whether management has implemented actions to address
engagement findings. Internal auditors use the methodology and process
established by the chief audit executive. (See also Standard 15.2
Confirming the Implementation of Action Plans.)

Additionally, internal audit methodologies describe processes and
procedures for communicating, handling operational matters, and
performing services in addition to assurance engagements, which the
chief audit executive determines in agreement with senior management
and the board. Examples of such services include delivering training,
monitoring reports of ethics violations, performing fraud investigations,
and performing environmental, health, and safety assessments. When
the internal audit function is expected to provide such services, the chief
audit executive is required to establish methodologies and train internal
auditors appropriately.

The effectiveness of the internal audit methodologies should be reviewed
during assessments of the internal audit function’s quality. Changes that
could require the chief audit executive to update the methodologies
include significant changes in professional internal audit standards and
guidance, legal and regulatory requirements, and technological
innovations.

Evidence of Conformance

e Documentation of or software program incorporating methodologies.

e Meeting agendas and minutes, emails, signed acknowledgments,
training schedules, or similar documentation evidencing
communications to internal audit personnel about internal audit
methodologies.

e Documentation of audit work demonstrating methodologies
followed.

Standard 9.5 Internal Audit Plan

Requirements
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The chief audit executive must develop an internal audit plan that
supports the achievement of the organization’s objectives.

The chief audit executive must base the internal audit plan on a
documented assessment of the organization’s strategies, objectives, and
risks. This assessment must be informed by input from senior
management and the board as well as an understanding of the
organization’s governance, risk management, and control processes. The
assessment must be performed at least annually.

The internal audit plan must:

e Consider the internal audit strategy and the full range of internal
audit services.

e Specify internal audit services that support the evaluation and
improvement of the organization's governance, risk management,
and control processes.

e Consider coverage of information technology governance, fraud risk,
and the effectiveness of the organization’s compliance and ethics
programs.

e |dentify the necessary financial, human, and technological resources.

e Be dynamic and updated timely in response to changes in the
organization’s business, risks, operations, programs, systems,
controls, and organizational culture.

The chief audit executive must review and revise the internal audit plan
as necessary and communicate timely to senior management and the
board:

e The impact of any resource limitations on internal audit coverage.

e The rationale for not including in the plan an assurance engagement
in an area or activity with high risk.

e Conflicting demands for services between major stakeholders, such as
high-priority requests based on emerging risks and requests to
replace planned assurance engagements with advisory engagements.

e Limitations on scope or restrictions on access to information.
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The chief audit executive must discuss the internal audit plan, including
significant interim changes, with senior management and the board.
Significant changes to the plan must be approved by the board.

Considerations for Implementation and Evidence of Conformance

Implementation

The frequency for creating and revising an internal audit plan should be
determined based on factors including the degree and frequency of
change in the organization and risk environment. This standard requires
an organizationwide risk assessment to be completed at least annually as
the basis for the plan. However, the chief audit executive should keep
apprised of risk information continuously, updating the risk assessment
and internal audit plan accordingly. If the organization’s environment is
dynamic, the internal audit plan may need to be updated as frequently as
every six months, quarterly, or even monthly.

One approach to preparing the internal audit plan initially is to design an
audit universe (also called “risk universe”) to organize potentially
auditable units within the organization and facilitate the identification
and assessment of risks. An audit universe is most useful when it is based
on an understanding of the organization’s objectives and strategic
initiatives and aligned with the organization’s structure or risk framework.
Auditable units may include business units, processes, programs, and
systems. The chief audit executive can link those organizational units to
key risks in preparation for a comprehensive risk assessment and the
identification of assurance coverage throughout the organization. This
process enables the chief audit executive to prioritize the risks to be
evaluated further during internal audit engagements.

To ensure that the audit universe and risk assessment cover the
organization’s key risks, the internal audit function typically
independently reviews and validates the key risks that were identified
within the organization’s risk management system. The internal audit
function should only rely on management’s information about risks and
controls if it has concluded that the organization’s risk management
processes are effective.
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To complete the organizationwide, or comprehensive, risk assessment,
the chief audit executive should consider objectives and strategies not
just at the broad organizational level but also at the level of specific
auditable units. Additionally, the chief audit executive should give due
consideration to risks — such as those related to ethics, fraud, information
technology, third-party relationships, and noncompliance with regulatory
requirements — that may be tied to more than one business unit or
process and may require more complex evaluation.

To support this risk assessment, the chief audit executive may gather
information from recently completed internal audit engagements as well
as discussions with the board and senior management. (See also Standard
9.1 Understanding Governance, Risk Management, and Control Processes
and Standard 11.3 Communicating Results.) The chief audit executive
may implement a methodology for continuously assessing risks. Risks
should be considered not only in terms of negative effects and barriers to
achieving objectives but also in terms of opportunities that enhance the
organization’s ability to achieve its objectives.

The chief audit executive should develop a strategy to ensure all
significant and new or emerging risks can be identified and considered
adequately for the audit plan. For example, resource limitations,
especially in small internal audit functions, may make it impossible for the
internal audit function to assess every risk in the audit universe annually.
In such cases, the chief audit executive may need to increase reliance on
sources of risk information such as management’s risk assessments,
meetings with senior management and the board, and the results of
previous engagements and other audit work. The chief audit executive
should plan to reevaluate reliance periodically.

To develop the internal audit plan, the chief audit executive considers the
results of the levels of residual risk identified in the organizationwide risk
assessment, along with the other requirements of this standard, including
the input and requests made by senior management and the board, the
assurance coverage throughout the organization, and the internal audit
function’s ability to rely on the work of other assurance providers.
Internal audit planning may incorporate the concepts of continuous
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auditing or agile auditing, allowing the internal audit function to respond
nimbly and dynamically to changes throughout the year, with audit plans
considered to be “rolling,” “fluid,” or “dynamic.”

To ensure the internal audit plan covers all mandatory and risk-based
engagements, internal auditors should consider:

e Engagements required by law or regulation.

e Engagements critical to the organization’s mission or strategy.

e Areas and activities with significant levels of residual risk.

o Whether all significant risks have sufficient coverage by assurance
providers.

e Advisory and ad hoc requests.

e The time and resources required for each potential engagement.

e Each engagement’s potential benefits to the organization, such as the
engagement’s potential to contribute to the improvement of the
organizations’ governance, risk management, and control processes.

To schedule internal audit engagements, the chief audit executive should
take into account:

e The organization’s operational priorities.

e Schedule of external audit engagements and regulatory reviews.

e Competencies and availability of internal auditors.

e Ability to access the activity under review.

For example, if an engagement needs to occur during a specific time of
year, the resources needed to complete that engagement should also be
available at that time. Likewise, if the activity to be reviewed is
unavailable or constrained during a certain period of the year, the
engagement should be scheduled to avoid that period.

The proposed internal audit plan typically includes:

e The list of proposed engagements, specifying whether the
engagements are assurance or advisory.

e Rationale for selecting each proposed engagement; for example,
significance of risk, organizational theme or trend (root cause),
regulatory requirement, or time since last engagement.
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e General purpose and preliminary scope of each proposed
engagement.

e Alist of nonaudit activities or projects to improve the internal audit
function.

e A percentage of hours to be reserved for contingencies and ad hoc
requests.

The chief audit executive, senior management, and the board should
agree upon the criteria that defines the significant changes that require a
revision of the audit plan. The agreed-upon criteria and protocol should
be incorporated into the internal audit function’s methodologies.
Examples of significant changes include canceling or postponing
engagements related to significant risks or critical strategic objectives. If
risks arise that make it necessary to implement revisions to the plan
before a formal discussion with the board can be scheduled, the board
should be informed of the changes immediately and a formal approval
should occur as soon as possible.

Evidence of Conformance

e Approved internal audit plan.

e Documented risk assessment/prioritization, including the inputs upon
which the plan is based.

e Minutes of meetings in which the chief audit executive discussed with
senior management and the board the audit universe,
organizationwide risk assessment, internal audit plan, and the criteria
and protocol for handling significant changes to the plan.

e Notes documenting discussions to gather information to inform the
organizationwide risk assessment and internal audit plan.

e Documented list of those to whom the internal audit plan was
distributed.

e Documented methodologies for organizationwide risk assessment
and protocol for handling significant changes.

‘ Standard 9.6 Coordination and Reliance
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Requirements

The chief audit executive must coordinate with internal and external
providers of assurance services and consider relying upon their work.

Coordination of services minimizes duplication of efforts, highlights gaps
in coverage of key risks, and enhances the overall value added by all
providers.

The chief audit executive must develop a methodology for evaluating
other providers of assurance and advisory services that includes a basis
for relying upon their work. The evaluation must take into account the
providers’ roles, responsibilities, organizational independence,
competency, and objectivity, as well as the due professional care applied
to the work. The chief audit executive must understand the scope,
objectives, and results of the work performed.

When the internal audit function relies on the work of other assurance
service providers, the chief audit executive is still responsible for the
conclusions reached by the internal audit function and accountable for
ensuring the conclusions are supported by adequate information.

Considerations for Implementation and Evidence of Conformance

Implementation

The chief audit executive should identify the organization’s assurance and
advisory service providers by communicating with senior management
and reviewing the organizational reporting structure and board meeting
agendas or minutes. Internal providers of assurance and advice include
functions that may report to or be part of senior management, such as
compliance, environmental, financial control, health and safety,
information security, legal, risk management, and quality assurance.
External assurance providers may report to senior management, external
stakeholders, or the chief audit executive.

Examples of coordination include:

e Synchronizing the nature, extent, and timing of planned work.

e Ensuring a common understanding of assurance techniques, methods,
and terminology.
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e Providing access to one another’s work programs, workpapers, and
reports.

e Using management’s risk management information to provide joint
risk assessments.

e Coordinating the scheduling of engagements.

e Creating a shared risk universe.

e Combining results for joint reporting.

The process of coordinating assurance activities varies by organization,
from informal in small organizations to formal and complex in large or
heavily regulated organizations. The chief audit executive considers the
organization’s confidentiality requirements before meeting with the
various providers to gather the information necessary to coordinate
services. Frequently, the providers share the objectives, scope, and timing
of upcoming engagements and the results of prior engagements. They
also discuss the potential for relying on one another’s work.

One method to coordinate assurance coverage is to create an assurance
map by linking identified significant risk categories with relevant sources
of assurance and rating the level of assurance provided for each risk
category. Because the map is comprehensive, it exposes gaps and
duplications in assurance coverage, enabling the chief audit executive to
evaluate the sufficiency of assurance services in each risk area. The
results can be discussed with the other assurance providers so that the
parties may reach an agreement about how to coordinate activities. In a
combined assurance approach, the chief audit executive coordinates the
internal audit function’s assurance engagements with those other
assurance providers to reduce the nature, frequency, and redundancy of
engagements, maximizing the efficiency of assurance coverage.

The chief audit executive may choose to rely on the work of other
providers for various reasons, such as to assess specialty areas outside of
the internal audit function’s expertise, to decrease the amount of testing
needed to complete an engagement, and to enhance risk coverage
beyond the internal audit plan.
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To determine whether the internal audit function may rely on the work of
another provider, the methodology should take into account the

provider’s:

e Potential or actual conflicts of interest and whether disclosures were
made.

e Reporting relationships and the potential impacts of this
arrangement.

e Relevance and validity of professional experience, qualifications,
certifications, and affiliations.

e Methodology and the care applied in planning, supervising,
documenting, and reviewing the work.

e Findings and whether they are based on sufficient, reliable, and
relevant evidence and appear reasonable.

After evaluating the work of another assurance provider, the chief audit
executive may determine that the internal audit function cannot rely
upon the work. Internal auditors may either retest the work and gather
additional information or independently perform assurance services.

If the internal audit function intends to rely upon the work of another
assurance provider on an ongoing or long-term basis, the parties should
document the agreed-upon relationship and specifications for the
assurance to be provided and the testing and evidence required to
support the assurance.

Evidence of Conformance

e Communications regarding distinct assurance and advisory roles and
responsibilities, which may be documented in the notes from
meetings with individual providers of assurance and advisory services
or in minutes of meetings with senior management and the board.

e Assurance maps and/or combined assurance plans that identify which
provider is responsible for assurance services in each area.

e Documentation of the methodology established by the chief audit
executive to determine whether the internal audit function may rely
on a provider’s work.
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e Agreements with other assurance providers, such as a charter,
confirming the specifications of the assurance work they will perform.
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Principle 10 Manages Resources

The chief audit executive manages resources to implement the internal
audit function’s strategy, complete its plan, and achieve its mandate.

Managing resources requires obtaining and deploying financial, human,
and technological resources effectively.

The chief audit executive follows the organization’s processes to obtain
the resources required to perform internal audit responsibilities and
deploys the resources according to the methodologies established for the
internal audit function.

Standard 10.1 Financial Resource Management

Requirements

The chief audit executive must manage the internal audit function’s
financial resources.

The chief audit executive must develop a budget that enables the
successful achievement of the internal audit mandate and plan. The
budget includes the resources necessary for the operation of the
function, including training and acquisition of technology and tools. The
chief audit executive must manage the day-to-day activities of the
internal audit function effectively and efficiently, in alignment with the
budget.

The chief audit executive must present the budget to the board for
approval. The chief audit executive must communicate timely the impact
of insufficient financial resources to senior management and the board.

Considerations for Implementation and Evidence of Conformance

Implementation

At least monthly, the chief audit executive should review the planned
versus actual budget and analyze significant variances to determine
whether adjustments are needed. The budget may include reserves for
unexpected but necessary changes to the internal audit plan.

If significant additional resources are needed due to unforeseen
circumstances, the chief audit executive should discuss the circumstances
with senior management and the board.
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Public Sector

When the budget is set by law or regulation, the chief audit executive
still must determine how to allocate internal audit function resources
within the given budget and must notify the board and management

when the budgeted financial resources are inadequate.

Small Internal Audit Functions

If a small internal audit function’s budget is established within a larger
budget managed by another department, business unit, or authority,
the chief audit executive still should understand the funds allocated to
the internal audit function, track spending, monitor the sufficiency of
the financial resources deployed in the internal audit function, and
keep the board informed.

Outsourced

For organizations that outsource the internal audit function, a
comprehensive, holistic budget for the internal audit function still
must be established (rather than individual project budgets) and
reviewed periodically to confirm that it is sufficient, and the board
should advocate for sufficient resources when necessary.

Evidence of Conformance

e Documentation of the internal audit plan against the budget,
forecast, and actual expenses.

e Minutes of meetings in which the chief audit executive discussed the
internal audit budget with senior management and the board.

e Board meeting minutes discussing the internal audit function’s budget
and approval.

Standard 10.2 Human Resource Management

Requirements

The chief audit executive must establish a program to recruit, develop,
and retain qualified internal auditors required to successfully fulfill the
internal audit charter and achieve the internal audit plan.

The chief audit executive must ensure that human resources are
appropriate, sufficient, and effectively deployed to achieve the approved
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internal audit plan. Appropriate refers to the mix of knowledge, skills, and
abilities; sufficient refers to the quantity of resources; and effective
deployment refers to assigning resources in a way that optimizes the
achievement of the internal audit plan.

The chief audit executive must communicate with senior management
and the board regarding the appropriateness and sufficiency of the
internal audit function’s human resources. The board must approve the
resource plan. If the function lacks appropriate and sufficient human
resources to achieve the internal audit plan, the chief audit executive
must determine how to obtain the resources or communicate the impact
of the limitations to senior management and the board timely.

The chief audit executive must evaluate the competencies of individual
internal auditors within the internal audit function and encourage
professional development. The chief audit executive must collaborate
with internal auditors to help them develop their individual competencies
through training, receiving supervisory feedback, and/or mentoring.

Considerations for Implementation and Evidence of Conformance

Implementation

The structure and approach to resourcing the internal audit function
should align with the internal audit charter and support the achievement
of the internal audit plan and strategic objectives.

In formulating a program for managing the internal audit function’s
human resources, the chief audit executive should:

e Consider organizational characteristics, such as structure and
complexity, geographic regions of operations, diversity of cultures
and languages, and volatility of the risk environment in which the
organization operates.

e Consider the internal audit budget and the cost effectiveness and
flexibility of various staffing approaches (for example, hiring an
employee versus contracting with an external service provider).

e Understand the options for obtaining the human resources
needed to fulfill the internal audit charter and achieve the
internal audit plan.
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e Communicate with senior management and the board to agree
upon an approach.

To support a program for recruiting qualified internal auditors, the chief
audit executive should:

e Collaborate with the human resources function to develop job
specifications or descriptions that align with the requirements of
Standard 3.1 Competency and professional competency
frameworks.

e Consider the benefits of recruiting internal auditors with diverse
backgrounds, experiences, and perspectives and creating an
inclusive work environment that allows for effective collaboration
and sharing of diverse views.

e Participate in recruitment activities, such as job fairs, student
events, professional networking opportunities, and interviews
with prospective candidates for hire.

To develop and retain internal auditors, the chief audit executive should:

e Implement compensation, promotion, and recognition activities
that support the achievement of the internal audit function’s
strategic objectives.

e Implement methodologies for training, evaluating performance,
and promoting the professional development of internal
auditors.

e Consider the human resource objectives of the internal audit
function and the organization, such as cross-functional sharing of
knowledge and succession planning.

e Cultivate an ethical, professional environment and ensure
internal auditors are adequately trained and collaborating
effectively. (See also Domain Il. Ethics and Professionalism.)

To evaluate whether the human resources are appropriate and sufficient
to achieve the plan, the chief audit executive should take into account:

e The competencies of the internal auditors and the competencies
needed to perform internal audit services.

e The time required to complete the services.
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e The nature and complexity of the services.

e The number of internal auditors and productive work hours
available.

e Scheduling constraints, including the availability of internal
auditors and the organization’s information, people, and
properties.

e The ability to rely on the work of other assurance providers. (See
also Standard 9.6 Coordination and Reliance.)

The chief audit executive may use a competency framework to identify,
assess, and create an inventory of the internal audit function’s
competencies and experience. The chief audit executive reviews the
competencies needed to achieve the internal audit plan. (See also
Standard 3.1 Competency).

In addition to competencies, the chief audit executive considers the
timing or schedule of internal audit engagements, based on the schedules
of individual internal auditors and the availability of staff responsible for
the activity under review. Certain engagements may need to occur during
a specific time of year, and the resources needed to complete that
engagement must also be available at that time.

If the resources are insufficient to cover the planned engagements, the
chief audit executive may provide training for existing staff, request an
expert from within the organization to serve as a guest auditor, hire
additional staff, rely on other assurance providers, develop a rotational
auditing program, or contract with an external service provider. External
service providers may provide specialized skills, complete special projects,
or perform a limited number of engagements.

When the internal audit function is sourced internally, internal audit
staffing may be supplemented by a rotational staffing model, whereby
employees from other business units join the internal audit function
temporarily and later return to the business unit. Employees transferring
into the internal audit function may provide specialized skills and
knowledge as well as unique perspectives and insights. Additionally,
when employees transfer back into business units, their internal audit
experiences contribute to a deeper understanding of the organization’s
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governance, risk management, and control processes. When a rotational
model is used, the chief audit executive should be aware of potential
impairments to objectivity and the required safeguards. (See also
Standard 2.2 Safeguarding Objectivity.)

While internal auditors are responsible for ensuring their individual
professional development and may use a competency framework to
assess their own skills and opportunities for development, the chief audit
executive also should support the professional development of internal
auditors. The chief audit executive may establish minimum expectations
for professional development and should encourage the pursuit of
professional qualifications. The chief audit executive should include
funding for training and professional development in the internal audit
budget and provide opportunities internally as well as externally, through
continuing professional education, training, and conferences. (See also
Standard 3.1 Competency and Standard 10.1 Financial Resource
Management.)

The internal audit methodology for supervising engagements should
include sufficient opportunities for internal auditors to receive
constructive feedback from more experienced internal auditors in
supervisory roles; such feedback may be provided through written or oral
comments in the supervisory reviews of workpapers and other
communications. Mentorship programs offer on-the-job experiences
through which less experienced internal auditors to follow and directly
observe knowledgeable staff performing engagements. The ongoing
monitoring and periodic self-evaluations that comprise the internal audit
function’s internal assessments provide additional opportunities for
internal auditors to receive feedback and suggestions to increase their
effectiveness. (See also Standard 12.1 Internal Assessments.) Individual
performance evaluations carried out at regular intervals, such as
annually, are another source of input that can contribute to internal
auditor’s professional development.

Public Sector

In the public sector, the chief audit executive may not have the authority
to make remuneration decisions but should still collaborate with the
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human resources function to ensure that job classifications specify the
appropriate competencies and qualifications for internal auditors and
that recruitment and retention efforts include assessments of those
competencies.

Evidence of Conformance

Documented analysis of gaps between competencies of internal
auditors on staff and those required.

Job descriptions.

Résumés of internal auditors employed by the organization.

Documented training plans.

Documented evidence of completed training.

Internal auditors’ performance evaluations.

External service provider contracts and résumés of internal
auditors assigned by the provider.

Meeting minutes documenting discussions regarding the internal
audit budget.

The internal audit plan, with the estimated schedule of
engagements and resources allocated.

Post-engagement comparison of budgeted work hours to actual
hours.

Assessments of the performance of the internal audit function
and individual internal auditors.

Standard 10.3 Technological Resources

Requirements

The chief audit executive must ensure that the internal audit function has
appropriate technology to support the internal audit process.

The chief audit executive must regularly evaluate the technology used by
the internal audit function and pursue opportunities to improve
effectiveness and efficiency.

When implementing new technology, the chief audit executive must
ensure that internal auditors receive appropriate training to use the
technological resources effectively. The chief audit executive must
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collaborate with the organization’s information technology and
information security functions to ensure technological resources are
implemented properly and appropriate controls are operating effectively.

The chief audit executive must communicate the impact of technology
limitations on the effectiveness or efficiency of the internal audit function
to senior management and the board.

Considerations for Implementation and Evidence of Conformance

Implementation

The internal audit function should use technology to improve its
effectiveness and efficiency. Examples of such technology include:

Audit management systems.

Process mapping applications.

Tools that assist with data science and analytics.

Tools that assist with communication and collaboration.

To ensure the internal audit function has appropriate technological
resources to perform its responsibilities, the chief audit executive
should:

Assess the feasibility of acquiring and implementing technology-
enabled enhancements across the internal audit function’s processes.

Present sufficiently supported technology funding requests to senior
management and the board for approval.

Develop and implement plans to introduce approved technologies.
Plans should include training internal auditors and demonstrating the
realized benefits to senior management and the board.

Identify and respond to the risks that arise from technology use,
including those related to information security and privacy of
individual data.

Evidence of Conformance

Documented discussions or plans related to requests for and
implementation of technologies.

List of technology applications in use by the internal audit function.

Records of technology implementation, training, and use, including
workpapers evidencing use of technology during engagements.
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e The names of internal auditors and their technology-related .
certifications and qualifications.

e Information security, records management, and other policies and .
procedures relevant to the internal audit function’s use of
technological resources.

Principle 11 Communicates Effectively Not translated

The chief audit executive ensures the internal audit function
communicates effectively with its stakeholders.

Effective communication requires building relationships, establishing trust,
and ensuring that stakeholders benefit from the results of internal audit
services. The chief audit executive is responsible for helping the internal
audit function establish ongoing communication with stakeholders to build
trust and foster relationships. Additionally, the chief audit executive
oversees the internal audit function’s formal communications with senior
management and the board to ensure quality and provide insights based
on the results of internal audit services.

Standard 11.1 Building Relationships and Communicating with
Stakeholders

Requirements

The chief audit executive must develop an approach for the internal audit
function to build relationships and trust with key stakeholders, including
the board, senior management, operational management, regulators, and
internal and external service providers.

The chief audit executive must promote formal and informal
communication between the internal audit function and stakeholders,
contributing to the mutual understanding of:

e Organizational interests and concerns. .

e Approaches for identifying and managing risks and providing .
assurance.

e Roles and responsibilities of all parties and opportunities for .
collaboration.

e Relevant regulatory requirements. .
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e Significant organizational processes, including financial reporting.

Considerations for Implementation and Evidence of Conformance

Implementation

Regular, ongoing communication contributes to a common understanding
among senior management, the board, and the internal audit function of
the organization’s risks and assurance priorities and promotes adaptability
to changes. The chief audit executive should be included in the
organization’s communication channels to keep current with major
developments and planned activities that could affect the objectives and
risks of the organization. The chief audit executive also should attend
meetings with the board and key governance committees, as well as senior
management and groups that report directly to senior management, such
as compliance, risk management, and quality control.

In addition, the chief audit executive should discuss a methodology for
communication with senior management and the board to determine the
criteria defining significant issues requiring formal communication, the
format and content of formal communication, and the frequency with
which such communication should occur.

Meeting independently with individual senior executives and members of
the board allows the chief audit executive to build relationships with them
and learn about their concerns and perspectives. To better understand
business objectives and processes, internal auditors may meet with key
members of operational management, such as the head of a business unit
and employees who perform operational tasks. In certain highly regulated
industries or sectors, meetings between the chief audit executive and
external auditors and regulators may be appropriate.

The chief audit executive and internal auditors may initiate discussions
with management and the board about strategies, objectives, and risks as
well as industry news, trends, and regulatory changes. Such discussions,
along with surveys, interviews, and group workshops, are useful tools for
obtaining input, especially on emerging risks and fraud risks. Websites,
newsletters, presentations, and other forms of communication can be
effective methods for sharing the internal audit function’s role and
benefits with employees and other stakeholders.
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In large internal audit functions, the chief audit executive may delegate
individual internal auditors to be responsible for maintaining ongoing
communication with the management of key functions such as global
operations, information technology, compliance, and human resources.
(See also Standard 9.6 Coordination and Reliance.)

Communication should include opportunities for ongoing, informal
interaction between internal auditors and the organization’s employees.
When informal interactions occur consistently, employees gain trust in
internal auditors, increasing the likelihood of candid discussions that might
not occur in formal meetings. As a part of relationship building, informal
interaction may enhance internal auditors’ comprehensive understanding
of the organization and its control environment. Rotating internal auditors
into and out of assignments in specific business units or locations balances
the benefits of informal communication against the need to protect
internal auditors’ objectivity.

Public Sector

Internal auditors should consider the public at large to be a direct
stakeholder of the organization. To serve the public, the internal audit
function may consider input from the public, such as users of services
including utilities, public transit systems, and parks and recreation
facilities. Additional stakeholders may include elected officials; however,
internal auditors should involve management and the board before taking
direction from officials who do not provide direct governance over the
organization.

Evidence of Conformance

e The internal audit function’s documented relationship
management plan.

e Agendas or minutes from meetings among members of the
internal audit function and stakeholders.

e Surveys, interviews, and group workshops through which internal
auditors solicit input from internal stakeholders.

e Websites or web pages, newsletters, presentations, and other
outlets through which the internal audit function communicates
with stakeholders in the organization.
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Standard 11.2 Effective Communication

Requirements

The chief audit executive must ensure that internal audit communications
are accurate, objective, clear, concise, constructive, complete, and timely.

Communication must be:

e Accurate: free from errors and distortions and faithful to the
underlying facts.

e Objective: impartial, unbiased, and the result of a fair and
balanced assessment of all relevant facts and circumstances.

e Clear: logical and easily understood by relevant stakeholders,
avoiding unnecessary technical language.

e Concise: succinct and free from unnecessary detail and wordiness.

e Constructive: helpful to stakeholders and the organization and
enabling improvement where needed.

e Complete: relevant, reliable, and sufficient information and
evidence to support the results of internal audit services.

e Timely: appropriately timed, according to the significance of the
issue, allowing management to take appropriate corrective action.

Considerations for Implementation and Evidence of Conformance

Implementation

To ensure that internal audit communications are accurate, objective,
clear, concise, constructive, complete, and timely, the chief audit executive
establishes methodologies that may include policies, criteria, and
procedures to guide the internal audit function’s communications and
achieve consistency. The communication methodology should take into
account the expectations of senior management, the board, and other
relevant stakeholders. (See also Standard 9.4 Methodologies.) The chief
audit executive may provide communications training to internal auditors,
such as training on writing engagement reports or preparing presentations
of final communications.

Supervisory reviews ensure that engagement communications are checked
for the following characteristics and considerations:
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Accurate — When communicating, internal auditors should use
precise terms and descriptions, supported by information
gathered. Internal auditors should also consider other standards
related to accuracy, including Standard 11.4 Errors and Omissions.

Objective — Findings, recommendations, conclusions, and other
results of internal audit services must be based on balanced
assessments of all relevant circumstances. Communications should
focus on identifying factual information and linking the
information to objectives. Internal auditors should avoid terms
that may be perceived as biased. (See also Principle 2 Maintain
Objectivity and Standard 2.1 Individual Objectivity.)

Clear — Clarity is increased when internal auditors use language
that is consistent with terminology used in the organization and
easily understood by the intended audience. Internal auditors
should avoid unnecessary technical language and define important
terms that are uncommon or used in a way that is specific or
unique to the report or presentation. Internal auditors improve
the clarity of their communications by including significant details
that support findings, recommendations, and conclusions.

Concise — Internal auditors should avoid redundancies and exclude
information that is unnecessary, insignificant, or unrelated to the
engagement or service.

Constructive — Internal auditors should express information with a
cooperative and helpful tone that facilitates collaboration with the
activity under review to determine opportunities for improvement
and action plans.

Complete — Completeness enables the reader to reach the same
conclusions as those reached by internal auditors. Internal auditors
prepare communications for various recipients and the nature of
the communications should be adapted for each recipient group.
For example, communications to senior management and the
board may differ from those delivered to the management of an
activity under review. To ensure completeness, internal auditors
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consider the information necessary for the recipient to take the
actions for which they are responsible.

e Timely — Timeliness may be different for each organization and
depend upon the nature of the engagement.

In addition to engagement supervision, the chief audit executive may
establish key performance indicators to measure and monitor the
effectiveness of internal audit communication, which can be used as part
of the function’s quality assurance and improvement program. (See also
Standard 8.3 Quality, Principle 12 Enhances Quality, and relevant
standards.)

Evidence of Conformance

e Records of participation in training or meetings on effective
communication skills.

e Final communications and other documents approved by the chief
audit executive, as well as supporting documents that
demonstrate the characteristics of effective communications.

e Presentation slides or meeting minutes that demonstrate the
characteristics of effective communications.

e Record demonstrating the timeliness of communications.

e Workpapers that demonstrate the characteristics of effective
communications.

e Workpapers with supervisory review notes on improving
communication effectiveness.

e Results of stakeholder surveys regarding the quality of internal
audit communications.

e Results of quality assurance and improvement program.

Standard 11.3 Communicating Results

Requirements

The chief audit executive must communicate the results of internal audit
services periodically. The chief audit executive must understand the
expectations of senior management and the board regarding the nature
and timing of communications.

The results of internal audit services include:
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e Engagement conclusions.

e Themes such as effective practices or root causes.

e Conclusions such as at the level of the business unit or
organization.

Engagement Conclusions

The chief audit executive must review and approve the final engagement
communication and decide to whom and how it will be disseminated
before it is issued. If these duties are delegated to other internal auditors,
the chief audit executive retains overall responsibility. The chief audit
executive must seek the advice of legal counsel and/or senior
management before releasing final communications to parties outside the
organization, unless otherwise mandated or restricted by law or
regulation. (See also Standard 11.4 Errors and Omissions and Standard
11.5 Communicating the Acceptance of Risk.)

Themes

The findings and conclusions of multiple engagements, when viewed
holistically, may reveal patterns or trends, such as root causes. When the
chief audit executive identifies themes related to the organization’s
governance, risk management, and control processes, the theme must be
communicated timely, along with insights, advice, and/or conclusions, to
senior management and the board.

Conclusions at the Level of the Business Unit or Organization

The chief audit executive may be required to make a conclusion at the
level of the business unit or organization about the effectiveness of
governance, risk management, and/or control processes, due to industry
requirements, laws or regulations, or the expectations of senior
management, the board, and/or other stakeholders. Such a conclusion
reflects the professional judgment of the chief audit executive based on
multiple engagements and must be supported by relevant, reliable, and
sufficient information.

When communicating such a conclusion to senior management or the
board, the chief audit executive must include:

e Summary of the request for the conclusion.
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e The conclusion, which may be expressed as a rating, opinion, or
other description.

e The criteria used as a basis for the conclusion, for example a
governance framework or risk and control framework.

e The scope, including limitations and the time period to which the
conclusion pertains.

e A summary of the information that supports the conclusion.

e Adisclosure of reliance on the work of other assurance providers,
if any.

Considerations for Implementation and Evidence of Conformance

Implementation

The results of internal audit services may be based on the individual
engagements, multiple engagements, and interactions with senior
management and the board over time.

Engagement Communications

While Standard 13.1 Engagement Communication requires internal
auditors to communicate throughout an engagement with those
responsible for the activity under review, the chief audit executive is
responsible for ensuring the final engagement communication is
disseminated to the appropriate parties. Appropriate parties may include
senior management, the board, and/or those responsible for developing
and implementing management’s action plans. (See Standard 13.1
Engagement Communication and Standard 15.1 Final Engagement
Communication.)

The chief audit executive should encourage internal auditors to
acknowledge satisfactory and positive performance in engagement
communications. Examples of good practices identified across
engagements may be transferable to other parts of the organization or
serve as a benchmark throughout the organization.

Themes

Tracking the findings, recommendations, and conclusions of multiple
engagements may enable the identification of trends, such as the
improvement or worsening of conditions compared to criteria, a root
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cause underlying the conditions, or an opportunity to share a practice that
increases effectiveness or efficiency.

Communications to senior management and the board should include:

e Significant control weaknesses and a robust root cause analysis.

e Thematic or systemic issues, actions, or progress across multiple
engagements or business units.

Insights obtained from other assurance providers may be considered when
identifying themes. (See also Standard 9.6 Coordination and Reliance.)

Conclusions at the Level of the Business Unit or Organization

When communicating conclusions at the levels of the business unit or
organization overall, the chief audit executive should consider how a
conclusion relates to the strategies, objectives, and risks of the
organization. The chief audit executive also should consider whether the
conclusion will solve a problem, add value, and/or provide management or
other stakeholders with confidence regarding an overall theme or
condition.

The chief audit executive also considers the time period to which the
conclusion relates and any scope limitations to determine which
engagements would be relevant to the overall conclusion. All related
engagements or projects are considered, including those completed by
other internal and external assurance providers. (See also Standard 9.6
Coordination and Reliance.)

For example, an overall conclusion may be based on aggregate
engagement conclusions at the organization’s local, regional, and national
levels, along with results reported from outside entities such as
independent third parties or regulators. The scope statement provides
context for the overall conclusion by specifying the time period, activities,
limitations, and other variables that describe the conclusion’s boundaries.

The chief audit executive should summarize the information on which the
overall conclusion is based and identify the relevant risk or control
frameworks or other criteria used as a basis for the overall conclusion. The
chief audit executive should articulate how the overall conclusion relates
to the strategies, objectives, and risks of the organization. Overall
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conclusions are typically communicated in writing, although there is no
requirement in the Standards to do so.

Public Sector

When communication to the public or key stakeholders outside the
organization is a part of the internal audit function’s mandate, final
engagement communications should be available on a timely basis as
specified by relevant laws, regulations, or policies.

Often, internal audit functions in the public sector are required to present
internal audit results at public meetings. If the internal audit function
reports to a board or elected body, they may be permitted to release the
results without seeking the advice of senior management and legal
counsel, although they must still communicate the results to management
during closing communications, as required in Standard 13.1 Engagement
Communication.

Evidence of Conformance

e Final engagement communications, including engagement
findings, recommendations, and conclusions.

e The chief audit executive's outline, meeting minutes, speaking
notes, slides, or documents indicating communication with senior
management and the board.

e Analyses including data reports, diagrams, and graphs showing
trends.

e Relevant risk or control frameworks or other criteria used as a
basis for the overall conclusion.

Standard 11.4 Errors and Omissions

Requirements

If a final engagement communication contains a significant error or
omission, the chief audit executive must communicate timely corrected
information to all parties who received the original communication.

Significance is determined according to criteria agreed upon with the
board.

Considerations for Implementation and Evidence of Conformance

Implementation
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The chief audit executive and the board should agree upon criteria
indicating that an error or omission is significant and a protocol for
communicating the correction. To determine the significance, the chief
audit executive should evaluate whether the mistaken or omitted
information could have legal or regulatory consequences or change the
findings, conclusions, recommendations, or action plans.

The chief audit executive determines the most appropriate method of
communication to ensure the corrected information is received by all
parties who received the original communication. In addition to
communicating the corrected information, the chief audit executive should
identify the cause of the error or omission and take corrective action to
prevent a similar situation from occurring in the future.

Evidence of Conformance

e Internal audit policies and procedures for handling errors and
omissions.

e Criteria agreed upon with the board and used by the chief audit
executive to determine the level of significance.

e Correspondence and other records showing how the chief audit
executive determined the significance and cause of the error or
omission.

e The chief audit executive's calendar, board or other meeting
minutes, internal memos, and email correspondence where an
error or omission was discussed.

e The original and corrected final communication documents.

e Documentation from all parties involved of any corrected
communications received.

Standard 11.5 Communicating the Acceptance of Risks

Requirements

The chief audit executive must communicate unacceptable levels of risk.

When the chief audit executive concludes that management has accepted
a level of risk that exceeds the organization’s risk tolerance, the matter
must be discussed with senior management. If the chief audit executive
determines that the matter has not been resolved by senior management,
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the matter must be escalated to the board. It is not the responsibility of
the chief audit executive to resolve the risk.

Considerations for Implementation and Evidence of Conformance

Implementation

The chief audit executive gains an understanding of the organization’s risks
and risk tolerance through discussions with senior management and the
board, relationships and ongoing communication with stakeholders, and
the results of internal audit services. (See also Standard 8.1 Board
Interactions; Standard 9.1 Understanding Governance, Risk Management,
and Control Processes; and Standard 11.1 Building Relationships and
Communicating with Stakeholders.) This understanding provides the chief
audit executive with perspective about the level of risk the organization
considers acceptable. If the organization has a formal risk management
process, it may include a risk acceptance policy, which the chief audit
executive should understand.

The chief audit executive may discuss and seek the board’s agreement on
methodologies for documenting and communicating the acceptance of
risks that exceed the organization’s stated risk tolerance. Methodologies
should take into account the requirements of the Standards and the
organization’s risk management process, policies, and procedures. The risk
management process may include a preferred approach to communicating
significant risk issues. Specifications may include the timeliness of
communicating, the hierarchy of reporting, and requirements for
consultation with the organization’s legal counsel or head of compliance.
The internal audit methodology also should include procedures for
documenting the discussions and actions taken, including a description of
risk, the reason for concern, management’s reason for not implementing
internal audit recommendations or other actions, the name of the
individual responsible for accepting the risk, and the date of discussion.

The chief audit executive may become aware that management has
accepted a risk by reviewing management’s response to engagement
findings and monitoring management’s progress to implement agreed-
upon action plans. Building relationships and maintaining communication
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with stakeholders are additional means of remaining apprised about risk
management activities including management’s acceptance of risk.

Examples of risks that may exceed the organization’s risk tolerance include
those that may result in:

¢ Harm to the organization’s reputation.

¢ Harm to the organization’s employees or other stakeholders.

¢ Significant regulatory fines, limitations on business conduct, or other
financial or contractual penalties.

e Material misstatements.

¢ Conflicts of interest, fraud, or other illegal acts.

¢ Significant impediments to achieving strategic objectives.

The chief audit executive’s professional judgment contributes to the
determination of whether management has accepted a level of risk that
exceeds the organization’s risk tolerance. If management has made
insufficient progress on previously agreed-upon action plans, for example,
the chief audit executive may conclude that management has accepted a
level of risk that exceeds the organization’s risk tolerance. Before
escalating a concern to senior management and/or the board, the chief
audit executive should address the issue directly with management
responsible for the risk area to share concerns, understand management’s
perspective, and agree on a resolution, which could include an action plan.

The requirements of this standard are only implemented when the chief
audit executive cannot reach agreement with the management
responsible for managing the risk. If the risk identified as unacceptable
remains unresolved after a discussion with senior management, the chief
audit executive escalates the concern to the board. The board is
responsible for deciding about how to address the concern with
management.

Public Sector

When the internal audit function is funded by an authority or oversight
body outside the organization, regulations may require the chief audit
executive to notify the funding authority or body in addition to the board.

Evidence of Conformance
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Documentation of discussions and agreement with the board on
methodologies for communicating risk concerns.

¢ Documentation of discussions about the risk and actions
recommended to operational management and senior
management, including minutes of meetings.

e Documentation explaining the risk concern and internal audit
actions taken to address the concern, including the process of
escalating the discussion from operational management to senior
management.

e Documentation from meetings with the board, including private or
closed sessions during which the concern was escalated to the
board.

Principle 12 Enhances Quality

The chief audit executive ensures conformance with the Global Internal
Audit Standards and continuously improves the internal audit function’s
performance.

Quality is a combined measure of conformance with the Global Internal
Audit Standards and the achievement of the internal audit function’s
performance objectives. A quality assurance and improvement program is
designed to evaluate and ensure the internal audit function conforms with
the Standards, achieves performance objectives, and pursues continuous
improvement. The program includes internal and external assessments.
(See also Standard 8.3 Quality and Standard 8.4 External Quality
Assessment.)

The chief audit executive is responsible for ensuring that the internal audit
function continuously improves. This requires the development of criteria
and measures to assess the performance of internal audit engagements,
the internal auditors, and the internal audit function. These measures form
the basis for evaluating the progress toward performance objectives.

Standard 12.1 Internal Quality Assessment

Requirements
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The chief audit executive must develop and conduct internal assessments
of the internal audit function’s progress toward performance objectives
and conformance with the Global Internal Audit Standards.

The chief audit executive must establish a methodology for internal
assessments that includes:

e Ongoing monitoring of the internal audit function’s progress
toward performance objectives and its conformance with the
Standards.

e Periodic self-assessments or assessments by other persons within
the organization with sufficient knowledge of internal audit
practices to evaluate conformance with all elements of the
Standards.

e Communication with the board at least annually about the results
of internal assessments.

Based on the results of a periodic self-assessment, the chief audit
executive must develop an action plan to address instances of
nonconformance with the Standards and opportunities for improvement,
including a proposed timeline for actions. The chief audit executive must
communicate the results of periodic self-assessments and action plans to
the board. (See also Standard 8.1 Board Interaction and Standard 9.4
Methodologies.)

Internal assessments must be documented and included in the evaluation
conducted by an independent third party as part of the organization's
external quality assessment. (See also Standard 8.4 External Quality
Assessment.)

If nonconformance with the Standards impacts the overall scope or
operation of the internal audit function, the chief audit executive must
disclose to senior management and the board the nonconformance and its
impact.

Considerations for Implementation and Evidence of Conformance

Implementation

Ongoing Monitoring

Ongoing monitoring is an integral part of the day-to-day supervision,
review, and measurement of the internal audit function. Ongoing

INTERN



monitoring is incorporated into the routine policies and practices used to
manage the internal audit function and includes processes, tools, and
information considered necessary to evaluate conformance with the
Standards.

The internal audit function’s progress toward performance objectives and
conformance with the Standards is monitored primarily through
continuous activities such as engagement planning and supervision,
established internal audit methodologies, workpaper procedures and sign-
offs, and supervisory reviews of engagement workpapers and final
communications. These activities include identification of any weaknesses
or areas in need of improvement and action plans to address them. The
chief audit executive may develop templates or automated workpapers for
internal auditors to use throughout engagements, ensuring
standardization and consistency in the application of the work practices.

Adequate supervision is a fundamental element of any quality assurance
and improvement program. Supervision begins with planning and
continues throughout the engagement. Supervision may include setting
expectations, encouraging communications among team members
throughout the engagement, and reviewing and signing off on workpapers
timely. (See also Standard 12.3 Ensuring and Improving Engagement
Performance.)

Additional mechanisms commonly used for ongoing monitoring include:

e Checklists or automation tools to provide assurance on internal
auditors’ compliance with established practices and procedures
and to ensure consistency in the application of performance
standards.

e Feedback from internal audit stakeholders regarding the efficiency
and effectiveness of the internal audit team. Feedback may be
solicited immediately following the engagement or on a periodic
basis (for example, semi-annually or annually) through survey tools
or discussions between the chief audit executive and
management.

e Other measurements that may be valuable in determining the
efficiency and effectiveness of the internal audit function include
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metrics indicating the adequacy of resource allocation (such as
budget-to-actual variance), the timeliness of engagement
completion, the achievement of the internal audit plan, and
surveys of stakeholder satisfaction.

In addition to validating conformance with the Standards, ongoing
monitoring may identify opportunities to improve the internal audit
function. In such cases, the chief audit executive may address these
opportunities and develop an action plan, including key performance
indicators. Once changes are implemented, the indicators can be used to
monitor success.

Periodic Self-assessments

Periodic self-assessments provide a more holistic, comprehensive review
of the Standards and the internal audit function. Periodic self-assessments
address conformance with every standard, whereas ongoing monitoring
focuses on the standards relevant to performing engagements. Periodic
self-assessments may be conducted by senior members of the internal
audit function, a dedicated quality assurance team, individuals within the
internal audit function who have extensive experience with the Standards,
Certified Internal Auditors, or other competent internal audit professionals
from elsewhere in the organization. The chief audit executive should
consider including internal auditors in the self-assessment process, which
may improve their understanding of the Standards.

Periodic self-assessments enable the internal audit function to validate its
conformance with the Standards. When a self-assessment is performed
shortly before an external assessment, the time and effort required to
complete the external assessment is typically reduced.

Periodic self-assessments evaluate:

e The adequacy and appropriateness of the internal audit function’s
methodologies.

e How well the internal audit function enhances the organization’s
success.

e The quality of internal audit services performed and supervision
provided.
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e The degree to which stakeholder expectations are met and
performance objectives are achieved.

The individual or team conducting the self-assessment typically evaluates
the internal audit function’s conformance against each standard and may
interview and survey the internal audit function’s stakeholders. Through
this process, the chief audit executive is typically able to assess the quality
of the internal audit function’s methodologies and the function’s degree of
adherence to policies and procedures for conducting engagements.

As part of the periodic-self assessment, the internal audit function may
conduct:

e Post-engagement review — The internal audit function may select a
sample of engagements from a particular timeframe and conduct a
review to assess compliance with internal audit function’s
methodologies and conformance with the Standards. These
reviews are typically conducted by internal audit staff who were
not involved in the respective engagement. In a larger or more
mature organization, this process may be handled by a quality
assurance specialist or team.

e Performance measure analysis — The internal audit function may
also monitor and analyze performance measures related to the
efficiency of internal audit practices. Examples of performance
measures include:

o Budget-to-actual engagement hours.

o Percentage of the internal audit plan completed.

o Number of days between fieldwork completion and
issuance of final engagement communication.

o Percentage of management action plans implemented
following engagements.

e The number of internal auditors on staff who hold a professional
certification, their years of experience in internal auditing, and the
number of continuing professional education hours they earned
during the year.

Public Sector
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The system of internal assessment also must include ongoing monitoring
of the conformance with applicable regulations.

Small Internal Audit Functions

Small internal audit functions may face challenges in conducting internal
quality assessments due to financial and staff constraints. Therefore, the
chief audit executive of a small internal audit function may need to
consider requesting assistance from others within the organization to
conduct periodic assessments, such as former internal auditors or others
with suitable knowledge of internal auditing. The chief audit executive
should oversee such assessments.

To perform ongoing monitoring, the chief audit executive may need to
increase the use of checklists or other automated tools to monitor
conformance with the Standards during each engagement.

Evidence of Conformance

Completed checklists that support workpaper reviews, survey
results, and performance measures related to the efficiency and
effectiveness of the internal audit function.

Documentation of completed periodic assessments, which include
the scope of the review and plan, workpapers, and
communications.

Presentations to the board and management and meeting minutes
covering the results of internal assessments.

Documented results of both ongoing monitoring and periodic self-
assessments, including corrective action plans.

Actions taken to improve the internal audit function’s
conformance, efficiency, and effectiveness.

Standard 12.2 Performance Measurement

Requirements

The chief audit executive must develop objectives to evaluate the internal
audit function's performance. The chief audit executive must consider the
input and expectations of senior management and the board when
developing the performance objectives. The chief audit executive is
responsible for ensuring that the internal audit function achieves its
performance objectives.
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The chief audit executive must develop a performance measurement
methodology that includes performance criteria and measures to assess
progress toward achieving the function’s performance objectives. When
assessing the internal audit function’s performance, the chief audit
executive must solicit feedback from senior management and the board.

The chief audit executive must develop an action plan to address any
issues and opportunities for improvement.

Considerations for Implementation and Evidence of Conformance

Implementation

The establishment of performance measures is critical to determining
whether an internal audit function achieves its performance objectives in
accordance with the Standards and its charter. The first step is for the chief
audit executive to identify key performance measures for internal audit
services that stakeholders believe add value, help address risks, improve
the organization’s operations, and strengthen controls.

Sources to consider when identifying key performance measures of the
internal audit function’s effectiveness and efficiency include the Global
Internal Audit Standards, the internal audit function’s mandate and
charter, applicable laws and regulations, and the internal audit function’s
strategies and performance objectives. Measures of effectiveness and
efficiency may be quantitative or qualitative.

The internal audit function’s performance measures should include
operational and strategic outcomes. Achievement of the internal audit
plan should not be the sole measure of success. Performance measures
may include:

e Level of contribution to improving risk management, control, and
governance processes.

e Achievement of key goals and objectives.

e Evaluation of progress against the internal audit plan.

e Coverage of risks identified as critical.

e Improvement in staff productivity.

e Increase in efficiency of the audit process.

e Increase in the number of action plans for process improvements.
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e Adequacy of engagement planning and supervision.

e Evaluation of whether stakeholders' needs are met.

e Results of quality assessments and the internal audit function’s
quality improvement program.

e Clarity of communications with stakeholders.

e Average time lapsed between completion of audit testing and
issuance of the final engagement communication.

e Percentage of recommendations accepted by management.

e Return on investment.

e Level of consideration of equity when conducting engagements.

Once key effectiveness and efficiency measurements and targets have
been identified, the chief audit executive should establish a monitoring
process and a method of communicating to stakeholders (for example,
format, timing, and metrics). The internal audit function should obtain
feedback from key stakeholders on audit effectiveness and make
adjustments where needed.

Evidence of Conformance

e Internal communications of the performance measurements used
to monitor progress.

e Summary communications presented to senior management and
the board.

Standard 12.3 Ensuring and Improving Engagement Performance

Requirements

The chief audit executive must ensure that engagements are properly
supervised, quality is assured, and competencies are developed.

e To ensure proper supervision, the chief audit executive must
provide internal auditors with guidance throughout the
engagement, verify work programs are complete, and confirm
engagement workpapers adequately support findings, conclusions,
and recommendations.

e To assure quality, the chief audit executive must ensure
engagements are performed in conformance with the Standards
and the internal audit function’s methodologies.
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e To develop competencies, the chief audit executive must provide
internal auditors with feedback about their performance and
opportunities for improvement.

The extent of supervision required depends on the maturity of the internal
audit function, the proficiency and experience of internal auditors, and the
complexity of engagements.

The chief audit executive is responsible for supervising engagements,
whether the engagement work is performed by the internal audit staff or
by other service providers. Supervisory responsibilities may be delegated
to appropriate and qualified individuals, but the chief audit executive
retains ultimate responsibility.

The chief audit executive must ensure that appropriate evidence of
supervision is documented and retained, according to the internal audit
function’s established methodology.

Considerations for Implementation and Evidence of Conformance

Implementation

When planning engagement supervision, the chief audit executive or a
designated engagement supervisor should review the engagement
objectives. Supervision may include opportunities for staff development,
such as post-engagement meetings between the internal auditors who
performed the engagement and the chief audit executive or designee.

Assessing the skills of the internal audit staff is an ongoing process
extending beyond reviewing engagement workpapers. Based on the
results of skill assessments, the chief audit executive may identify which
internal auditors are qualified to supervise engagements and assign tasks
accordingly.

Engagement supervision begins with engagement planning and continues
throughout the engagement. During the planning phase, the engagement
supervisor approves the engagement work program and may assume
responsibility for other aspects of the engagement. (See also Principle 13
Plan Engagements Effectively and relevant standards).

The primary criterion for approval of the work program is whether it
achieves the engagement objectives efficiently. The work program includes
procedures for identifying, analyzing, evaluating, and documenting
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engagement information. Engagement supervision also involves ensuring
that the work program is completed and approving changes to the work
program.

The engagement supervisor should maintain ongoing communication with
the internal auditors assigned to perform the engagement and with
management of the area or process under review. The engagement
supervisor reviews the engagement workpapers that describe the audit
procedures performed, the information identified, and the findings and
preliminary conclusions made during the engagement. The supervisor
evaluates whether the information, testing, and resulting evidence are
relevant, reliable, and sufficient to achieve the engagement objectives and
support the engagement conclusions.

Standard 11.2 Effective Communication requires that engagement
communications should be accurate, objective, clear, concise, constructive,
complete, and timely. Engagement supervisors review engagement
communications and workpapers for these elements because workpapers
provide the primary support for engagement communications.

Throughout the engagement, the engagement supervisor and/or chief
audit executive meet with the internal auditors assigned to perform the
engagement and discuss the engagement process, which provides
opportunities for training, development, and evaluation of the internal
auditors. Supervisors may ask for additional evidence or clarification when
reviewing the engagement communications and workpapers, which
document all aspects of the engagement process. Internal auditors may be
able to improve their work by answering questions posed by the
engagement supervisor.

Usually, the supervisor’s review notes are cleared from the final
documentation once adequate evidence has been provided or workpapers
have been amended with additional information that addresses the
supervisor’s concerns and/or questions. Alternatively, the internal audit
function may retain a separate record of the engagement supervisor’s
concerns and questions, the steps taken to resolve them, and the results of
those steps.
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The chief audit executive is responsible for all internal audit engagements
and significant professional judgments made throughout the
engagements, regardless of whether the work was performed by the
internal audit function or other assurance providers. The chief audit
executive develops policies and procedures designed to minimize the risk
that internal auditors will make judgments or take actions that are
inconsistent with the chief audit executive’s professional judgment and
may adversely affect the engagement. The chief audit executive
establishes a means to resolve any professional judgment differences. This
may include discussing pertinent facts, pursuing additional inquiry or
research, and documenting differing viewpoints in engagement
workpapers as well as any conclusions. If there is a difference in
professional judgment over an ethical issue, the issue may be referred to
individuals in the organization who are responsible for ethical matters.

Small Internal Audit Functions

Ensuring engagement performance is a challenge for small audit functions
where there may not be individual auditors for supervision and ongoing
internal assessment. The chief audit executive may consider the use of
tools such as checklists or other automated tools to assist in ensuring basic
conformance to the Standards in each engagement.

Evidence of Conformance

e Engagement workpapers, either signed or initialed, and dated by
the engagement supervisor (if documented manually) or
electronically approved (if documented within a workpaper
program).

e Completed checklists that support workpaper reviews.

e Interview and survey results that include feedback about the
engagement experience from internal auditors and other
individuals directly involved with the engagement.

e Documentation of communication between engagement
supervisor and staff internal auditors regarding the engagement
work.
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DOMAIN V Performing Internal Audit Services

Principle 13 Plan Engagements Effectively

Not translated

Internal auditors plan each engagement using a systematic, disciplined
approach.

The Global Internal Audit Standards along with the methodologies
established by the chief audit executive form the foundation of internal
auditors’ systematic, disciplined approach to planning engagements.
Internal auditors are responsible for effectively communicating at all
stages of the engagement.

Engagement planning starts with understanding the initial expectations
for the engagement and the reason the engagement was included in
the internal audit plan. When planning engagements, internal auditors
gather the information that will enable them to understand the
organization and the activity under review and to assess the risks
relevant to the activity. The engagement risk assessment allows
internal auditors to identify and prioritize the risks to determine the
engagement objectives and scope. Internal auditors also identify the
criteria and resources needed to perform the engagement and develop
an engagement work program, which describes the specific
engagement steps to be performed.

Standard 13.1 Engagement Communication

Requirements

Internal auditors must communicate effectively throughout the
engagement.

Effective engagement communication must be accurate, objective,
clear, concise, constructive, complete, and timely, as defined in
Standard 11.2 Effective Communication.

Engagement communication must include initial, ongoing, closing, and
final communications with the management of the activity under
review.

Initial engagement communications comprise:
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e Announcing the engagement.

e Discussing the engagement risk assessment, objectives, scope, and
timing.

e Requesting the information and resources necessary to perform the
engagement.

e Setting expectations for additional engagement communication.

Ongoing communication requires providing updates about the
engagement progress. The extent of ongoing communication depends
upon the nature and length of the engagement. If applicable, internal
auditors must communicate:

e Governance, risk management, or control issues that require
immediate attention.

e Changes to the scope, objectives, timing, or length of the
engagement.

Internal auditors must have a closing communication, usually a
meeting, with the management of the activity under review when
engagement work has been completed and before issuing a final
communication. The closing communication gives internal auditors and
management an opportunity to resolve differences related to the
engagement findings, recommendations, and conclusions before a final
communication is issued.

The closing communication must include discussion of:

e The engagement findings, recommendations, and conclusions.

e Management’s action plans to address the findings.

e The feasibility of recommendations and/or action plans.

e The timing to address each finding.

e The owner responsible for the action.

If internal auditors and management do not agree on a finding,
recommendation, or conclusion, internal auditors must discuss and try
to reach a common understanding about the issue with the
management of the activity under review during the closing
communication. If a common understanding still cannot be reached,
internal auditors must not feel obligated to change any portion of the
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engagement results unless there is a valid reason to do so. Internal
auditors must state both positions and the reasons for the differences
in the final engagement communication. (See also Standard 15.1 Final
Engagement Communication.)

Considerations for Implementation and Evidence of Conformance

Implementation

To ensure communication is effective, a variety of methods should be
used: formal and informal, written and oral. Engagement
communications may occur through scheduled meetings,
presentations, emails and other documents, and informal discussions.
Requirements for the quality and content of engagement
communications are typically established by the chief audit executive in
alignment with the expectations of senior management and the board
and documented in internal audit methodologies. (See also Standard
11.2 Effective Communication.)

With the announcement communication, internal auditors give advance
notice of the engagement to the appropriate stakeholders, typically the
management and/or relevant staff of the activity under review, to set
the foundation for cooperation and open dialogue. Internal auditors
should follow the policy established by the chief audit executive to
determine the amount of notice to give. The announcement should
inform management about the reason for the review, the proposed
starting time, and the approximate duration of the engagement.

Announcements take various forms but are typically written
communications, such as a message, notification, memo, or letter. The
announcement includes the timing of the engagement to ensure that
the planned work does not conflict with other significant events
occurring in the activity under review. Additionally, internal auditors
request the information and documentation that will be needed to
assess risks and begin developing the work program.

Another common initial communication is an opening or entrance
meeting, which generally occurs after the risk assessment has been
completed and internal auditors have established the initial
engagement objectives and scope. This discussion provides an
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opportunity for internal auditors to ensure that the management of the
activity under review understands and supports the objectives, scope,
and timing of the engagement. The meeting also allows the parties to
make adjustments and establish the expectations for additional
communication, including the frequency of communications and who
will receive the final communication.

After the opening meeting, internal auditors should create an
engagement planning memorandum to document the discussion. Such
documentation should be incorporated into the engagement
workpapers.

Ongoing communication between internal auditors and the
management of the activity under review throughout the engagement
is essential for transmitting information that requires immediate
attention and updating relevant parties about engagement progress or
changes in scope. Ongoing communication helps internal auditors and
the management of the activity under review gain clarity and avoid or
resolve misunderstandings and differences.

The required closing communication (also called an “exit conference”)
is a planned, structured opportunity for internal auditors, the
management of the activity under review, and other relevant staff to
validate and finalize the engagement findings, recommendations, and
conclusions before a final communication is issued. The closing
communication also provides an opportunity for management and
internal auditors to discuss and potentially resolve any differences or
disagreements about findings, recommendations, and/or conclusions.
While the goal is to reach agreement, when that is not the case, this
standard requires the inclusion of the viewpoints of both management
and internal auditors in the final engagement communication.

Discussing the feasibility of internal auditors’ recommendations may
include weighing the costs, such as the severity of the risk versus the
benefits of implementing the recommendations. Management action
plans may not be fully developed before the closing communication,
but management may have ideas about the actions it will take to
address the findings. Even if management has not completely
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developed action plans, ideas can be discussed and evaluated. After the
discussion, management can confirm its action plans, the expected
timing of implementation, and the personnel who will be responsible
for implementing the actions.

Evidence of Conformance

Initial Communication

e Emails, meeting minutes, or pre-engagement planning
documentation (such as notes or a memo) indicating that the
engagement was announced in advance.

e Minutes from the opening engagement meeting, including evidence
of discussing the risk assessment, objectives, scope, and timing.

e Engagement planning memorandum documenting the opening
meeting.

e Feedback (such as through surveys) from the management of the
activity under review.

Ongoing Communication

e Documentation (emails, meeting minutes, workpapers, or notes)
showing communication throughout the engagement, including
progress updates, required notifications about urgent issues and
changes, and input from the management of the activity under
review.

Closing Communication

e Meeting minutes or notes showing structured two-way
communication about internal audit findings, recommendations
and conclusions, and management action plans.

e Draft of internal audit findings, recommendations, and conclusions
and management action plans with management’s responses.

e Documentation of feedback solicited and received from the
management of the activity under review (such as through
surveys).
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Standard 13.2 Engagement Risk Assessment

Requirements

Internal auditors must develop an understanding of the activity under
review and assess relevant risks.

To develop the understanding, internal auditors must identify and
gather sufficient information and conduct an engagement risk
assessment.

Internal auditors must understand:

e The strategies, objectives, and risks of the organization that are
relevant to the activity under review.

e The organization’s risk tolerance.

e The risk assessment supporting the internal audit plan.

e The objectives of the activity under review.

e The governance, risk management, and control processes of the
activity under review.

e Authoritative frameworks, guidance, and criteria that may be used
to evaluate the effectiveness of those processes.

To conduct the engagement risk assessment, internal auditors must:

e |dentify the significant risks to the objectives of the activity under
review.

e |dentify the means by which the activity controls its risks to a level
within the organization’s risk tolerance.

e Evaluate the significance (impact and likelihood) of the risks.

e Assess the design adequacy of the activity’s control processes.

e Consider specific risks including those related to fraud and
information technology and systems.

Considerations for Implementation and Evidence of Conformance

Implementation

To develop an understanding of the activity under review and assess
relevant risks, internal auditors should start by understanding the
internal audit plan, the discussions that led to its development, and the
reason the engagement was included. Engagements included in the
internal audit plan arise from the internal audit function’s
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organizationwide risk assessment. When internal auditors begin an
engagement, they should consider the risks applicable to that particular
engagement and inquire whether any changes have occurred since the
internal audit plan was developed. Reviewing the organizationwide risk
assessment and any other risk assessments recently conducted (such as
those completed by management) may help internal auditors identify
risks relevant to the activity under review.

Internal auditors should examine the alignment between the
organization and the activity under review. Internal auditors gather and
consider the information about the organization’s strategies and
processes for governance, risk management, and control as well as the
organization’s objectives, policies, and procedures. Then, internal
auditors consider how these aspects of the organization relate to the
activity under review and to the engagement as they begin to develop
the engagement risk assessment.

Useful information may be found in:

e Risk assessments recently conducted by the internal audit function
or management.

e Results of engagements previously performed by the internal audit
function and other assurance and advisory service providers.

e Reports by other assurance and advisory service providers, such as
financial, environmental, social responsibility, and governance.

e Organizationwide risk assessments and internal audit plans.

e Workpapers from previous engagements.

To gather information, internal auditors may:

e Review reference materials including the authoritative guidance of
The lIA and other standards, guidance, laws, and regulations
relevant to the organization’s sector, industry, and jurisdiction.

e Use organizational charts and job descriptions to determine who is
responsible for relevant information, processes, and other aspects
of the activity under review.

e Inspect physical property of the activity under review.

INTERN




e Examine documentation from the information owner or outside
sources, including management’s policies, procedures, flowcharts,
and reports.

e Examine websites, databases, and systems.

e |nquire through interviews, discussions, or surveys.

e Observe a process in action.

e Meet with other assurance and consulting service providers.

Internal auditors review the gathered information to understand how
processes are intended to operate and identify the criteria that
management uses to measure whether the activity is achieving its
objectives. Surveys, interviews, physical inspections, and process walk-
throughs allow internal auditors to observe the current conditions in
the activity under review. Internal auditors should document and
summarize relevant information in a single planning document that is
retained as an engagement workpaper. (See also Standard 14.6
Documenting Engagements.)

To perform the engagement risk assessment, internal auditors use the
gathered information to understand and document the objectives of
the activity under review, the risks that could affect the achievement of
each objective, and the controls intended to manage each risk.

Internal auditors may create a chart, spreadsheet, or similar tool to
document the risks and the controls designed to manage these risks.
Such documentation, often called a risk and control matrix, enables
internal auditors to apply professional judgment, experience, and
reason to consider the information gathered in the context of the
activity under review and to roughly estimate the significance of the
risks in terms of a combination of impact, likelihood, and possibly other
risk factors.

As part of due professional care, internal auditors should consider input
from the management of the activity under review. Discussions with
the management of the area or process under review often provide
additional perspectives and insights on the business objectives,
inherent risks, controls, and significance of relevant risks. Establishing a
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mutual understanding of the risks of the activity under review increases
the usefulness of the risk assessment. Internal auditors also should
consult with the engagement supervisor while planning.

A risk and control matrix is typically developed throughout the course
of the engagement. As the engagement progresses through the testing
phase, the matrix may be used to document the cause, risk event,
effect (consequence), assessment of inherent risk, and the control with
description of type (that is, preventive, detective, or corrective). The
risks to be addressed during the engagement can then be prioritized
according to significance. This is often illustrated by plotting the
variables on a basic graph, such as a heat map. Such documentation
should be retained as part of the engagement workpapers.

For the most significant risks, assessing the adequacy of the design of
the controls helps internal auditors determine which controls to
continue testing. The risks rated highest priority form the basis of the
engagement objectives and scope, described in Standard 13.3
Engagement Objectives and Scope. When performing the engagement
analyses, internal auditors seek to determine the residual risk and note
any risks that exceed the acceptable tolerance range of the activity.
(See also Standard 14.2 Analyses and Potential Engagement Findings.)

Evidence of Conformance

Workpapers documenting:

e Relevant organizational strategies, objectives, and risks of the
organization.

e Objectives of the activity being reviewed.

e Governance, risk management, and control processes of the activity
under review.

e Organizational charts and job descriptions.

e Notes and/or photographs from direct observation or inspection.

e Policies and procedures for the activity.

e Relevant laws and regulations and documented compliance
assessments.
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e Relevant information gathered from websites, databases, and
systems.

e Notes from interviews, discussions, or surveys.

e Relevant information from the work of other assurance providers
and previously completed risk assessments and engagements.

e Risk and control matrix or other documentation indicating each
risk’s significance and the adequacy of the control design.

Standard 13.3 Engagement Objectives and Scope

Requirements

Internal auditors must establish and document the objectives and
scope for the engagement.

The engagement objectives must articulate the purpose of the
engagement and take into account the results of the engagement risk
assessment.

The scope establishes the engagement focus and boundaries by
specifying the activities, locations, processes, systems, components,
and other elements to be reviewed and the period of time to be
covered in the engagement. The scope must be sufficient to achieve the
engagement objectives. Scope limitations must be disclosed in the
opening and final engagement communications.

The chief audit executive or a designee must approve the engagement
objectives and scope.

Considerations for Implementation and Evidence of Conformance

Implementation

Engagement objectives and scope enable internal auditors to focus
efforts on the significant risks in the activity under review, develop the
engagement work program, and communicate clearly with
management and the board. The objectives and scope also provide a
basis to help internal auditors determine the engagement timeline,
budget, and resource requirements.

Determining the engagement objectives and scope requires internal
auditors to gather the necessary information to:

INTERN




e Understand the purpose of the engagement and the reason it is
included in the internal audit plan.

e Consider the strategies and objectives of the activity under review.

e Prioritize the risks relevant to the engagement through the
engagement risk assessment. (See also Standard 13.2 Engagement
Risk Assessment.)

Internal auditors should consider whether the engagement is a request
for assurance or advisory services, because stakeholder expectations
and the requirements of the Standards differ depending on the type of
engagement. The objectives and scope of assurance engagements may
also differ significantly from those of advisory engagements. For
assurance engagements, the objectives and scope are determined
primarily by the internal auditors, whereas for advisory engagements
the objectives are typically determined by the party requesting the
advisory engagements.

When engagement objectives and scope are properly defined before
the engagement starts, internal auditors are able to:

e Address the significant risks to the activity under review.

e Avoid duplicating efforts or performing work that does not add
value.

e Allocate appropriate and sufficient resources to complete the
engagement.

Engagement objectives are broad statements developed by internal
auditors that define intended engagement accomplishments.
Objectives specify what the engagement is intended to accomplish and
help internal auditors determine which procedures to perform. Internal
auditors should ensure that the objectives of the engagement align
with the business objectives of the area or process under review as well
as those of the organization.

Assurance engagements focus on providing assurance that the controls
in place are adequately designed and operating to manage the risks
that could prevent the area of the organization from achieving its
business objectives. The objectives of these engagements direct the
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priorities for testing the controls of processes and systems during the
engagement. These include controls designed to manage risks related
to:

e Assignment of authority and responsibility.

e Compliance with policies, plans, procedures, laws, and regulations.

e Reporting accurate, reliable information.

o Effectively and efficiently using resources.

e Safeguarding assets.

Once the engagement objectives have been established, internal
auditors should use professional judgment and consult with the
engagement supervisor as necessary to determine the scope of
engagement work. The scope must be broad enough to achieve the
engagement objectives. When determining the scope, internal auditors
should consider each engagement objective independently to ensure
that it can be accomplished within the scope.

Internal auditors generally consider and document any scope
limitations and requests from the engagement stakeholders for items
to be included in or excluded from the scope. Examples of scope
limitations include:

e Length of the engagement.

e Resource limitations (financial, human, and technological).

e Access to data, records, and other information as well as the
personnel and physical properties.

Internal auditors communicate the objectives, scope, and timing of the
engagement during the opening or entrance meeting. The information
should be documented in an engagement planning memorandum and
incorporated into the engagement workpapers. (See also Standard 13.1
Engagement Communication.)

Evidence of Conformance

e Engagement planning memorandum.

e Final engagement communication.

e Engagement workpapers documenting:

o Alignment of objectives and the risk assessment.
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o Scope that achieves engagement objectives.

o Approved engagement work program containing the objectives
and scope.

o Minutes from meetings with stakeholders about objectives and
scope.

o Scope limitations and requests from engagement stakeholders
for items to be included or excluded.

Standard 13.4 Evaluation Criteria

Requirements

Internal auditors must identify measurable criteria to be used to
evaluate the aspects of the activity under review defined in the
engagement objectives and scope.

Internal auditors must ascertain the extent to which management or
the board has established adequate criteria to determine whether the
activity under review has accomplished its objectives and goals. If
adequate, internal auditors must use such criteria in their evaluation.

If inadequate, internal auditors must identify appropriate evaluation
criteria through discussion with management and/or the board.

Examples of criteria are:

e Internal (policies, procedures, key performance indicators, or
targets for the activity).

e External (laws, regulations, and contractual obligations).

e Authoritative practices (frameworks, standards, guidance, and
benchmarks specific to an industry, activity, or profession).

Considerations for Implementation and Evidence of Conformance

Implementation

As part of gathering information and planning the engagement, internal
auditors identify the criteria used by the organization to evaluate the
effectiveness and efficiency of the governance, risk management, and
control processes of the activity under review. Auditors then focus on
the evaluation criteria most relevant to the engagement. Such criteria
should represent the desired state of the activity and provide practical,
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measurable specifications against which to compare the existing state
(condition). For example, if an engagement objective is to assess the
effectiveness of the control processes in the activity under review, the
criteria, or desired state, could be the expected results or outcomes of
the activity’s control processes, while the condition is revealed by the
actual outcomes.

Adequate criteria are essential for identifying a difference between the
desired state and the condition, which represents potential findings;
determining the significance of the findings; and reaching meaningful
conclusions. Internal auditors use professional judgment to determine
whether the organization’s criteria are adequate. Adequate criteria are
relevant, aligned with the objectives of the organization and the activity
under review, and produce reliable comparisons. In addition to the
examples of criteria listed in this standard, criteria may include
established organizational practices, expectations based on the design
of a control, and procedures that may not be formally documented.

When evaluating the adequacy of the criteria, internal auditors should
determine whether the organization has established basic principles
about what constitutes appropriate governance, risk management, and
control practices. Internal auditors should consider whether
management has clearly articulated its risk tolerance, including
materiality thresholds for various business units, functions, or
processes. Internal auditors also should ascertain whether the
organization has adopted or clearly articulated a definition of control
and should identify management’s understanding of what constitutes a
satisfactory level of control. For example, satisfactory could mean that
a certain percentage of transactions within one control objective are
conducted in accordance with established control procedures or that a
certain percentage of controls overall are working as intended.

Additionally, internal auditors should research recommended practices
and compare management’s criteria to that used by other
organizations. Determining the criteria that is best for achieving the
engagement objectives also requires internal auditors to apply
professional judgment. Internal auditors may determine that the
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documented policies, procedures, and/or other criteria lack detail or
are otherwise inadequate. Internal auditors may assist management in
determining adequate criteria or may seek input from experts to help
identify or develop relevant criteria. Management’s criteria may appear
adequate generally, but internal auditors may suggest better criteria for
the engagement.

When the criteria used by the activity under review is inadequate or
nonexistent, internal auditors may recommend that management
implement the criteria identified by the internal auditors. The
discussion about the lack of adequate criteria may lead to a decision to
provide advisory services.

Internal auditors should ensure that the management of the activity
under review understands the criteria that will be used during the
engagement. To avoid misinterpretation or challenge by any personnel
responsible for the activity under review, the agreed-upon criteria
should be documented.

Evidence of Conformance

e Workpapers documenting the sources of criteria considered and
the process used to determine the adequacy of the criteria.

e Documentation, such as meeting minutes, a planning memo, or an
email, indicating internal auditors’ discussion of criteria with the
management of the activity under review and/or the board.

Standard 13.5 Engagement Resources

Requirements

When planning an engagement, internal auditors must identify the
resources necessary to achieve the engagement objectives.

Internal auditors must determine the types and quantity of resources
that will be needed to perform the engagement. The determination
requires considering:

e The nature and complexity of the engagement.

e The time frame within which the engagement must be completed.
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e Whether the available financial, human, and technological
resources are appropriate and sufficient to achieve the engagement
objectives.

If the available resources are inappropriate or insufficient, internal
auditors must discuss the concerns with the chief audit executive or a
designee responsible for obtaining the resources.

Considerations for Implementation and Evidence of Conformance

Implementation

Identifying and assigning resources is a step in planning an engagement
that is typically handled by an internal auditor who has been designated
to lead and supervise the engagement. To determine the type and
guantity of resources needed for an engagement, the engagement
supervisor should understand the information gathered and developed
throughout engagement planning, paying special attention to the
nature and complexity of work to be performed. The supervisor then
applies professional judgment to identify the steps that should be taken
to achieve the engagement objectives and the time that each step is
expected to take. It is also important to consider fixed specifications
and constraints that may affect the performance of the engagement,
such as the number of hours budgeted for the engagement as well as
the timing, language, and logistics.

When planning engagements, internal auditors should consider the
most efficient and effective application of available financial, human,
and technological resources. The engagement supervisor may have
access to the chief audit executive’s information about the specialized
competencies held by members of the internal audit function. Planning
the engagement resources requires determining whether the available
resources are appropriate and sufficient or if it is necessary to obtain
additional resources to complete the engagement.

When resource limitations interfere with the internal audit function’s
ability to achieve the engagement objectives, the engagement
supervisor is responsible for escalating the concern to the chief audit
executive. The chief audit executive is responsible for discussing with
senior management and the board the implications of the resource
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limitations and determining the course of action to take. For example,
when the chief audit executive is unable to obtain the necessary
resources, the engagement scope may need to be reduced. (See also
Standard 10.1 Financial Resource Management, Standard 10.2 Human
Resource Management, and Standard 10.3 Technological Resources.)

To improve the effective implementation of resources, internal auditors
may document the actual time spent performing the engagement
against the budgeted time. The documentation can be reviewed to
improve future resource planning.

Evidence of Conformance

e Chief audit executive’s inventory of competencies of the internal
audit function.

e Internal audit function’s policies and procedures for resourcing
engagements.

e Approved engagement work program showing utilization of
appropriate and sufficient resources.

e Planning documentation (workpapers) analyzing the engagement’s
resourcing needs and noting assignment of resources.

e Post-engagement survey of the management of the activity under
review inquiring about timeliness and resource adequacy.

e Contracts and/or relationships with external service providers.

Standard 13.6 Work Program

Requirements

Internal auditors must develop and document an engagement work
program that will achieve the engagement objectives.

The engagement work program is based on the information obtained
during engagement planning, including the results of the engagement
risk assessment.

The engagement work program must identify:

e Tasks to achieve the engagement objectives.

e Methodologies and tools to perform the tasks.
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e Internal auditors assigned to perform the tasks.

The chief audit executive or a designee must review and approve the
engagement work program before it is implemented. Subsequent
changes to the work program must be discussed and approved by the
chief audit executive or a designee.

Considerations for Implementation and Evidence of Conformance

Implementation

Work programs document the tasks to be completed in an engagement
and the roles and responsibilities assigned to each member of the
engagement team. Work programs are reviewed by the chief audit
executive or a designated engagement supervisor and typically include
a method for indicating review and approval of the various tasks
completed, along with the names of the internal auditors who
completed the work, and the date the work was completed.

The engagement work program builds on the information gathered and
developed during engagement planning and details the procedures that
will be used to analyze and evaluate information as internal auditors
develop engagement findings, recommendations, and conclusions.
Work performed during the planning phase is typically documented in
workpapers and referenced in the work program.

To develop the work program, internal auditors can expand the risk and
control matrix by linking the risks and controls with a testing approach
to be implemented. As analyses and evaluations are conducted, the
matrix can be expanded to link the risks and controls to the findings,
recommendations, and conclusions. Work programs should specify the
testing objectives, criteria, and methodologies such as the analytical
procedures to be used for testing the effectiveness of key controls, in
addition to the specifications described in the standard. Work programs
should also include the sampling methodology, population, and size.

The level of analysis and detail applied during the planning phase varies
by internal audit function and engagement. Evaluating the adequacy of
control design is often completed as part of engagement planning,
because it helps internal auditors clearly identify key controls to be

INTERN



further tested for effectiveness. The work program may include a
documented evaluation of the adequacy of control design.

However, the most appropriate time to perform this evaluation
depends on the nature of the engagement. If it is not completed during
planning, the control design evaluation may occur as a specific stage of
engagement performance, or internal auditors may evaluate the
control design while performing tests of the controls’ effectiveness.

Evidence of Conformance

e Workpapers supporting the development of the work program.

e Risk and control matrix with testing approach.

e Maps or descriptions of control processes.

e Notes on evaluation of the adequacy of the control design.

e Plan for additional testing.

e Minutes, notes, or documentation from planning meetings during
which tasks and procedures were determined.

e Complete engagement work program with documented approval.

e Documentation of approval of changes to the work program.

Principle 14 Conduct Engagement Work

Internal auditors implement the engagement work program to achieve
the engagement objectives.

When planning an engagement, internal auditors collect and organize
information to create a work program. The work program describes the
tasks and methodologies to be used to achieve the engagement
objectives.

To implement the work program, internal auditors gather information
and perform analyses and evaluations. These steps enable internal
auditors to identify potential findings; determine the causes, effects,
and significance of the findings; and develop recommendations and
conclusions.
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Standard 14.1 Gathering Information for Analyses and Evaluation

Requirements

Internal auditors must gather relevant, reliable, and sufficient
information to perform analyses and evaluations.

Internal auditors must gather and analyze information to produce and
support engagement findings.

Internal auditors must evaluate whether the information is relevant
and reliable and whether it is sufficient such that analyses provide a
reasonable basis upon which to formulate potential engagement
findings. The results of the analyses and the supporting information are
collectively referred to as “evidence.” (See also Standard 14.2 Analyses
and Potential Engagement Findings.)

Information is relevant when it is consistent with engagement
objectives, is within the scope of the engagement, and contributes to
the development of engagement findings, recommendations, and
conclusions.

Information is reliable when it is factual and current. Internal auditors
use professional skepticism to evaluate whether information is reliable.
Reliability is strengthened when the information is:

e Obtained directly by an internal auditor or from an independent
source.

e Corroborated.

e Gathered from a system with effective governance, risk
management, and control processes.

Information is sufficient when it enables internal auditors to perform
analyses and complete evaluations. Evidence is sufficient when it can
enable a prudent, informed, and competent person to repeat the
engagement work program and reach the same conclusions as the
internal auditor. When evidence is not sufficient to produce or support
engagement findings, internal auditors must gather additional
information for analyses and evaluation.

Considerations for Implementation and Evidence of Conformance

Implementation

INTERN



When gathering information to complete each step in the engagement
work program, internal auditors focus on the information that is
relevant to the engagement objectives and within the engagement
scope. In applying professional skepticism, internal auditors should
critically assess whether the information is factual, current, and
obtained directly (such as by observation) or from a source
independent of those responsible for an activity under review.
Corroborating the information by comparing it against more than a
single source is another way to increase reliability.

Procedures to gather information for analyses may include:

e Interviewing or surveying individuals involved in the activity.

e Directly observing a process, also known as performing a walk-
through.

e Obtaining confirmation or verification of information from an
individual who is independent of the activity under review.

e Inspecting or examining physical evidence such as documentation,
inventory, or equipment.

e Directly accessing organizational systems to observe or extract
data.

e Working with system users and administrators to obtain data.

When gathering information, internal auditors consider whether they
will test a complete data population or a representative sample. If they
choose to select a sample, they should apply methods to ensure that
the sample is as representative of the whole population as possible.

Evidence of Conformance

e Engagement work program, which includes procedures for
gathering data relevant to the engagement objectives.

e Description of information gathered, including its source, the date
it was gathered, and the period to which it pertains.

e Documented explanation of how the internal auditor determined
that the information gathered was sufficient to perform an analysis.
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Standard 14.2 Analyses and Potential Engagement Findings

Requirements

Internal auditors must analyze relevant, reliable, and sufficient
information to develop potential engagement findings.

Internal auditors must analyze information to determine whether there
is a difference between the evaluation criteria and the existing state of
the activity under review, known as the “condition.” (See also Standard
13.4 Evaluation Criteria.) Internal auditors determine the condition by
using information and evidence gathered during the engagement. A
difference between the criteria and the condition indicates a potential
engagement finding that must be noted and further evaluated.
Common examples of potential engagement findings include errors,
irregularities, illegal acts, and opportunities for improving efficiency or
effectiveness.

If initial analyses do not provide sufficient evidence to support a
potential engagement finding, internal auditors must exercise due
professional care when determining whether additional analyses are
required. If so, the work program must be adjusted accordingly and
approved by the chief audit executive or a designee.

Considerations for Implementation and Evidence of Conformance

Implementation

The engagement work program may include a list of specific analyses to
be conducted, such as:

e Tests of the accuracy or effectiveness of a process or activity.

e Reasonableness tests.

e Ratio, trend, and regression analyses.

e Comparisons between current period information with budgets and
forecasts or similar information from prior periods.

e Analyses of relationships among sets of information (for example,
financial information, such as recorded payroll expenses, and
nonfinancial information, such as changes in the average number of
employees).
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e Internal benchmarking, or comparisons of information from
different areas within the organization.

e External benchmarking, or comparisons using information from
other organizations.

Internal auditors should understand and use technologies that improve
the efficiency and effectiveness of analyses, such as software
applications that enable testing of an entire population rather than just
a sample.

The analyses should yield a meaningful comparison between the
evaluation criteria and the condition. When the analyses indicate a
difference between the criteria and the condition, subsequent
engagement procedures should be employed to determine the cause
and effect of the difference and significance of the potential findings.
Findings may also be called “observations,” particularly in advisory
engagements.

Internal auditors exercise due professional care to determine the
extent and type of additional procedures that should be used to
evaluate the potential findings and determine their cause, effect, and
significance. The chief audit executive and the internal audit
methodologies may provide guidance for determining whether to
perform additional analyses. Considerations include:

e Results of the engagement risk assessment, including the adequacy
of control processes.

e Significance of the activity under review and the potential findings.

e Extent to which the analyses support potential engagement
findings.

e Availability and reliability of information for further evaluation.

e Costs versus the benefits of performing additional analyses.

Evidence of Conformance

e  Workpapers that document the analyses performed (including data
analytics programs or software used, test populations, sampling
processes, and sampling methods).
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e Workpapers cross-referenced in the work program and/or final
communication.

e Documentation related to the final communication.

e Supervisory reviews of the engagement.

e External and internal assessment results. (See Standard 8.4 External
Quality Assessment and Standard 12.1 Internal Quality
Assessment.)

Standard 14.3 Evaluation of Findings

Requirements

Internal auditors must evaluate each potential engagement finding to
determine its significance.

When evaluating potential engagement findings, internal auditors must
identify the root cause, determine the potential effects, and evaluate
the significance of the issue. To determine the significance of the risk,
internal auditors consider the likelihood of the risk occurring and the
impact the risk may have on the organization or its governance, risk
management, or control processes.

If internal auditors determine that the organization is exposed to a
significant risk, the issue must be documented and communicated as a
finding.

Internal auditors must provide a rating, ranking, or other indication of
priority for each engagement finding, based on the significance of the
finding, using methodologies established by the chief audit executive.

Considerations for Implementation and Evidence of Conformance

Implementation

To develop engagement findings, internal auditors start by comparing
the established criteria to the existing condition in the activity under
review. (See also Standard 14.2 Analyses and Potential Engagement
Findings.) If there is a difference between the two, internal auditors
investigate the potential finding further and explore:

e The root cause of the difference, which typically relates to a control
deficiency. At its simplest, determining the root cause often
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involves asking a series of questions about why the difference
exists.

e The effect or impact of the difference, which explains why the
condition may be a cause for concern. In some cases, the effect may
be objectively quantifiable, but in many cases the extent of the
exposure will be an estimate informed by internal auditors’ due
professional care with input from management of the activity under
review. (See also Principle 4 Exercise Due Professional Care.)

To determine the significance of a finding, internal auditors use
methodologies developed by the chief audit executive. They identify
and evaluate existing controls for design adequacy and effectiveness,
then determine the level of residual risk, or the risk that remains
despite having controls in place.

Internal auditors assign a rating based on the methodology established
by the chief audit executive, which ensures consistency across all
internal audit engagements. When determining the rating, internal
auditors should consider:

e The impact and likelihood of the risk.

e The organization’s risk tolerance.

e Methodologies developed by the chief audit executive.

e Any additional factors important to the organization.

A rating can be an effective communication tool for describing the
significance of each finding and may assist management with
prioritizing their action plans. Examples of ratings are low, medium,
high, and critical.

The chief audit executive may provide templates for internal auditors to
use to document engagement findings, ensuring proper documentation
of various elements such as the:

e C(Criteria.

e Condition.

e (Cause.

e [Effect.

e Significance rating.
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e Recommendations to resolve the findings. (See also Standard 14.4
Recommendations and Action Plans.)

Findings should be written succinctly, in simple language, such that the
management of the activity under review understands internal
auditors’ evaluation. Findings should explain the difference between
the conditions and the criteria and should link to documented evidence
that supports internal auditors’ evaluation and judgment about their
significance.

Evidence of Conformance

e Workpapers explaining the criteria used to evaluate the findings.

e Workpaper that lists the criteria, condition, root cause, effect (risk
or potential exposure), and a rating of significance for each finding.

e Workpaper or other documentation explaining the materiality, risk
tolerance, and elements of any cost-benefit analysis used as the
basis of the finding(s) analysis.

e Relevant internal audit policies, templates, and guidance.

e Documentation related to the final engagement communication.

Standard 14.4 Recommendations and Action Plans

Requirements

Internal auditors must formulate recommendations and if applicable
obtain management’s action plans.

Recommendations are suggested actions to:

e Resolve the differences between the established criteria and the
existing condition.

e Mitigate identified risks.

e Enhance or improve the activity under review.

Internal auditors must discuss recommendations with the management
of the activity under review.

For assurance engagements, internal auditors must obtain
management’s action plans to address the root cause of each finding.

INTERN



If internal auditors and management disagree about the
recommendations and/or action plans and a resolution cannot be
reached, the final communication must state both positions and the
reasons for the disagreement. (See also Standard 13.1 Engagement
Communications.)

Although internal auditors must make recommendations for corrective
actions, it is management’s responsibility to determine the appropriate
course of action and implement action plans to address the findings.
(See also Standard 15.1 Final Engagement Communication.) Advisory
engagements do not require action plans.

Considerations for Implementation and Evidence of Conformance

Implementation

Internal auditors are required to have ongoing communications with
management throughout the engagement. (See also Standard 13.1
Engagement Communication.) Internal auditors should discuss the
findings and recommendations with the management of the activity
under review throughout the course of the engagement. The required
closing communication, which must occur before a final communication
is issued, is typically a formal or structured opportunity, such as an exit
conference. (See also Standard 13.1 Engagement Communication.)
Internal auditors should use the methodology established by the chief
audit executive to determine which findings warrant escalation.

Recommendations should be addressed to the parties who have
sufficient authority to make and oversee changes to the activity under
review. The chief audit executive may create a policy or guidance to
help internal auditors identify the appropriate parties. For example, an
internal audit policy may mandate that only a given role or level (such
as a manager, director, or vice president) should respond to internal
audit recommendations and develop action plans.

If a specific corrective action is identified that addresses a finding,
internal auditors should communicate it as a recommendation.
Alternatively, internal auditors may present several options for
management to consider. In some cases, internal auditors may
recommend for management to research options and determine the
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appropriate course of action. A single finding may have multiple
recommended corrective actions.

If the internal auditor and the management of the activity under review
disagree about the engagement findings or recommendations, the chief
audit executive should work with higher levels of management to
facilitate a resolution. Per the requirements of Standard 13.1
Engagement Communication, when such a resolution cannot be
reached, internal auditors must deliver a final communication that
documents the positions of both parties. Additionally, a formal
statement from each party may be attached as an appendix to the
communication. If not attached as an appendix, each party’s complete
comments should otherwise be made available upon request.

Internal auditors should evaluate and discuss with management the
feasibility and reasonableness of the recommendations and action
plans. The evaluation and discussion typically include a cost-benefit
analysis and determination of whether the action plans will address the
risk satisfactorily in accordance with the organization’s risk tolerance.

Public Sector

Laws and regulations often require internal auditors working in the
public sector to disclose all management comments in the final
communication.

Evidence of Conformance

e Workpapers for each finding, with the criteria, condition, effect,
root cause, and recommendation(s) included.

e Relevant internal audit policies, procedures, templates, and
guidance.

e Notes, workpapers, or other documentation evidencing discussions
with management regarding the findings and feasibility of
recommendations and action plans.

e Documentation related to the final communication.

Standard 14.5 Developing Engagement Conclusions

Requirements
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Internal auditors must develop an engagement conclusion.

An engagement conclusion is the internal auditor’s judgment about the
overall significance of the engagement findings when viewed
collectively. It must include a summary of the findings and the
outcomes of the engagement relative to the engagement objectives
and scope.

The conclusion must be developed in accordance with the internal
audit function’s established methodologies.

Based on the engagement conclusion, internal auditors must issue a
rating, ranking, or other indicator of the significance of the aggregated
findings.

For an assurance engagement, the engagement conclusion must
include the internal auditors’ judgment regarding the effectiveness of
the governance, risk management, and/or control processes of the
activity under review.

Considerations for Implementation and Evidence of Conformance

Implementation

The individual ratings of engagement findings should be aggregated to
determine an overall engagement conclusion or summary about the
activity under review. The chief audit executive’s methodologies for the
internal audit function, determined in advance, provide a scale
indicating whether reasonable assurance exists regarding the
effectiveness of controls. For example, the scale may indicate
satisfactory, partially satisfactory, needs improvement, or
unsatisfactory depending on the internal auditors’ assessments.

Typically, internal auditors use the criteria and methodology, including
a rating system, that has been developed by the chief audit executive
and reviewed with senior management and the board before the
engagement occurs. The rating system should be based on the
organization's overall risk appetite and the risk tolerance of the activity
under review and should provide the basis for developing engagement
conclusions and ratings across all internal audit engagements. Having
an agreed-upon understanding for the conclusions and ratings provides
consistency across engagements.
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The conclusion may add context regarding the impacts of the findings
within the activity under review and the organization. For example,
some findings may have a material impact on the achievement of goals
or the management of risks at a micro level, but not at a macro level
(for example, the failure to manage potential duplicate payments may
be material to a subsidiary but not to the organization as a whole).
Internal auditors should consider how well the controls in place
manage the risk to the achievement of management’s objectives.

Evidence of Conformance

A workpaper showing the basis for the overall engagement conclusion
and alignment to the chief audit executive’s rating system for
engagements.

A policy or meeting notes showing alignment between the chief audit
executive, management, and the board on the rating system to be used
by the internal audit function.

Standard 14.6 Documenting Engagements

Requirements

Internal auditors must document information and evidence to support
the engagement findings, recommendations, and conclusions.

The analyses, evaluations, and supporting information relevant to an
engagement must be documented such that an informed, prudent
internal auditor, or similarly informed and competent person, could
repeat the work and derive the same findings, recommendations, and
conclusions.

Engagement documentation must include:

e Date or period of the engagement.

e  Work program.

e Engagement risk assessment.

e Engagement objectives and scope.

e Description of analyses, including details of procedures and
source(s) of data.
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e Findings, recommendations, and conclusions.

e Evidence of communication to appropriate parties.

e Names or initials of the individuals who performed and supervised
the work.

Internal auditors must ensure that the engagement documentation is
reviewed for accuracy, relevance, and completeness. The chief audit
executive or a designee must review and approve the engagement
documentation.

Internal auditors must retain all engagement documentation according
to relevant laws and regulations as well as policies and procedures of
the internal audit function and the organization.

Considerations for Implementation and Evidence of Conformance

Implementation

Documentation of the internal audit engagement through workpapers
is an important part of a systematic and disciplined engagement
process because it organizes engagement information in a way that
enables reperformance of the work and supports engagement
conclusions and results. Documentation provides the basis for
supervising individual internal auditors and allows the chief audit
executive and others to evaluate the quality of the internal audit
function’s work. Appropriate documentation also serves to
demonstrate the internal audit function’s conformance with the
Standards.

Internal auditors should use the methodology established by the chief
audit executive to document the engagement, including the steps and
format to be used. This may include templates or software for
developing workpapers and a system for retaining the documentation.
The workpapers show the information used to determine engagement
findings, recommendations, and conclusions.

Generally, workpapers are organized according to the structure
developed in the work program and cross-referenced to relevant pieces
of information. The end result is a complete collection of
documentation of the procedures completed, information obtained,
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conclusions reached, recommendations derived, and the logical basis
for each of the steps. This documentation constitutes the primary
source of support for internal auditors’ communication with
stakeholders, including senior management, the board, and the
management of the activity under review. Perhaps most importantly,
workpapers contain sufficient and relevant information that would
enable a prudent, informed, and competent person, such as another
internal auditor or an external auditor, to reach the same conclusions
as those reached by the internal auditors who conducted the
engagement.

A basic format for workpapers:

e |ndex or reference number.

e Title or heading that identifies the activity under review.

e Date or period of the engagement.

e Scope of work performed.

e Statement of purpose for obtaining and analyzing the data.

e Planning documentation.

e Process map, flowchart, or narrative descriptions of key processes.

e Summaries of interviews conducted or surveys issued.

e Risk and control matrix.

e Source(s) of data covered in the workpaper.

e Description of population evaluated, including sample size and
method of selection used to analyze data (testing approach).

e Details of tests conducted and analyses performed.

e Conclusions including cross-referencing to the workpaper on audit
observations.

e Proposed follow-up engagement work to be performed.

e Internal audit final communication with management responses.

e Name of the internal auditor(s) who performed the engagement
work.

e Review notation and name of the internal auditor(s) who reviewed
the work.
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The chief audit executive should develop a methodology for the review
of workpapers. The chief audit executive should establish a reliable
process to ensure internal auditors achieve engagement objectives and
receive training, feedback, and coaching to ensure that the internal
audit function continually develops and improves the quality of its
performance.

Public Sector

Internal auditors working in the public sector must understand how
the laws and regulations relevant to the jurisdictions within which
the organization operates may affect or dictate requirements for
the release of workpapers. In some jurisdictions, internal auditors
are forbidden from releasing workpapers publicly, while in other
jurisdictions, some or all workpapers may be subject to public
disclosure as soon as management receives a draft report or upon
release of the final communication.

Evidence of Conformance

e Internal audit methodology and templates or software in place for
the preparation, content, review, and retention of workpapers and
engagement information.

e Workpapers following the methodology.

e Results of internal quality assessment reviews validating
conformance with workpaper and supervision policies.

Principle 15 Communicate Engagement Conclusions and Monitor
Action Plans

Internal auditors communicate the engagement findings and
conclusions to the appropriate parties and monitor management’s
progress toward the completion of action plans.

Internal auditors are responsible for issuing a final communication after
completing the engagement and communicating with management
about the findings, recommendations, conclusions, and action plans.
Internal auditors continue to communicate with the management of
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the activity under review to confirm that agreed-upon actions are
implemented.

Standard 15.1 Final Engagement Communication

Requirements

For each engagement, internal auditors must develop a final
communication that includes the engagement’s objectives, scope, and
conclusions. Recommendations and/or agreed-upon action plans also
must be included.

For assurance engagements, the final communication also must
include:

e The findings and the ratings, rankings, or other indication of the
significance of the findings.

e An explanation of scope limitations, if any.

The final communication must specify the individuals responsible for
taking action on the findings, as well as the planned date by which the
actions should be completed. When internal auditors become aware
that management has initiated or completed actions to address a
finding before the final communication, the actions must be
acknowledged in the communication.

The final communication must be accurate, objective, clear, concise,
constructive, complete, and timely, as described in Standard 11.2
Effective Communication. Internal auditors must ensure the final
communication is reviewed and approved by the chief audit executive
or the appropriate designee before it is issued.

Internal auditors must follow the policies and procedures established
by the chief audit executive regarding releasing or communicating the
final communication. The workpapers supporting the final
communication must be retained and accessible to the organization
and the internal audit function, including when the engagement is
performed by a contracted service provider.

A statement that the engagement is conducted in conformance with
the Global Internal Audit Standards must be included in the final
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engagement communication if the internal auditors followed the
Standards and the results of the most recent quality assurance and
improvement program support this statement.

If the engagement is not conducted in conformance with the Standards,
internal auditors must disclose the following details about the
nonconformance:

e Standard(s) with which conformance was not achieved.

e Reason(s) for nonconformance.

e Impact of nonconformance on the engagement findings and
conclusions.

Considerations for Implementation and Evidence of Conformance

Implementation

The style and format of final engagement communication varies across
organizations but typically are established by the chief audit executive.
The chief audit executive may provide templates and procedures.

Multiple versions of a final communication may be issued, with
formats, content, and level of detail customized to address specific
audiences. The final engagement communication should be customized
for specific audiences based upon how much they know about the
activity under review, how the findings and conclusions impact them,
and how they plan to use the information.

When issued as a report, the final communication often includes the
following components:

e Title.

e Objectives (purpose of engagement).

e Scope (activities, nature and extent of work, scope limitations).

e Background (brief synopsis of the activity being reviewed or an
explanation of the process).

e Recognition (positive aspects of area being reviewed and/or
appreciation of cooperation).

e Individual findings grouped by area or process, if applicable, and
listed in order of significance:

o Atitle and reference.
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o Statement of facts (condition, criteria, cause, effect/risk), which
can be substantiated with relevant examples, data, analytics,
tables, or charts.

o Significance of the finding (rating, ranking, or other indicator of
the significance of the finding).

o Recommendations (corrective action to mitigate the risk
identified in the finding).

e Management’s action plans (corrective action, activity owner, and
target date for completion).

e Engagement conclusion (summary assessment of the engagement,
often highlighting critical findings).

e Rating for the engagement as a whole (based on the conclusion, for
example, satisfactory, marginal, unsatisfactory, pass, or fail).

e Distribution list.

e The statement regarding conformance with the Global Internal
Audit Standards.

The review of the final communication typically includes ensuring:

e The work performed and documented was consistent with the
engagement objectives and scope and Standards (when claiming
conformance). (See also Standard 8.3 Quality and Standard 12.1
Internal Quality Assessment.)

e The findings, recommendations, conclusions, and action plans are
clearly stated and supported by relevant, reliable, and sufficient
information. (See also Standard 14.1 Gathering Information for
Analyses and Evaluation.)

e Areas needing additional clarification or documentation are
addressed.

e The requirements for communicating with the activity under review
were met.

e All necessary information is included and superfluous details have
been omitted.

The chief audit executive or a designee determines the means by which
final engagement communication is disseminated. Oral presentations
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are usually supported with a digital or printed copy of the presentation
and/or a written report.

Internal auditors should comply with any additional laws and
regulations relevant to a specific sector, such as the public sector, or
industry, such as financial services, for disseminating the final
engagement communication.

Evidence of Conformance

e Written final communications.

e Slides and/or meeting notes of presentations when final
communication is oral.

e Documentation indicating final communication was reviewed and
approved.

e Documentation that requirements for communicating with the
activity under review were met.

Standard 15.2 Confirming the Implementation of Action Plans

Requirements

Internal auditors must confirm that management has implemented the
agreed-upon action plans.

Internal auditors must follow an established methodology to confirm
that management has implemented actions to address engagement
findings.

The methodology includes:

e |nquiring about progress on action plans.

e Performing follow-up assessments and analyses.

e Updating the status of action plans in a tracking system.

Internal auditors must request to be notified by management of any
changes to the activity under review that cause the engagement
findings and action plans to be no longer applicable. Internal auditors
must verify the changes reported by management and determine when
the changes were made. If internal auditors believe findings remain and
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action plans are still needed, they must document the information and
inform the chief audit executive.

If management has not implemented the agreed-upon action plans
according to the established completion dates, internal auditors must
obtain and document an explanation from management. Internal
auditors must discuss the issue with the chief audit executive, who is
responsible for determining whether senior management has accepted
the risk of delaying or not taking action. (See Standard 11.5
Communicating the Acceptance of Risks).

Considerations for Implementation and Evidence of Conformance

Implementation

The methodology established by the chief audit executive states how
internal auditors are to monitor progress and ensure the effective
implementation of management's action plans.

Internal auditors typically use a software program, spreadsheet, or
system to track whether action plans are implemented according to the
established timelines. The tracking system also indicates whether
actions remain open or are past due and provides a useful tool for
internal auditors to communicate with senior management and the
board. In addition, a program or system may automate the workflow
from risk assessment to action plan completion. For example, the
workflow could include automated emails that notify the appropriate
parties regarding actions that are nearing their target completion dates.

Internal auditors track the status of management’s action plans and
communicate with the management of the activity under review, the
board, and chief audit executive as described in the internal audit
methodology. The methodology specifies how and when to follow up
on open actions and includes criteria for determining when to perform
follow-up assessments and analyses to confirm that action plans have
effectively addressed findings and mitigated significant risks. Follow-up
assessment and analyses may be performed for all completed action
plans on a selective basis, depending on the significance of the risk.
Under certain circumstances, regulators may require reporting on
management’s action plans.
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When inquiring about progress, if actions have not been implemented,
internal auditors should request that management provide an
explanation. If management decides on an alternative action plan and
internal auditors agree that the alternative plan is satisfactory or better
than the original action plan, then progress on the alternative plan
should be tracked until completion.

Public Sector

In some jurisdictions, internal auditors may be required to produce
a public report on the implementation status of recommendations.

Evidence of Conformance

e A routinely updated exception tracking system (for example, a
spreadsheet, database, or other tool) that contains the prior audit
observations, associated corrective action plan, status, and internal
audit’s confirmation.

e Corrective action status reports prepared for senior management
and the board.

e Evidence of periodic reporting to the board on the status of
implementation.

e Public records of status implementation reports.
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